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ABSTRACT

Social media platforms have become widely used for open communication, yet
their lack of moderation has led to the proliferation of harmful content, including
hate speech. Manual monitoring of such vast amounts of user-generated data is im-
practical, thus necessitating automated hate speech detection methods. Pre-trained
language models have been proven to possess strong base capabilities, which not only
excel at in-distribution language modeling but also show powerful abilities in out-
of-distribution language modeling, transfer learning and few-shot learning. However,
these models operate as complex function approximators, mapping input text to a
hate speech classification, without providing any insights into the reasoning behind
their predictions. Hence, existing methods often lack transparency, hindering their ef-
fectiveness, particularly in sensitive content moderation contexts. Recent efforts have
been made to integrate their capabilities with large language models like ChatGPT
and Llama2, which exhibit reasoning capabilities and broad knowledge utilization.
This thesis explores leveraging the reasoning abilities of large language models to
enhance the interpretability of hate speech detection. A novel framework is proposed
that utilizes state-of-the-art Large Language Models (LLMs) to extract interpretable
rationales from input text, highlighting key phrases or sentences relevant to hate
speech classification. By incorporating these rationale features into a hate speech
classifier, the framework inherently provides transparent and interpretable results.
This approach combines the language understanding prowess of LLMs with the dis-
criminative power of advanced hate speech classifiers, offering a promising solution

to the challenge of interpreting automated hate speech detection models.

Keywords: Social Media, Hate Speech, Large Language Models, Rationale Ex-

traction, Interpretability.
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Chapter 1

INTRODUCTION

Content Warning: This document contains content that some may find dis-
turbing or offensive, including content that is discriminative, hateful, or violent

in nature.

Social media platforms have emerged as a space for individuals from diverse cul-
tural and geographical backgrounds to engage in content sharing and discussions.
While these online conversations facilitate the exchange of information, they can
sometimes escalate into unpleasant confrontations and bigoted arguments, leading to
the proliferation of hate speech on these platforms. Hate speech refers to deliberate
and purposeful public communication that expresses hatred, disdain, or contempt
towards an individual or group based on their social attributes, such as gender or
race (Nockleby, 1994; Perera et al., 2023). In extreme cases, hate speech may often
lead to real world harms such as hate crimes, for example the anti-Asian hate crimes
during the COVID-19 pandemic (Findling et al., 2022; Han et al., 2023). Conse-
quently, implementing automatic hate speech detection and moderation mechanisms
is crucial to maintain the integrity of social media platforms and mitigate negative
impacts in real-world scenarios, such as increased violence towards minorities (Laub,
2019).

Despite the well-established issue of online hate speech, numerous efforts have been
made to detect and combat this problem (Schmidt and Wiegand, 2017; Del Vignal2

et al., 2017). While state-of-the-art hate speech detection models have demonstrated
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good performance on benchmark evaluation datasets, most of these models rely on
transformer-based pre-trained language models or other deep neural network archi-
tectures (Sheth et al., 2023) that lack interpretability and explainability. However,
the task of hate speech detection is highly sensitive, and the interpretability of auto-
mated detectors is an essential and desirable feature. Sometimes, erroneous judgment
may inadvertently strengthen the discrimination against the target group of the ex-
pression (Sap et al., 2019; Davidson et al., 2017). Thus, model interpretability is vital
not only for end-user understanding but also for identifying biased predictions, and
other prediction errors.

There are several ways to help with interpretability and explainability such as SHAP
(SHapley Additive exPlanation) and LIME (Local Interpretable Model-agnostic Ex-
planations). SHAP (Lundberg and Lee, 2017)) offers a unified framework for inter-
preting predictions of complex models by assigning importance values to each fea-
ture for a specific prediction. LIME (Ribeiro et al., 2016)) addresses the opacity of
machine learning models by explaining predictions in an interpretable and faithful
manner through locally learned interpretable models around predictions. However,
these interpretability metrics require significant computational resources for inter-
preting all data samples. Also, there is usually a trade-off between performance and
model interpretability (Dziugaite et al., 2020) which makes the interpretability dif-
ficult for complex models. Biased judgment-inducing expressions require contextual
interpretation, akin to human judgment. Hence, hate speech detection models must
contextualize and explain results for human comprehension (Kim et al., 2022a).
Although incorporating interpretability directly into deep neural network models,
such as pre-trained language model-based detectors, is challenging, one potential ap-
proach is to employ an auxiliary model to provide explanations or rationales, which

are subsequently used in training the detection model. This method has been pro-



posed and utilized in the FRESH framework (Jain et al., 2020), where the authors
employ two separate networks: one for extracting task-specific rationales, and another
that leverages those rationales to learn the classification task, thereby enabling faith-
ful interpretability by construction. The FRESH (Jain et al., 2020) paper focuses on
providing faithful explanations for model predictions by simplifying the model archi-
tecture and using arbitrary feature importance scores for token selection. Nonetheless,
the model’s ultimate explanation is confined to tokens extracted by the method. In
contrast, this thesis seeks to enhance interpretability in hate speech detection using
Large Language Models (LLMs) to extract text-based rationales contributing to hate-
fulness. Thus, we propose a framework that utilizes large language models (LLMs) as
the extractor model. We leverage the textual understanding and instruction-following
capabilities of state-of-the-art LLMs to extract features from the input text, which are
then used to augment the training of a separate base hate speech detector, facilitating

faithful interpretability. The main contributions of this work are as follows:

1. We introduce SHIELD, a novel framework that utilizes rationales extracted by
large language models (LLMs) to augment a base hate speech detection model,

thereby enabling faithful interpretability.

2. We evaluate the quality of the features and rationales extracted by LLMs and

measure their alignment with human-annotated rationales.

3. Through extensive experiments on datasets containing both implicit and explicit
hate speech, we demonstrate that SHIELD maintains detection performance
even after training with rationales for enhanced interpretability, overcoming the

expected trade-off between interpretability and accuracy.



Chapter 2

RELATED WORKS

2.1 Hate Speech Detection

Hate speech detection is a well-established task that social media researchers have
been dealing with in order to maintain the integrity of online platforms while up-
holding freedom of speech. In our modern world, where nearly everyone consumes
social media data, it has become absolutely essential to mitigate the harmful effects
caused by the proliferation of hate speech. While existing hate speech detection works
have demonstrated remarkable capabilities, their complex nature often lacks trans-
parency and interpretability. Existing complex deep learning models, while accurate,
often operate as black boxes, making it challenging to explain their decision-making
processes. Transparent and interpretable models would not only foster trust among
end-users but also enable deeper insights into the workings of these systems, paving
the way for more robust and equitable hate speech detection solutions that balance
content moderation with the preservation of free speech.

Hate speech detection has garnered significant attention in recent years due to its
impact on social media platforms and online communities. Various approaches and
methodologies have been proposed to address the challenges associated with identi-
fying and mitigating hate speech online. In this section, we provide an overview of

relevant works in hate speech detection research, highlighting key contributions.



2.1.1 Traditional Hate Speech Detection Approaches

Several studies have indicated that offensive terms in text messages may be dis-
guised through deliberate misspellings, typically involving the substitution of a single
character (Warner and Hirschberg, 2012). The Levenshtein distance, which repre-
sents the minimal number of changes required to convert one string to another, offers
a solution for this task. This distance metric can supplement dictionary-based meth-
ods effectively (Nandhini and Sheeba, 2015). Early research in hate speech detection
focused on developing rule-based systems and handcrafted features to identify hate
speech content. These systems relied heavily on predefined linguistic patterns and
lexical cues to classify text as hateful or non-hateful. For instance, (Davidson et al.,
2017) introduced a dataset and classifier for hate speech detection on Twitter, uti-
lizing handcrafted features and machine learning algorithms to distinguish between

hate speech and other types of speech.
2.1.2 Machine Learning Approaches

Machine learning (ML) algorithms have made substantial contributions to the
detection of hate speech and the analysis of social media content (Al-Garadi et al.,
2019). Offensive remarks such as hate speech (HS) and cyberbullying have received
considerable attention in natural language processing (NLP) research over recent
decades (Rodriguez et al., 2019). ML algorithms have played a pivotal role in ana-
lyzing social media data to identify and categorize offensive comments (Weir et al.,
2018). The progress in ML algorithm research has had significant ramifications across
various domains, resulting in the development of crucial tools and models for ana-
lyzing extensive datasets in real-world scenarios such as social media network (SMN)

content analysis (Cheng et al., 2015). With the advent of deep learning and natural



language processing techniques, machine learning approaches have become prevalent
in hate speech detection research. These approaches leverage neural networks and
advanced algorithms to automatically learn discriminative features from text data.
For instance, (Nobata et al., 2016) proposed a deep learning model for hate speech
detection, employing convolutional neural networks (CNNs) to capture intricate pat-
terns and semantics in text.

Recent advancements in multimodal learning have led to the exploration of combining
textual and visual cues for hate speech detection. Multimodal approaches leverage
both textual content and accompanying visual elements to enhance the understand-
ing of hateful content. For example, (Zannettou et al., 2019) proposed a multimodal
framework for hate speech detection, incorporating both textual and visual features
extracted from social media posts. Topic modeling is employed in identifying hateful
remarks on major social media platforms such as YouTube (Latorre and Amores,
2021). In their study (Liu et al., 2019a), the authors utilized the Latent Dirichlet
Allocation model (Blei et al., 2003) to uncover overarching themes and apply them

in the classification of multimodal data.
2.1.3 FEthical Considerations and Bias Mitigation

As hate speech detection systems are deployed in real-world settings, ethical con-
siderations and bias mitigation have become crucial aspects of research. Annotators’
lack of sensitivity to variations in dialect may result in racial bias within automated
hate speech detection models, possibly exacerbating harm against minority commu-
nities. Scholars have emphasized the importance of addressing biases in training data
and algorithms to ensure fair and unbiased hate speech detection. For instance, the
authors of the paper (Kiritchenko et al., 2021) conducted a comprehensive review of

NLP research on abusive content detection, with a specific emphasis on addressing



ethical challenges. They identified and emphasized the importance of eight ethical
principles, ranging from privacy to fairness and human rights, to guide the devel-
opment and deployment of hate speech detection technologies. Through this frame-
work, they propose socio-technical solutions aimed at mitigating biases and potential
harms associated with hate speech detection, including approaches like ‘nudging’,
‘quarantining’, and value-sensitive design, with the overarching goal of promoting
rights-respecting and ethically sound practices throughout the technology’s lifecycle.
Similarly, in the work (Sap et al., 2019), the authors conducted a comprehensive anal-
ysis of biases in hate speech detection datasets and proposed strategies to mitigate

these biases.

Abusive/Toxd Sexist
usive/Toxic Homophobe
Religion
Hate Speech Other Hate
Aggressive

Figure 2.1: Hierarchy of Hate Speech Concepts (Alkomah and Ma, 2022)

Overall, there are two primary approaches to tackle hate speech detection. The
first strategy involves leveraging additional or supplementary data sources. This
includes utilizing user attributes (del Valle-Cano et al., 2023), features of dataset an-
notators (Yin et al., 2023), or understanding the consequences of hateful posts (Kim
et al., 2022b). For example, one study employed the implications of hateful posts
to train a model on contrastive pairs representing hate content, aiming to detect
implicit hate speech (Kim et al., 2022b). Another study (Yin et al., 2023) high-

lighted the challenge of achieving consensus among annotators on subjective tasks
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like identifying hate speech and suggested incorporating definitive labels and anno-
tator characteristics during training to enhance detection performance. A different
study (del Valle-Cano et al., 2023) analyzed users’ social contexts and attributes to
predict user satisfaction. However, the drawback of these methods is that accessing
auxiliary information across different platforms is often difficult.
The second approach utilizes language models like BERT, which are pre-trained on
large text datasets and renowned for their generalization capabilities. The perfor-
mance of these models can be improved by fine-tuning them on specific hate speech
datasets (Caselli et al., 2021; Mathew et al., 2021). One such example is Hate-
BERT (Caselli et al., 2021), a model fine-tuned on over 1.6 million hateful comments
from Reddit, based on a BERT model. Similarly, HateXplain (Mathew et al., 2021)
is another model designed to detect and interpret hate speech. Other strategies in-
clude focusing on lexical cues (Schmidt and Wiegand, 2017) such as part-of-speech
tags used (Markov et al., 2021), facial expressions, content-related speech portions,
or key phrases that convey hate (ElSherief et al., 2018). To enhance language model
representations, one study manually determined that sentiment and aggression are
causal cues (Sheth et al., 2023). Another study leveraged a causal graph to disen-
tangle the input representations into platform-specific (hate-target-related features)
and platform-invariant features to improve generalization capabilities for hate speech
detection (Sheth et al., 2024). Although effective, this method also requires auxiliary
data (such as hate target labels), which are rarely available across various platforms.
Researchers have employed diverse techniques for hate speech detection and ap-
plied them to various problems. For instance, (Founta et al., 2019) utilized Recurrent
Neural Networks (RNNs) to classify racism and sexism. (Serra et al., 2017) demon-
strated the usefulness of character-level Long Short-Term Memory (LSTM) networks

for detecting abusive language. Convolutional Neural Networks (CNNs) have also



proven successful in hate speech detection and classification tasks (Gambéck and Sik-
dar, 2017). More recently, large language models have been leveraged for these tasks,
such as the work of (Wiedemann et al., 2020), which proposes different fine-tuned
and non-fine-tuned variations of pre-trained models like BERT (Devlin et al., 2019),
RoBERTa (Liu et al., 2019b), and ALBERT (Lan et al., 2019) for offensive language
detection. The field of hate speech detection continues to evolve with advancements in
machine learning, multimodal learning, and ethical considerations. While significant
progress has been made, challenges such as bias mitigation and robustness against
adversarial attacks remain areas of active research. By addressing these challenges,
researchers aim to develop more effective and reliable hate speech detection systems

for fostering safer online environments.



2.2 Large Language Models

Large Language Models (LLMs) are sophisticated artificial intelligence models
capable of understanding and generating human-like text. These models are typi-
cally trained on vast amounts of text data and learn to predict the next word in
a sequence based on the context provided by previous words. LLMs have gained
significant attention due to their remarkable performance across various natural lan-
guage processing (NLP) tasks. Transformer-based Language Models (LLMs) utilize
an encoder-decoder architecture, wherein the encoder processes the input text into a
series of contextualized representations, while the decoder generates the output text
based on these representations. This architecture has shown remarkable effective-
ness in various natural language processing tasks, including machine translation, text
summarization, and question-answering. “Attention Is All You Need” by (Vaswani
et al., 2017) introduced the Transformer architecture, which laid the foundation for
many subsequent large-scale language models.

In recent years, there has been a significant trend towards increasing the size of
Language Models thereby improving their performance on various natural language
understanding tasks. This trend, often referred to as “scaling up” LLMs, involves
training models with larger numbers of parameters, which enables them to capture
more complex patterns and nuances in language. For instance, the GPT-3 model
developed by (Brown et al., 2020) has 175 billion parameters, representing a sub-
stantial leap in model size compared to earlier iterations. Likewise, considerable effort
has been dedicated to open-source Language Models (LLMs) like LLaMA (Touvron
et al., 2023) developed by Meta Al. This has introduced models spanning from 7B
to 65B parameters, trained on vast volumes of data derived from publicly accessible

datasets.
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2.2.1 Feature Extraction with LLMs

Feature extraction involves capturing meaningful representations from input data,
which can be utilized for downstream tasks such as classification, regression, or clus-
tering. In the context of LLMs, feature extraction entails obtaining high-level repre-
sentations of input text that capture semantic information. Large Language Models
(LLMs) serve as powerful feature extractors by leveraging pre-trained representations
learned from vast amounts of text data. Through techniques such as transfer learning
and fine-tuning, LLMs can be effectively utilized across a wide range of downstream
natural language processing tasks, showcasing their versatility and applicability in
real-world scenarios.

In a recent work (He et al., 2024a), the authors utilized Large Language Models
(LLMs) as feature extractors which marked a significant advancement in natural
language processing, particularly in the context of text-attributed graphs (TAGs).
Traditional methods for handling text attributes in graphs often resort to simplistic
representations, lacking the nuanced semantics captured by LLMs. By leveraging
LLMs, which encode rich contextual information from vast corpora, as feature ex-
tractors, the model can effectively capture intricate textual nuances, enhancing the
overall representation of nodes in the graph. This approach not only improves the
interpretability of graph structures but also enables downstream tasks to leverage the
comprehensive semantic understanding encoded within these features.

In a similar work that utilizes the LLM-guided Causal Explainability for Black-box
Text Classifiers, the authors in the paper (Bhattacharjee et al., 2024) explore the
potential of Large Language Models (LLMs) in enhancing causal explainability for
black-box text classification models. By leveraging the language understanding capa-

bilities of LLMs, the authors propose a three-step pipeline to generate counterfactual
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explanations, aiming to identify latent features influencing predictions and their as-
sociated input features. The results suggest promising prospects, particularly with
high-quality LLMs like GPT-4, indicating the feasibility of using LLMs to enhance ex-
plainability in NLP tasks. This work opens avenues for further exploration of LLMs
in causal explainability and broader applications in causal inference and discovery

within the realm of NLP.
2.2.2  Significance of LLMs as Feature Extractors

With the recent advancements in large language models (LLMs) and their re-
markable performance on various natural language processing tasks, researchers have
started exploring their potential for enhancing interpretability and explainability in
machine learning models. One promising approach is to leverage the language under-
standing capabilities of LLMs as feature extractors, providing explanatory features or
rationales that can be used to augment and interpret the decisions of other models. In
a related work (Baumann et al., 2024), the authors explore the feasibility of employ-
ing large language models (LLMs), such as GPT-3.5 and GPT-4, for the extraction
and normalization of attribute values from textual product titles and descriptions in
e-commerce settings. They introduce the WDC Product Attribute-Value Extraction
(WDC PAVE) dataset, which encompasses product offers from various websites and
features manually verified attribute-value pairs. The methodology involves leverag-
ing LLMs to process unstructured text, extracting attribute-value pairs, and then
normalizing these values through operations like name expansion, generalization, and
unit normalization. Their experiments demonstrate the effectiveness of LLMs, partic-
ularly GPT-4, in handling such tasks, showcasing their potential as feature extractors

in e-commerce applications.
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LLMs can be employed to extract salient features from textual data, aiding in the in-
terpretation of model predictions. Researchers have explored techniques to utilize the
internal representations of LLMs for feature extraction. For instance, (Yang et al.,
2024) demonstrated the effectiveness of using GPT-3 embeddings as features for in-
terpreting clinical notes, showcasing the potential of LLMs in capturing meaningful

representations from unstructured text data.
2.2.3 LLMs Understand Semantics

Interpretable machine learning has gained traction recently, and the rise of large
language models (LLMs) presents an opportunity to redefine interpretability with
a more ambitious scope across applications. Despite the potential for challenges
such as hallucinated explanations and computational costs, their ability to articulate
patterns in natural language offers insights understandable to humans. Thus, despite
these limitations, the LLMs hold the potential to push interpretability boundaries.
Two emerging research priorities are highlighted in (Singh et al., 2024): using LLMs
to directly analyze datasets and generate interactive explanations, leveraging their
natural language capabilities to provide explanations at a complex scale while being
human-interpretable. The authors advocate exploring LLMs’ unique advantages to

revolutionize the field of interpretable machine learning.
2.2.4 LLMs Understand Contextual Information

Information retrieval (IR) systems have evolved from traditional term-based meth-
ods to integrating advanced neural models, excelling at capturing contextual signals
but facing challenges like data scarcity and generating inaccurate responses. The
emergence of large language models (LLMs) like ChatGPT and GPT-4, with remark-

able language understanding, generation, and reasoning abilities, has driven recent
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research to leverage them for improving IR systems. In the survey (Zhu et al., 2023a),
the authors consolidate methodologies on using LLMs as query rewriters, retrievers,
rerankers, and readers within IR systems, aiming to combine traditional term-based
retrieval with LLMs’ language understanding capabilities. It explores promising di-
rections like search agents, providing a comprehensive overview of the confluence of
LLMs and IR to address interpretability, data scarcity, and response accuracy chal-
lenges while enhancing retrieval performance through LLMs’ language proficiency.
The utilization of LLMs as feature extractors has opened avenues for enhancing in-
terpretability and explainability in various domains. By tapping into the rich repre-
sentations learned by these models, researchers can extract meaningful features that
facilitate the understanding of model predictions and decision-making processes.
Recent progress in Large Language Model (LLM) research has showcased enhanced
performance not only in numerous natural language tasks (Min et al., 2023) but also
in more intricate domains like coding, mathematical reasoning, and others (Bubeck
et al., 2023). This advancement has spurred a line of inquiry aimed at assessing the
efficacy of LLMs across diverse tasks. LLMs have demonstrated potential in tasks
such as data annotation (He et al., 2024b; Bansal and Sharma, 2023), information
extraction (Dunn et al., 2024), and even reasoning (Ho et al., 2023). Due to their ac-
cessibility for querying, these models often serve as flawed experts or pseudo oracles in
various tasks. Previous investigations have explored the feasibility of using language
models as repositories of factual knowledge (Petroni et al., 2019). In a recent study,
researchers explored the application of LLMs in hate speech detection (Kumarage
et al., 2024). Authors in (Hasanain et al., 2023) attempted propaganda span anno-
tation using language models. However, our methodology differs in that we focus on
leveraging the extracted spans, words, and rationales to enhance a detector model,

thereby facilitating interpretability in an otherwise opaque model.
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Chapter 3

FRAMEWORK

3.1 Motivation

Social media platforms have revolutionized the way people communicate and ex-
press themselves, providing a digital arena for interpersonal discussions and sharing
of opinions (Bala, 2014; Nirmal et al., 2023). However, the anonymity and perceived
lack of consequences offered by these platforms have also enabled users to engage in
the dissemination of hate speech and offensive content (Ullmann and Tomalin, 2020).
As these platforms continue to grow in scale and reach, the need to automatically
identify and flag instances of hate speech becomes increasingly crucial.

While several hate speech detection methods have been proposed, most of these ap-
proaches rely on complex deep learning models that operate as black boxes, lacking
transparency and interpretability (Guidotti et al., 2018). Interpretability is the degree
to which a human can understand the cause of a decision (Miller, 2019). The lack of
interpretability in these models raises concerns about their potential biases and other
prediction errors. Interpretability is a critical requirement for hate speech detection
systems, as it fosters trust among end-users and enables a deeper understanding of
the decision-making process, ultimately leading to more robust and equitable solu-
tions (Felzmann et al., 2020).

To address this lack of interpretability, we propose a novel framework that leverages
the capabilities of state-of-the-art Large Language Models (LLMs) to extract ratio-
nales, or explanatory features, from the input text. These rationales are then used to

augment the training of a base hate speech classifier, enabling faithful interpretability
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by design. Our approach effectively combines the textual understanding and reasoning
abilities of LLMs with the discriminative power of state-of-the-art hate speech classi-
fiers, resulting in models that are both accurate and inherently interpretable (Nirmal
et al., 2024).

Large Language Models (LLMs) have opened up a vast realm of research oppor-
tunities for Al researchers. Many believe that the era of LLMs will drive a boom
in Al’s ability to handle complex tasks with remarkable ease. These powerful mod-
els, known for fluently generating rich and contextualized text, are being explored
for their potential to augment and enhance various Al applications (Hadi et al.,
2023). In the domain of misinformation detection, researchers are investigating how
to leverage LLMs’ generation capabilities to create more robust fake news detectors
that can handle LLM-augmented disinformation more effectively (Jiang et al., 2024).
Additionally, LLMs have demonstrated prowess in several natural language tasks,
such as stance detection for platform migration, closely aligning with human annota-
tions (Jeong et al., 2024). This has led researchers to explore leveraging the context
understanding capabilities of LLMs to automate annotation tasks.

Following this line of thought, we aim to harness the power of LLMs to auto-
mate the process of obtaining rationales from human annotators for our use case.
By leveraging LLMs in a one-shot manner, we seek to extract high-quality rationales
while mitigating potential biases introduced by the models themselves. The goal is
to capitalize on the strengths of LLMs, such as their language understanding and
generation abilities, while maintaining the integrity and reliability of the final pre-
dictions. Through comprehensive evaluations on a diverse range of social media hate
speech datasets, we demonstrate the efficacy of our framework in two key aspects:
(1) the quality and alignment of the LLM-extracted rationales with human-annotated

rationales, and (2) the surprising retention of detector performance even after train-
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ing with rationales to ensure interpretability, defying the expected trade-off between

interpretability and accuracy.
3.2 Model Architecture

We show our proposed SHIELD framework in Figure 3.1. In this section, we

describe our framework in detail, elaborating on each of the components.

Input
Z;
h hchs]

— |——> HateBERT

_— Hate
,’*

@

Non-hate

. BERT _ classification

® @ e

extracted
features
or
rationales

Figure 3.1: An Overview of the Proposed Framework Architecture.

3.2.1 LLM as Rationales Extractor

Our framework employs state-of-the-art instruction-tuned large language models
(LLMs) as off-the-shelf textual feature extractors. While recent studies have demon-
strated that LLMs struggle to perform hate speech detection tasks (Li et al., 2023;
Zhu et al., 2023b) when used without additional models or fine-tuning, we hypoth-
esize that we can leverage the textual understanding capabilities of these LLMs to
extract textual features in the form of rationales. By restricting the use of LLMs to a

simple text-level task, we aim to ensure that these models are not directly employed
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for sensitive application tasks such as hate speech detection (Harrer, 2023), which
could raise concerns about their potential biases or limitations.

Our approach seeks to harness the strengths of LLMs in comprehending and an-
alyzing text while mitigating the risks associated with their direct application to
sensitive tasks. By utilizing LLMs as auxiliary models for feature extraction, we can
capitalize on their language understanding abilities while delegating the task of hate
speech detection to a separate, dedicated model. This separation of concerns allows
us to leverage the powerful capabilities of LLMs while maintaining the integrity and

reliability of the hate speech detection process.

For a given input text z; € X, we utilize our carefully crafted task prompt to
elicit the large language model (LLM) to extract features from the text that may
convey hatefulness. In the context of explicit hate speech detection, such features
could encompass categories like derogatory words, profanities, and other offensive
language. Inspired by similar work (Bhattacharjee et al., 2024), we also request the
LLM to provide rationales explaining why the text should be classified as hateful
or non-hateful. To perform this feature extraction process, for each input text, we

prompt the LLM using the following prompt:

“You are a content moderation bot. Identify the list of rationales, list of derogatory
language, list of cuss words that promote a hateful sentiment and respond with
non-hateful if there are none. Note: The output should be in a json format.”

Text: [input_text]

By leveraging the LLM’s natural language understanding capabilities through

a tailored prompt, we aim to extract relevant textual features and rationales that
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can provide insights into the presence or absence of hateful content. The extracted
features and rationales serve as supplementary inputs to a dedicated hate speech
detection model, enabling it to make more informed and interpretable predictions.
This approach allows us to capitalize on the LLM’s strengths in text analysis while
delegating the sensitive task of hate speech classification to a separate, specialized

model.
3.2.2 Hate Speech Detector as Embedding Module

The next component in our framework is the base hate speech detector, which
we aim to augment, such as HateBERT (Caselli et al., 2021). HateBERT is a BERT
model specifically fine-tuned on hate speech data. HateBert, an advanced model
designed to identify hate speech, was created by refining a BERT (Devlin et al.,
2019) model using approximately 1.6 million hostile messages sourced from Reddit.
For each input text x; € X, instead of obtaining the labels or class probabilities,
we extract the last layer embedding of the [CLS] token, thLS], which essentially
encapsulates all the relevant information from the input text for the hate speech
detection task.

By leveraging the pre-trained and fine-tuned representations learned by Hate-
BERT, our framework gains access to a rich and task-specific encoding of the input
text. Rather than relying solely on the final classification output, we utilize the [CLS]
token embedding, which serves as a condensed representation of the input text’s se-
mantics and features pertinent to hate speech detection. This approach allows us to
augment the base hate speech detector with additional features and rationales ex-
tracted by the large language model, enabling the creation of a more interpretable

hate speech detection system.
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3.2.3 Feature Embedding Model

After post-processing the outputs, we have a list of k textual features {zj};?:l
for the given input text z;. For these textual features and rationales extracted via
the large language model (LLM), we employ a pre-trained transformer-based language
model (PLM), such as BERT, to embed these features. PLMs, even without any task-
specific fine-tuning, provide rich, expressive latent representations for text. Therefore,
we feed the LLM-extracted textual features into a BERT model (specifically, bert-
base-uncased ! ) and obtain the last hidden layer embedding of the [CLS] token,
which we denote as h;t[c Ls]-

Thus, leveraging a pre-trained language model like BERT, we can obtain infor-
mative and contextualized representations of the LLM-extracted textual features and
rationales. These embeddings, denoted as hlﬁ[o Ls)s capture the semantic and contex-
tual information present in the LLM-extracted features, enabling us to incorporate
them effectively into our hate speech detection framework. The rich representations
provided by PLMs, even without task-specific fine-tuning, allow us to leverage their
language understanding capabilities and augment the base hate speech detector with

complementary information from the LLM-extracted features and rationales.
3.2.4 Embedding Fusion & Classification

For each input text x;, we have obtained two embeddings from the previous com-
ponents: the text embedding thLS] from the base hate speech detector, and the
feature embedding h}t[CLS] from the feature embedding BERT model. To combine

these two embeddings, we simply concatenate them:

thttps:/ /huggingface.co/google-bert /bert-base-uncased
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Peombined = thCLS] b hj‘t[C’LS] (3.1)

By concatenating the text embedding from the base hate speech detector and the
feature embedding from the LLM-extracted textual features and rationales, we create
a comprehensive representation, h’ .. . that encapsulates information from both
sources. This combined embedding serves as a rich and augmented input for the final
hate speech classification task, incorporating the task-specific knowledge from the
base detector and the complementary textual features and rationales provided by the
large language model.

The concatenation operation allows us to fuse the two embeddings seamlessly,
preserving the individual information from each component while enabling the final
classification model to leverage the combined representation effectively. This ap-
proach facilitates the integration of the LLM-extracted features and rationales into
the hate speech detection pipeline, ultimately enhancing the model’s interpretability
and decision-making capabilities.

It is important to note that while the authors in (Jain et al., 2020) only utilized
the extracted rationales in the subsequent detector model, we employ a concatenated
view to incorporate additional contextual features that may be highly relevant for
determining the hate or non-hate label (Ocampo et al., 2023). We feed this combined
embedding A’ . . into a feed-forward multi-layer perceptron with two fully con-
nected layers and a ReLLU activation (Agarap, 2018) in between, to project it onto a
smaller dimension space. Following previous work (Pan et al., 2022; Bhattacharjee
et al., 2023), we adopt this approach to retain important features and avoid overfitting
the model during training. We denote this MLP as f(-).

Finally, we compute the batch-wise binary cross-entropy loss using the ground

truth label y; for each input text x;:
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lossop = —% Z[(yi\f( combined)) + (1 = 4:) 108(1 = p(yil f (Meompinea)] ~ (3:2)

where n is the batch size. Since we are using the BERT feature embedding model
solely to encode the textual features z, we keep this model frozen and train the
remainder of the framework with this simple loss.

Here we see that by concatenating the text embedding from the base hate speech
detector and the feature embedding from the LLM-extracted textual features and
rationales, we create a comprehensive representation that incorporates information
from both sources. This combined embedding serves as a rich input for the final hate
speech classification task, enhancing the model’s ability to leverage complementary
information and make more informed decisions. The subsequent multi-layer percep-
tron projects thus combined embedding onto a smaller dimension space, retaining

important features while mitigating overfitting during training.
3.3 Datasets

To assess the effectiveness of our proposed SHIELD framework, we utilize a
combination of explicit and implicit hate speech datasets sourced from various social
media platforms, all of which are in the English language. For explicit hate speech,
we incorporate publicly available benchmark datasets from prominent platforms in-
cluding GAB, Twitter, YouTube, and Reddit. The GAB dataset (Mathew et al.,
2021) comprises annotated posts from the GAB website, with binary labels indicat-
ing the presence of hateful content. Similarly, the Reddit dataset (Kennedy et al.,
2020) consists of posts labeled as either hateful or non-hateful. The Twitter dataset
(Mathew et al., 2021) contains instances of hate speech extracted from tweets on the

Twitter platform. Lastly, the YouTube dataset (Salminen et al., 2018) comprises
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expressions and comments deemed hateful on the YouTube platform. To ensure con-
sistency, we preprocess these datasets following the methodology outlined in (Sheth
et al., 2024), resulting in cleaned binary labels. Table 3.1 provides a summary of the
datasets, including the distribution of hateful and non-hateful posts.

In addition to explicit forms of hate speech, we also consider implicit instances
in our assessment. While subtle expressions of abuse may not immediately appear
overtly harmful, their covert nature can lead to comparable levels of harm over time.
Hence, detecting implicit hate speech becomes increasingly crucial. To address this,
we assess the performance of our proposed model using the Implicit Hate Speech
Corpus (ElSherief et al., 2018). This corpus consists of Twitter posts annotated as
explicit hate, implicit hate, or non-hate speech. We focus exclusively on implicit hate

and non-hate instances for our binary classification task.

# of Hateful

Dataset # of Posts Hate %
Posts
GAB 14,240 11,920 83.7
Reddit 37,164 10,562 28.4
Twitter 10,457 3,933 37.6
YouTube 5,052 1,699 33.6
Tmplicit 20,391 7,100 34.8

Table 3.1: Dataset Statistics for Hate Speech Datasets from Different Social Media

Platforms.
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3.4 Baselines

We compare our proposed SHIELD framework to a variety of different baselines
in order to understand the impact of the augmentation with rationales. We use the
following well-known baseline hate speech detection models:

HateBERT: This is also the base model used in our framework. HateBERT (Caselli
et al., 2021) uses over 1.5 million Reddit messages from suspended communities known
for encouraging hate speech to fine-tune the BERT-base model. We further fine-tune
HateBERT on each dataset and report the performance.

HateXplain: Similarly, we fine-tune the HateXplain (Mathew et al., 2021) model
on each of our datasets and report the performance. HateXplain model is trained on
hateful posts along with the target community, the rationales, and the portion of the
post on which human annotators’ labelling decision is based.

PEACE: We further extend our comparison on PEACE (Sheth et al., 2023)
framework which uses Sentiment and Aggression Cues to detect the overall sentiment
of the text.

CATCH: Furthermore, we compare our model with CATCH (Sheth et al., 2024)
framework which disentangles the input representations into invariant and platform-
dependent features.

ChatGPT-1shot: Apart from these hate speech specific detection models, we
also compare our framework with an off-the-shelf GPT-3.5 model, to understand how
well the LLM performs on the same datasets. We do this in a one-shot manner,

i.e., by providing the task instruction along with an example input and ground truth

label.
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3.5 Experiments

To implement our proposed SHIELD framework, we leverage PyTorch along
with the Huggingface Transformers library as illustrated in Figure 3.1, our initial
component employs a readily available Large Language Model (LLM) to extract fea-
tures and rationales. Specifically, we utilize OpenAl’'s GPT-3.5 (specifically, GPT-
3.5-turbo-0613) ? , which has demonstrated remarkable performance across various
Natural Language Processing (NLP) tasks (Guo et al., 2023). Access to this model is
facilitated through the OpenAI API. To extract features and generate rationales, we
configure the temperature to 0.1 and top_p to 1. In addition, we utilize a pre-trained,
frozen BERT (bert-base-uncased) for the Feature Embedding Model and a pre-trained
HateBERT model for the Hate Speech Detector > . We employ the AdamW optimizer
with a learning rate of 2 x 107°. Model training is conducted on two machines: one
equipped with an NVIDIA GP102 [TITAN Xp] GPU with 12 GB VRAM, and another
featuring an NVIDIA A100 GPU with 40GB RAM. Throughout all the experiments,

we assess performance using accuracy as the evaluation metric.

2or otherwise commonly referred to as ‘ChatGPT’
3https://huggingface.co/GroNLP /hateBERT
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Chapter 4

RESULTS

In this section, we detail our experiments and provide an in-depth analysis of the
experimental findings. Our objective is to investigate the viability and efficacy of our

proposed SHIELD framework by addressing the following research questions:

e RQ1: How effective is ChatGPT’s performance on our collection of hate speech

detection datasets?

e RQ2: Can we leverage the capabilities of recent state-of-the-art large language
models (LLMs) to extract relevant features in the form of rationales, and do

these rationales align with human judgment?

e RQ3: Can our proposed SHIELD framework effectively maintain or improve
the performance of the hate speech detector while simultaneously facilitating

faithful interpretability?

In the first research question, we aim to evaluate the performance of ChatGPT,
a prominent language model, on our curated set of hate speech detection datasets.
This assessment will provide a baseline understanding of the model’s capabilities in
this specific task.

The second research question explores the potential of leveraging state-of-the-art
LLMs as feature extractors, specifically focusing on their ability to extract rationales
that can provide insights into the presence or absence of hate speech. Addition-

ally, we seek to determine whether these LLM-extracted rationales align with hu-
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man judgment, which is crucial for ensuring the interpretability and reliability of our
framework.

Lastly, the third research question investigates the effectiveness of our proposed
SHIELD framework in retaining or improving the performance of the hate speech
detector while enabling faithful interpretability. This aspect is critical as it addresses
the trade-off between model performance and interpretability, aiming to achieve both

objectives simultaneously.
4.1 Performance of ChatGPT on the hate speech detection task

Several recent studies investigate whether Large Language Models have the capa-
bility to replicate human-annotated ground truth labels in social computing tasks(Zhu
et al., 2023b). However, despite extensive pre-training on vast datasets, where Large
Language Models are anticipated to excel in this task, this is not always the case.
To further scrutinize this matter beyond the scope of prior research, we meticulously
devise a one-shot prompt and prompt ChatGPT to classify the input text based on a
labeled example in the prompt. The result of this prompt yields a single label, with
hateful text represented as label “1” and non-hateful text represented as label “0” as
depicted in Table 4.1.

We conduct this classification task using ChatGPT across all five datasets and
calculate the accuracy. Subsequently, we compare the outcomes of this one-shot clas-
sification task with those of the baseline Models (as outlined in Section 3.4), presenting
the findings in Table 4.2. A notable discrepancy is observed between the performance
of the baseline models and the accuracy of ChatGPT-1shot classification. While the
performance on the GAB dataset appears satisfactory, ChatGPT encounters chal-
lenges with the remaining four datasets, achieving approximately around 58% to

65%. Similar findings have been documented in recent research exploring the out-of-
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Text “always thought it astounding no policing agency
dares do this to the armed muslim compounds all

over the country”

Prompt You are a hate speech detection bot. Given a text,
respond with the classification label towards given
text with either hateful labeled as 1 or non-hateful
labeled as 0. Note: It is essential to give classifica-
tion for all the texts.

Text: “always thought it astounding no policing
agency dares do this to the armed muslim com-

pounds all over the country”

ChatGPT

response 1

Table 4.1: Examples of Input Text, Prompt, and ChatGPT’s Response for a Data

Sample from the Twitter Dataset.

the-box performance of Large Language Models (LLMs) in hate speech detection (Li
et al., 2023; Zhu et al., 2023b).

Although this highlights the difficulty ChatGPT and potentially other Large Lan-
guage Models (LLMs) face in directly detecting hate speech, these models have
demonstrated remarkable comprehension of textual content. Utilizing these mod-
els solely for extracting features or rationales, rather than for conducting the entire

detection task, could prove advantageous.
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HateBERT | HateXplain PEACE CATCH ChatGPT-1shot | SHIELD (ours)
GAB 96 97 91 82 85.39 96.3
YouTube 71 ] 72 79 58.34 70
REDDIT 94 93 93 86 65.05 94.5
Twitter 56 60 31 78 60.09 64
Implicit HS 78 76 64 - 65.68 78

Table 4.2: Evaluation Results for Our Shield Framework Vs. The Baseline Models.
Implicit HS Refers to the Implicit Hate Speech Corpus. Values in Bold Denote the

Best Performance, and Underlined Values Denotes the Second-best Performance.

4.2 Goodness of ChatGPT extracted features or rationales

We aim to assess ChatGPT’s capacity for understanding both text and context,
with a focus on extracting features that are relevant to hate speech detection. Follow-
ing a methodology similar to that outlined in previous research (Jain et al., 2020),
we employ the Large Language Model (LLM), specifically GPT-3.5, as the extractor
model. Unlike the extractor model described in prior work (Jain et al., 2020), our ap-
proach does not necessitate additional fine-tuning for task-specific purposes, owing to
the advanced instruction-following capabilities of modern LLMs. We design a prompt
(outlined in Table 4.3) to extract rationales, derogatory language and, cuss words from
input text, serving as interpretable features for subsequent use in the predictor model
(HateBERT), thus facilitating a faithful interpretation of hate speech detection re-
sults. To evaluate the quality of the extracted features or rationales, we compare
ChatGPT-extracted rationales with human-annotated ground truth rationales using
the annotated rationale spans provided in the HateXplain dataset (Mathew et al.,

2021). Following standard preprocessing steps such as stop word removal, we compute
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Prompt: You are a content moderation bot. Identify the list of rationales, list of derogatory language, list of cuss words that promote a

hateful sentiment and respond with non-hateful if there are none. Note: The output should be in a json format. ”Text”

Dataset Text ChatGPT-extracted features and rationales

“does this mean they arrested the mayor of london
arrested the mayor of london, cordoned off every muzrat
GAB have cordoned off every muzrat ghetto in the uk
ghetto in the uk, every mosque closed down; muzrat. ghetto
every mosque closed down if not its business as usual”

“Shut up! 50 years ago we’d have you upside down with a
**king fork up your a**! You can talk, you can talk, you can talk!
REDDIT You're brave now motherf**ker! Throw his a** out, he’s a n**ger! n**ger; f**king, motherf**ker
HE’S A N**GER! HE'S A N**GER! A N**GER!
LOOK, THERE'S A N**GER!”

Twitter “show me the black muslims bc im calling bs on this and you should too” black muslims; black, muslims
YouTube “Dirty f**king israeli zionist jews” israeli, zionist, jews; **king
“I'm so glad #ferguson happened . you woke the world up ferguson, black people hate white people;

Implicit HS
to how much black people hate white people .” black people, white people

Table 4.3: Examples of Input Text along with the LLM-extracted Features and Ra-
tionales. Rationales Are in Blue, Derogatory Language Is in Red, Cuss Words Are in

Teal.

the similarity between the ChatGPT-extracted rationales and the human-annotated
rationales for input text from the HateXplain dataset, reporting these scores in Ta-
ble 4.4. Our analysis reveals a significant overlap in token space and a high level of
semantic similarity in the latent space between the rationales produced by the LLM
and those annotated by humans.

We showcase examples from each of the five datasets in Table 4.3, which include
the input text labeled as "hateful’ along with the features extracted by ChatGPT.
The features are categorized into three distinct groups, highlighted in different colors:
rationales, derogatory language, and cuss words. It’s evident that the LLM effectively
identifies these words and spans with precision.

We also provide examples in Figure 4.1 to visually compare the human-annotated
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N**ger males are fa**ots on the down low. Another reason why aids figures so prominently in their
ethnic grouping. Only the least desirable of white women settle for muh d**k. These women have
either low self esteem daddy issues and or low iq a deadly combination for white women

| look at the mudslime news from europe and think | wish some goat f**ker would try that sh*t
down here in louisiana, just get within feet of my daughters and that's your life over checkout time
mohammed

Figure 4.1: Examples with Both LLM-Annotated and Human-Annotated Rationales.

Overlap Is in Purple.

rationales with those extracted by the LLM. Text highlighted in red represents ra-
tionales annotated by human annotators, while text highlighted in blue denotes ra-
tionales or words identified by the LLM. Spans highlighted in purple indicate areas
where both the LLM and human annotations overlap. From these examples, it’s evi-
dent that there is a significant degree of overlap, indicating that the LLM effectively
captures semantically relevant segments of the text. Interestingly, we observe that
while human annotators sometimes annotate words or spans with less relevance to the
task, the LLM-extracted rationales do not include these spans (such as ‘aids figures’
and ‘prominently’ in the first example in Figure 4.1). Leveraging LLM-extracted ra-
tionales for training could prove even more beneficial in such scenarios, as it allows

for the avoidance of some of the noisy signals present in the data.
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Similarity Metric Similarity Coefficients

Jaccard similarity 60.39%
Overlap Similarity 99.17%
Cosine Similarity 74.51%
Google’s Universal Sentence Encoder 56.09%

Table 4.4: Similarity Between HateXplain Human Explanations and LLM-extracted

Features/Rationales.

4.3 Hate speech detector performance after training with extracted rationales

In this experiment, we aim to train a hate speech detector by incorporating the
extracted rationales into the input text, facilitating faithful interpretability of the
classifications. For this purpose, we utilize a HateBERT model as the base hate
speech detector model and report the results in Table 4.2, along with the results from
other baselines. We observe that our proposed SHIELD framework performs on par
with a HateBERT model fine-tuned on the same dataset, i.e., at par with the base
model. This performance retention is encouraging, as models are otherwise known to
trade-off accuracy for interpretability (Dziugaite et al., 2020; Bersimas et al., 2019).
Interestingly, in the Twitter dataset, we see a significant 12.5% performance jump by
our SHIELD model compared to the fine-tuned HateBERT model. This potential
improvement might be due to noise in the Twitter dataset: the extracted rationales
may provide more discriminative training signals, allowing the detector to train on
robust features instead of noisy ones. However, further analysis is required to verify
this claim.

Thus, by incorporating the extracted rationales into the input text, our SHIELD
framework aims to facilitate faithful interpretability of the hate speech detector’s

classifications. The fact that our framework achieves performance on par with the

32



base model, while enabling interpretability, is a promising result, as there is often a
trade-off between accuracy and interpretability in models. Furthermore, the signifi-
cant performance improvement observed in the Twitter dataset may suggest that the
extracted rationales possibly help mitigate the impact of noise in the data, allow-
ing the detector to focus on more discriminative features. While this claim requires
further investigation, the initial results demonstrate the potential of our SHIELD

framework in delivering both accurate and interpretable hate speech detection.

4.4 Interpretability with respect to human annotations

HateBERT HateXplain PEACE SHIELD (ours)
Jaccard Similarity 48.18 48.12 43.00 60.39
Overlap Similarity 98.94 99.05 94.85 99.17
Cosine Similarity 63.42 63.36 63.13 74.51
Google’s Universal Sentence Encoder 38.57 38.81 27.09 56.09

Table 4.5: Interpretability Metrics: Similarity Between Human Annotated Rationales

and Model Attention Tokens rationales for the HateXplain dataset

We conduct additional experiments to examine the similarity between the ratio-
nales generated by the Large Language Model and those annotated by humans using
the HateXplain dataset, which is a readily available dataset of human-annotated data
on hate speech. Furthermore, we also measure the similarities between these human
annotated rationales with that of rationales inferred from model’s attention scores
for each input. We extract the attention scores of the input tokens for each input
text from each of the models specified in Table 4.5, and we compute the similarity

metrics in both token space and latent space. Employing standard preprocessing tech-
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niques including stop word removal, we compute the similarity between ChatGPT-
extracted rationales and human-annotated rationales for input text sourced from the
HateXplain dataset, as depicted in Table 4.5. Our analysis underscores a notable
convergence and substantial semantic similarity between the rationales generated by
the LLM and those annotated by humans. Notably, we observe that the similarity
metrics between human-generated tokens and LLM-generated tokens surpass the sim-
ilarities between those of human-annotated rationales and model attention tokens, as
depicted in Table 4.5. This signifies the superior alignment between human and LLM-
generated rationales, emphasizing the faithfully interpretable nature of our proposed

SHIELD framework.
4.5 Modifying the hate speech detector and feature embedding models

In order to gain additional insights into the impact of the framework components,
we modify the choice of the base pre-trained language models used for the hate
speech detector and the feature extractor. The specific variations we experiment
with are: (1) the original SHIELD framework, which employs HateBERT as the
hate speech detector (HSD) and bert-base-uncased as the feature embedding model
(FE), (2) SHIELD with a pre-trained roberta-base as the HSD instead of HateBERT,
and (3) SHIELD with a pre-trained roberta-base as the FE instead of bert-base-
uncased. We choose to perform this analysis with RoBERTa (Liu et al., 2019b)
instead of the two BERT-based models, as RoBERTa has been shown to sometimes
outperform BERT (Devlin et al., 2019) on various natural language understanding
tasks (Tarunesh et al., 2021).

We report the results of this analysis in Table 4.6. Overall, we observe some
variation in performance based on the model choice for the HSD and FE components.

While using roberta-base as the FE component marginally improves performance for
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only one dataset, i.e., GAB, employing roberta-base as the HSD instead of HateBERT
achieves higher performance for three datasets. This is particularly interesting since,
unlike HateBERT, the pre-trained roberta-base is not specifically trained on the hate
speech task.

Here, by modifying the base pre-trained language models used for the hate speech
detector and the feature extractor, we aim to analyze the impact of these components
on the overall performance of our SHIELD framework. The variations in perfor-
mance observed across different model choices provide insights into the framework’s
flexibility and the potential benefits of exploring alternative pre-trained models. No-
tably, the improved performance achieved with roberta-base as the HSD, despite not
being specifically trained for hate speech detection, highlights the framework’s ability
to leverage the strengths of different pre-trained models effectively.

Overall, SHIELD shows promising results in leveraging LLM-extracted rationales
into augmenting a base hate speech detector, to facilitate faithful interpretability,
while maintaining detection performance. We confirm that the rationales extracted
by the LLM are consistent with human judgment. Our framework undergoes train-
ing and evaluation across various benchmark datasets containing both implicit and
explicit hate speech sourced from diverse online social media platforms. We illustrate
how our SHIELD framework manages to uphold performance levels akin to the base
model, even amidst an anticipated trade-off between accuracy and interpretability.
Consequently, we present a hate speech detection system that remains faithfully in-

terpretable, leveraging LLM-extracted rationales instead of human annotations.
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GAB YouTube REDDIT Twitter Implicit HS

SHIELD (roberta-base HSD) 87.53 72.2 84.8 67.03 78.36
SHIELD (roberta-base FE) 96.42 69.27 94.21 56.22 77.52
SHIELD 96.3 70 94.5 64 78

Table 4.6: Analysis of HSD and FE Model Choices in the SHIELD Framework. HSD:
Hate Speech Detector, FE: Feature Embedding Model. The Original SHIELD Frame-
work Has Hatebert as the Hate Speech Detector and Bert-base-uncased as the Feature
Embedding Model. Numbers in Bold Denote Best Performing Model Variant for Each

Dataset.
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Chapter 5

CONCLUSION AND FUTURE WORK

5.1 Summary

In this work, we explore the challenge of hate speech detection on social media
platforms and propose a method to train interpretable classifiers using rationales
extracted by large language models (LLMs). Recognizing the unsatisfactory perfor-
mance of LLMs as detectors for hate speech, we instead aim to leverage the textual
understanding and instruction-following capabilities of LLMs, such as ChatGPT, to
extract words and rationales from the text that are associated with the hate speech
label. We propose a framework called SHIELD, which utilizes these LLM-extracted
rationales to augment the training of a base hate speech detector, facilitating faithful
interpretability. We verify the alignment of the LLM-extracted rationales with hu-
man judgment. We train and evaluate our framework on multiple benchmark datasets
comprising both implicit and explicit hate speech from various online social media
platforms.

Through our comprehensive evaluation, we demonstrate how our SHIELD frame-
work can maintain performance similar to the base model, despite the expected trade-
off between accuracy and interpretability. Consequently, we introduce a faithfully
interpretable hate speech detector that relies solely on LLM-extracted rationales in-
stead of human-annotated rationales. By harnessing the capabilities of LLMs to
extract relevant rationales and augmenting the training process of a base hate speech
detector, our SHIELD framework addresses the critical need for interpretability in

hate speech detection systems. This approach not only facilitates the development
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of interpretable models but also maintains their performance, offering a promising
solution to the challenge of balancing accuracy and interpretability in this sensitive

and consequential task.

5.2  Future Work

Although our work follows a similar approach to Jain et al. (2020) and we estab-
lish faithfulness by construction, future research could explore more robust ways to
evaluate the faithfulness of the resulting hate speech detector. In this study, we veri-
fied the quality of the extracted rationales by comparing them with the ground truth
for one dataset. However, future work can investigate better automated methods to
evaluate and verify the quality of the LLM-extracted rationales. Future research could
focus on developing more sophisticated and automated techniques to comprehensively
evaluate and verify the quality of the rationales extracted by large language models.
Such methods could potentially involve automated metrics, comparative analyses, or
other data-driven approaches to assess the alignment and faithfulness of the extracted
rationales with respect to the underlying task and domain-specific nuances.

By exploring better ways to evaluate the faithfulness of the resulting detector,
researchers can further enhance the reliability and trustworthiness of the proposed
approach, ensuring that the interpretability facilitated by the LLM-extracted ratio-
nales is truly faithful and accurately reflects the decision-making process of the hate
speech detector. This line of investigation could contribute to the development of
more robust and reliable interpretable Al systems, particularly in sensitive domains

like hate speech detection, where transparency and accountability are paramount.
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5.3 Limitations

While our SHIELD framework shows promise in leveraging large language models
(LLMs) to create interpretable hate speech detectors, several limitations need to be
addressed. In certain cases, the LLM may fail to identify coherent rationales, leading
to incomplete or inaccurate explanations for the model’s predictions. The choice of
the LLM itself is also crucial, as powerful proprietary models like ChatGPT may not
be accessible to all researchers, while open-source alternatives could potentially yield
suboptimal performance. Our current work utilizes ChatGPT for rationale extraction,
but exploring the capabilities of different LLMs, including multilingual and domain-
specific models, could provide valuable insights. Additionally, our framework may
need adaptation to handle instances where the LLM cannot provide clear rationales,
either through ensemble methods or by incorporating human feedback mechanisms to
refine the extracted rationales. This could involve combining rationales from multiple
LLMs or allowing human experts to review and refine the rationales, ensuring more
accurate and reliable explanations.

Furthermore, since these LLMs lack the ability to fully grasp context indepen-
dently, they introduce some level of noise. It may be beneficial to explore denoising
methods in the future. Despite the absence of denoising, we have noticed enhanced
performance in certain datasets like Twitter. However, the considerable noise makes
it challenging to capture specific rationales, leading to suboptimal performance gains
in other datasets. Therefore, in the future, employing denoising techniques could lead
to better context understanding and improved performance in hate speech detection

classification tasks.
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1. Disinformation Detection in the Era of Large Language Models

The emergence of Large Language Models (LLMs), such as ChatGPT (Brown
et al., 2020) and LLaMA (Touvron et al., 2023), marks a pivotal advancement in the
field of Computational Social Science (CSS). These models have revolutionized our
ability to analyze human language and behavior. However, with this progress comes
a pressing concern: the potential for these models to be exploited for disinformation
generation and dissemination. As LLMs continue to evolve, reaching levels of gen-
erating content that is indistinguishable from human-produced text, the specter of
Al-generated disinformation looms large. Indeed, recent studies have underscored the
alarming efficiency and effectiveness of such disinformation campaigns. In the pre-
LLM era, research in Al-generated disinformation detection primarily centered around
Smaller Language Models (SLMs) like BERT (Vaswani et al., 2017), GPT-2 (Radford
et al., 2019), and T5 (Raffel et al., 2020). However, the advent of LLMs, with their
billion-scale parameters, has drastically increased the complexity of disinformation
detection. Textual outputs from LLMs exhibit naturalness and human-like qualities,
posing significant challenges to existing detection techniques designed around SLMs.
Despite the importance of this shift, its ramifications remain largely unexplored.

In our paper (Jiang et al., 2024), we aim to address this gap in understanding
by investigating the applicability of existing disinformation detection techniques to
LLM-generated content. We pose the following research questions:

1. Are current disinformation detection methods suitable for identifying LLM-
generated disinformation?

2. If not, can LLMs themselves be repurposed to detect such disinformation?

3. If traditional methods and LLM-based approaches fall short, what alternative
strategies can be considered?

To ground our investigation in practical relevance, we contextualize our research
within a hypothetical scenario wherein malicious actors leverage LLMs to produce
sophisticated disinformation campaigns aimed at subverting automated detection sys-
tems and influencing public opinion. We utilize benchmark datasets of human-written
news articles categorized as true or fake, constructing novel disinformation datasets
of varying complexity levels using ChatGPT (GPT-3.5 and 4) and three prompt tech-
niques.

Our approach involves evaluating the efficacy of state-of-the-art disinformation
detection methods, initially fine-tuning a RoBERTa-based model on human-written
disinformation datasets. Subsequently, we assess its performance in detecting LLM-
generated disinformation. We also explore the inherent capabilities of LLMs in dis-
cerning self-generated disinformation and propose innovative methods inspired by
human fact-checking processes.

Through extensive experimentation, we make several key observations:

1. Existing detection methods struggle to identify higher complexity LLM-generated
disinformation.
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Figure A.1: Overview of Disinformation Generation and Detection Using Chatgpt.
We Input Human-crafted Disinformation (Left) along with Distinct Prompts to Pro-
duce Three Separate Llm-generated Disinformation Datasets (Center). We Subse-
quently Evaluate the Efficacy of the Disinformation Detection System (Right) Against
Llm-generated Disinformation (Jiang et al., 2024).

2. Vanilla ChatGPT demonstrates limited efficacy in detecting even its own gen-
erated disinformation.

3. However, leveraging carefully designed prompts, inspired by chain-of-thought
techniques, shows promising improvements in detection accuracy.

Our work contributes to the field through dataset curation, problem validation
highlighting the inadequacy of current detection techniques, and the proposal of novel
frameworks for LLM-generated disinformation detection.

2. LLMs as Pseudo Stance Detection Annotators

In addressing the challenge of assessing users’ brand loyalty towards various so-
cial media platforms, particularly amidst shifts in ownership and policy changes,
we employed Large Language Models (LLMs) as pseudo annotators for stance detec-
tion (Jeong et al., 2024). Given the absence of annotated datasets tailored specifically
for brand loyalty detection, we utilized ChatGPT (GPT-4) due to its established pro-
ficiency in stance detection tasks. With a custom prompt tailored for target-based
stance detection, we analyzed users’ sentiments towards the studied platforms, cate-
gorizing stances into loyalty, neutrality, or disloyalty. This process involved extracting
posts mentioning specific platforms, chronologically grouping them by user, and sub-
sequently annotating the stances of a sample of 400 users. Notably, the agreement
between LLM annotations yielded a significant Cohen’s Kappa coefficient of 76.27%,
indicating a high level of agreement with human annotators. We further validated
this approach by achieving an F1 score of 79.42%, demonstrating the effectiveness
of utilizing LLMs for stance detection in this context. Through structured inputs
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and outputs in a few-shot setting, leveraging the capabilities of GPT-4 via OpenAl
APT’s function calling feature, we incorporated pertinent information about platform
rebranding and new social media launches, ensuring comprehensive coverage in as-
sessing users’ sentiments towards these platforms amidst shifting landscapes.
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Figure A.2: The Migration Flow Between Twitter and Its Alternatives: Mastodon,
Bluesky, and Threads. The Dashed Lines Represent the Shift of User Attention
Across These Platforms (Jeong et al., 2024).

Title: Stance Detection Prompt for GPT-4

Objective:

Determine the stance of a given text towards a specified target platform.

Instructions:

For the provided text and target(s), classify the stance as one of the following: Loyal, Disloyal,
or Neutral

Keynotes:

- There are four platforms that can be targeted for the stance: Twitter, Bluesky, Threads, and
Mastodon.

- Twitter is now called “X” and is owned by Elon Musk.

- “Threads” is a new social media platform under the Meta umbrella, founded by Mark Zucker-
berg.

- Always provide a stance for each specified target.

- Provide the response in JSON format.

Example:

Input: “Twitter is dead. I love Bluesky”

Output: {Twitter: Disloyal, Bluesky: Loyal}
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