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ABSTRACT

Buildings are complex and integrated systems consisting of multiple sensors, sub-
systems, and automatically controlled components, among which the heating, ven-
tilation, and air conditioning (HVAC) systems are critical for building energy con-
sumption and indoor environment quality. HVAC systems usually suffer from faults,
such as malfunctioning sensors, equipment, and control systems, which significantly
affect a building’s performance. Automatic fault detection and diagnosis (AFDD)
tools have shown great potential in improving building energy efficiency and indoor
environment quality. With the rapid advancement of internet-of-things (IoT) and
sensor techniques, data-driven AFDD approach has drawn increased attentions due
to its ease of implementation and low costs while achieving high fault detection and
diagnosis performances. While promising, there are certain challenges, including reli-
able baseline constructions, issues of the use of building simulation for fault detection,
and efficient fault-to-symptom root cause analyses, that hinder the performances of
data-driven AFDD in a real, whole building system.

The goal of this dissertation is to develop an information-theoretical framework for
data-driven building automatic fault detection and diagnosis support. The first phase
is to propose a decision-making metric, termed Eigen-Entropy (EE), to support the
baseline construction for building AFDD by sampling from historical normal datasets.
The second phase is to extend the use of EE to extract features from graph-structured
data obtained from simulation building data to realize cross-datasets (simulation-to-
real) fault detection improvements. The third phase is to utilize EE with causal
inference to construct Bayesian Networks by determining the fault-to-symptoms rela-
tionships in the building systems. Experiments have shown the proposed information-

theoretical framework has satisfactory capabilities, efficiency and efficacy for building

AFDD.
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Chapter 1

INTRODUCTION

1.1 Background

Buildings are complex and integrated systems consisting of multiple sensors, sub-
systems, and automatically controlled components, among which the heating, ven-
tilation, and air conditioning (HVAC) systems are critical for building energy con-
sumption and indoor environment quality. The HVAC systems have been reported
to be responsible for 20% of building energy consumption (Pérez-Lombard et al.,
2008), and such consumption accounts for 36% of global final energy use and 39% of
energy-related carbon dioxide emission, according to the United Nations Environment
Programme (Global Status Report 2018). However, among this primary energy use,
30% is wasted because of operation faults and malfunctions in the HVAC systems
(Katipamula and Brambley, 2005a), and in the United States, key faults in building
systems are estimated to result in additional 0.37 to 17.96 exajoule energy consump-
tion annually (Roth et al., 2004). Studies have shown that automatic fault detection
and diagnosis (AFDD) in HVAC systems provides great potential for energy savings
(Roth et al., 2004). AFDD is the process including fault detection, identification, and
isolation and it is able to achieve annual 10% median energy savings with two-year
simple payback periods in the United States. Here faults are typically defined as
deviations from normal operating conditions in a building system (Katipamula and
Brambley, 2005a).

In general, AFDD methods can be grouped into two categories: (1) qualitative

and quantitative model-based, and (2) process history-based (Katipamula and Bram-



bley, 2005a,b; Kim and Katipamula, 2018). Traditional qualitative and quantitative
model-based approaches including rule-based and physics-model based, are familiar
to building engineers and researchers mainly because these methods are interpretable
from building physical perspective, but their drawbacks are low generalizability and
high deployment costs because there is a need of customizations on the physics-based
modeling, rules and thresholds for individual building systems; consequently, the
market adoption rate for these methods are relatively low (Frank et al., 2018). Pro-
cess history-based approaches (e.g., data-driven and machine learning based), on the
other hand, can overcome the issues of low scalability and high implementation costs.
With the rapid developments of data science and machine learning techniques, and
the wide adoption of building automation systems (BAS) or other sensor technologies,
data-driven AFDD has gained increased attention. Different from traditional qualita-
tive and quantitative approaches commonly found in commercial-off-the-self AFDD
products, data-driven AFDD does not require expert knowledge and heuristics as a
priori, and thus has the potential for low costs while achieving high fault detection
and diagnosis accuracy (Hu et al., 2021).

Many articles have concentrated on data-driven AFDD methods developed for
component level and whole building level in recent years. Han et al. (2023) develop
a data-informed framework for building energy managements showing great poten-
tial for whole building fault identifications; Malkawi et al. (2023) propose an IoT,
data-driven-based architecture to monitor building normal operations. Zhang et al.
(2023) study a sensor cost analysis workflow to quantify the economic implications of
installing new sensors for AFDD using the concept of sensor threshold marginal cost.
Chen et al. (2023) conduct an extensive review of data-driven AFDD methods cover-
ing from the process to the evaluation metrics; Li et al. (2023) provide a systematical

review of data-driven AFDD focusing on the vulnerabilities in BAS and strategies for



cyber resilient control; Zhang et al. (2021) offer a comprehensive review of machine
learning models for AFDD support in terms of building load prediction, and further
(Zhang et al., 2023) conduct an insightful analyses on challenges and opportunities
of machine learning control to support building AFDD.

Although data-driven AFDD is prevailing, there are challenges that hinder its

effectiveness and efficiency in the field of building engineering;:

e Challenge I: Reliable fault detection baseline construction

No matter what AFDD methods (including physics-model based, rule-based or
data-driven) are, a baseline is needed to enable fault detection. A baseline,
generated from rules or collected building data to represent normal building op-
eration conditions, depicts the normal operational conditions because an exact
fault-free status may rarely exist in a real building (Chen, 2019). Note that the
most AFDD building research uses the term “normal” rather than “fault-free”
to reflect a satisfied building operation, since a normal status typically exists
after a building is freshly commissioned. Here “historical normal data” are de-
noted as those collected for baseline construction purposes, such as those data

collected right after a building is thoroughly commissioned.

There are existing studies focusing on baseline generation for the whole build-
ing AFDD. Lin and Claridge (2015) propose a temperature-based approach that
constructed the baseline by considering cooling and heating energy consump-
tions during the post-commissioning period. Miller et al. (2015) introduce a
day-typing process using Symbolic Aggregate ApproXimation (SAX) to extract
and cluster the most common daily profiles to create a baseline. Fan et al. (2015)
present a time series-based data mining to respond to dynamic building data by

integrating SAX, motif discovery and temporal association rule. Chen and Wen



(2017) further extend the SAX model to SAX based weather pattern matching
model (SAX-WPM) to construct a baseline for the whole building systems by
clustering time-series with the same weather motif. Li et al. (2010) develop
an energy prediction model for baseline construction by removing data outliers
and infrequent energy abnormalities that existed in historical data. However, it
is noted the research to-date heavily relies on physics-based models as well as
building domain knowledge, when constructing a baseline model. In addition,
existing work has all taken trial-and-error approaches. In other words, given a
dataset, evaluation is required to assess the effectiveness of the dataset. Often,
multiple iterations are needed to identify the appropriate dataset as a base-
line. When being applied in a real building, such approaches are not able to
answer the following question: how many and what samples should be included
in the baseline. It is concluded there lacks a metric that can support
the sampling decision-making using historical normal datasets to con-

struct reliable baselines.

Challenge II: Application of building simulation for real-world fault detection

Most data-driven AFDD strategies reported in the literature are developed and
evaluated using simulated system data, primarily because obtaining real build-
ing data for analysis is a real challenge (Li and O’Neill, 2018; Shi and O’Brien,
2019). Implementing faults in real buildings and collecting data that reflect
the impacts of these faults is practically difficult. It is even more arduous to
establish reliable “ground truth” by cleaning and analyzing real building data
since unexpected, naturally occurring system faults can lead to anomalies, com-
plicating or sometimes even obscuring the effects of artificially injected faults.

Simulations have thus been widely adopted in building and other energy-related



engineering domains due to the ease and lower performing costs (Ye et al., 2023).
For example, Kang et al. (2022) apply simulation modeling for cooling load
prediction and optimal control for ice-based thermal energy storage systems in
commercial buildings; Jiang et al. (2023) utilize simulation to validate the use
of various machine learning models with a customized loss function for build-
ing energy consumption prediction. Granderson et al. (2020) apply simulation
tools, experimental test facilities and in-situ field operation to generate building
AFDD data, and further expand the dataset (Granderson et al., 2023) covering
a wider range of fault severity in different scenarios to support for diagnostic

algorithm development and performance testing.

While the use of simulation in building research is prevailing, AFDD strategies
trained by simulated system data may not achieve satisfactory effectiveness
when applied to real building systems. Huang et al. (2022) show that AFDD
models using simulated building data fail to capture the fault symptoms oc-
curred in the real building systems. It is concluded that significant differences
of measurement data quality and characteristics exist between simulation and
real building systems from the data-driven perspective. This also suggests that
measurements from simulation system, even after careful calibration, may con-
tain information that differs from real-world scenarios. As simulations rely on
real-world data and are thus bound by physical laws, there must exist some pat-
terns among various building components that may remain consistent between
real-world and simulated datasets. Therefore, it is needed to identify such
similar patterns to support the use of simulation for real building

fault detection.



e Challenge III: Bayesian networks construction for cross-level fault diagnosis

Modern building HVAC systems typically include multiple, highly coupled sub-
systems such as cooling/heating plant, primary air distribution, and terminal
air distribution subsystems. Due to the coupling effect among building com-
ponents, a fault occurring in one equipment or subsystem may propagate and
influence other equipment or subsystems (Yan et al., 2017; Cauchi et al., 2018).
Hence, component-level AFDD methods may not be efficient and suitable solu-
tions to the root cause analysis for cross-level faults, i.e., faults causing adverse
effects across multiple components and subsystems (Chen et al., 2022). Chen
et al. (2022) provide an example of a chiller supply water temperature sensor
bias fault (e.g., sensor reading higher than actual temperature) in the chiller
plant which may cause the cooling valve open position in a downstream air
handling unit (AHU) to be lower than normal. In this case, a component-level
AFDD tool that only monitors the AHU might result in false alarms such as a
cooling coil valve fault or a supply air temperature sensor fault. Hence, a root

cause analysis is necessary to ensure the correct diagnosis of cross-level faults.

Compared with fault detection studies, much fewer fault diagnosis/root cause
analysis studies exist (Chen et al., 2023). A root cause analysis has shown its im-
portance to improve quality assurance, reliability and performance (Wang et al.,
2018). Bayesian networks (BNs) have been extensively studied as a root cause
analysis technique. For example, Wang et al. (2018) conduct an analysis on root
causes of occurring alarms in thermal power plants based on posterior proba-
bility from BN. In their research, the BN is constructed by one child node and
multiple parent nodes that describe the relationship between an alarm variable

and root-cause variables using the process knowledge. Lokrantz et al. (2018)



propose a BN-based graphic probabilistic models using the expert knowledge to
identify the causality of failure and quality deviation among multiple manufac-
turing stages, where network parameters are trained by historical data, and root
cause is inferred according to defect types and measurements. Liu et al. (2022)
develop a strong relevant mechanism BN combining process mechanism analysis
with historical data mining for un-monitored root cause variables in chemical
plants fault diagnosis, which showed great practicability and satisfactory per-
formances in fault propagation recognition. Amin et al. (2021) present a hybrid
data-driven method integrating principal component analysis with the Bayesian
networks for fault detection and diagnosis in process plants, which demonstrated
a strong efficacy of diagnosis performance while maintaining lesser false diagno-
sis. The same authors (Amin et al., 2019) develop a dynamic Bayesian network-
based fault detection and root cause diagnosis, which has an ability to convert
the continuous process data into meaningful evidence instead of a probabilistic
domain. There are also some BN studies emphasizing cross-level fault diagnosis
in an HVAC system. For example, Chen et al. (2022) propose a whole building
fault diagnosis method based on Discrete BN to isolate faults causing signifi-
cant abnormalities in multiple subsystems/equipment during system operation,
and further designed a weather and schedule-based pattern matching Discrete
BN to diagnose cross-level faults in building HVAC systems for real-time fault
diagnosis and isolation. Pradhan et al. (2021) develop a dynamic BN-based
approach that incorporated the temporal dependencies of fault nodes between
time steps using temporal conditional probabilities to improve accuracy for a

whole building level fault diagnosis.

The aforementioned BN-based diagnosis methods highly rely on heuristics pro-

cesses to learn causal relationships among fault status and symptoms, and their



causal mechanism is primarily determined by the expert knowledge. While
promising, heuristics processes by the domain knowledge may not be adequate
and effective for the fault diagnosis in more complex buildings, especially those
with multiple coupled subsystems. Other than being labor intensive, these ap-
proaches may not discover underlying coupling effects among the subsystems
comprehensively. Thus, there is a need of a data-driven approach to
interrogate the fault-symptom causalities to construct the BN struc-

ture.

As is observed from the above-mentioned challenges, the key deficiency of current
data-driven AFDD methods in the building systems still involve the expert domain
knowledge as a priori. Consequently, data-driven AFDD methods based on expert
knowledge is labor intensive. When facing with those commercial buildings with
medium or large sizes, these approaches may become unrealistic to implement. In
fact, data collected from BAS sensor readings contain important characteristics re-
flecting building conditions, and data collected from buildings under faulty conditions
contain important information different from those under normal conditions, and such
information can be quantified by the information entropy. Moreover, since building
BAS data consist of various time-series collected from multiple sensors and compo-
nents, an information quantification method on multi-variate time-series may be one
viable solution. The goal of this dissertation is to develop the information-theoretical
framework to address aforementioned challenges to support building AFDD from

data-driven perspective.



1.2 Research Objective and Contributions

The overall objective of this dissertation is the development of a novel framework
based on an information-theoretical metric to tackle these challenges. Specifically, the
proposed information-theoretical metric, termed Eigen-Entropy, is to realize the in-
formation quantification on multivariate time-series. Consequently, the contributions

in this dissertation include:

¢ An Eigen-Entropy-based sampling framework for AFDD baseline con-
struction is proposed. The proposed method uses Eigen-Entropy (EE),
defined through eigenvalues from a correlation magnitude matrix on multiple
building sensor measurements as a decision-making criterion. Contributions
come out of this method: (1) It is able to measure the data heterogeneity and
thus automatically determine how many samples and what samples from the
historical dataset are to be included in the baseline that provides sufficient in-
formation for building AFDD; (2) The use of stopping criterion make it have the

potential to construct a baseline in real-time for online AFDD implementation.

e An Eigen-Entropy-graph-based feature extraction approach for cross-
dataset (simulation-to-real) fault detection in building HVAC systems
is proposed. The proposed method includes acquiring graph structures from
simulated building data, extracting their Eigen-Entropies as features to train
AFDD models, and the process of obtaining entropies from graphs is replicated
for real building data, and the trained AFDD model is applied to conduct
tests on them. Contributions come out of this method: (1) This is first time
to use the graph techniques with information theory to support the building
fault detection; (2) The extracted features based on the graph and information

entropy are transferable from simulation to the real-scenario datasets, enhancing
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the cross-dataset detection performances.

An Eigen-Entropy-based causality framework for cross-level faults di-
agnosis and isolation in building HVAC systems is proposed. The
proposed method utilizes causal inference to determine the causal mechanisms
between faults status and symptoms to construct the BN model, where Eigen-
Entropy is particularly used for characterizing synchronicity, which describes
the trends of movements among the symptoms over the time. Contributions
come out of this method: (1) a term synchronicity, measured by Eigen-Entropy,
is defined, and able to capture the interactions, i.e., the trends of aligned move-
ments over time, among multiple symptoms under fault status; (2) it utilizes
cause effect estimations (counterfactual inferences) to induce the causal struc-

ture between faults and synchronicity among symptoms.
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1.3 Dissertation Organization

The proposed dissertation research will be presented in the following chapters.
Chapter 2 presents literature review. Chapter 3 presents the proposed Eigen-Entropy
and its fundamental concepts. Chapter 4 presents the development of topic (I): Eigen-
Entropy for building fault detection baseline construction. Chapter 5 presents the
development of topic (II): Eigen-Entropy for cross-dataset fault detection. Chapter
6 presents the development of topic (I11): Eigen-Entropy for fault diagnosis Bayesian

network construction. Chapter 7 draws the conclusions and future work.
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Chapter 2

LITERATURE REVIEW

As discussed in the introduction, there are three main challenges in building data-
driven AFDD, namely (I) reliable fault detection baseline construction; (II) applica-
tions of building simulation for real-world fault detection; and (IIT) Bayesian networks
construction for cross-level fault diagnosis. In fact, from the data-driven perspective,
the first challenge can be viewed as a sampling problem, the second one can be viewed
as featrue extraction, and the third one can be viewed as causal structure learning.
Consequently, this chapter presents some literature related to sampling methods,

graph feature extraction, and causal structure learning.

2.1 Sampling Methods

AFDD baseline construction is indeed a sampling problem. Sampling is in general
a statistical procedure concerning the selection of a subset of individual observations
to capture characteristics of the whole population for different applications (Fuller,
2009). If done properly, sampling can save time and cost while supporting statistical
inferences (Fuller, 2009). There are in general two categories of sampling approaches:

probability and non-probability sampling (Fuller, 2009). (a) In probability sampling,

each observation from the population is assigned with a certain probability of selec-
tion and is chosen by incorporating a random mechanism. Some common probability
sampling methods are simple random sampling, stratified sampling, cluster sampling,
and systematic sampling (Berndt, 2020; Fuller, 2009). Simple random sampling as-

signs each observation with an equal probability of being sampled. Stratified sam-
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pling divides the whole population into several subgroups termed strata; then, each
observation within a stratum will be selected randomly, and selected observations
across the strata become samples. Cluster sampling aggregates observations from
the population into larger units, called clusters. Samples are then randomly selected
from the clusters. Systematic sampling selects members from a list of population
members according to a random starting point and at fixed periodic intervals. (b)

In non-probability sampling, samples are selected subjectively and purposedly. This

includes availability sampling, purposive sampling, quota sampling, and respondent-
assisted sampling (Berndt, 2020). Availability sampling is a procedure in which sam-
ples are selected from a target population based on availability, self-selection, and/or
at the discretion of the researchers, while purposive sampling selects samples that fit
and meet the purpose of the study and specific criteria for inclusion/exclusion. Quota
sampling realizes sample collection by combining availability sampling and purposive
sampling to target specific numbers of observations with characteristics of interest,
while respondent-assisted sampling, or snowball sampling, selects samples regarding
previously selected observations in the population. It is noted that, unlike probability
sampling, this set of sampling methods does not have an explicit stochastic process
involved, and mostly relies on subjective judgment.

Sampling methods provide a guideline on which and how many samples must be
selected as representatives to guarantee the generalization of study conclusions. Mul-
tiple sampling strategy factors include research objective, methodology, definition,
and nature of the population, as well as the availability of resources and degree of
confidence in generalized conclusions (Fuller, 2009). When comparing probability
vs. non-probability sampling (Berndt, 2020), it is noted that probability sampling
is generally preferred in studies requiring confirmatory purposes, quantitative design

with a heterogeneous population, representative and unbiased samples capturing es-
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sential characteristics of the population, and statistical inferences from the samples.
Non-probability sampling is favored when studies are exploratory or descriptive, a
qualitative research design is required without the need for statistical inferences or
representative samples, or a sampling frame is not available. The focus of this re-
search is on probability sampling, which has been widely used in different fields of
study, including machinery safety (Hajar et al., 2019), geology (Brus and van den
Akker, 2018), railroads (Chen and Liu, 2019), and building engineering (Chen, 2019).

Existing probability sampling research is mostly model-based. That is, they either
assume a known distribution as a prior or rely on a specific model to extract probabil-
ity parameters. One example is active learning, a machine learning methodology that
selects samples to be annotated for training to reduce the labor-intensive efforts of
manual annotations (Settles, 2009). Hajar et al. (2019) present two discrete random
sampling strategies, additive random sampling (ARS) and jittered random sampling
(JRS), for machine monitoring. Both ARS and JRS sampling show potential for
simplified implementation in a remote application having a low frequency rate while
maintaining easy real-time operation management (Hajar et al., 2019).

On the other hand, model-free probability sampling takes a different approach
and divides the dataset into subgroups to guide the data sampling decisions. For
example, Brus and van den Akker (2018) utilize a stratified sampling survey to analyze
the seriousness of subsoil compaction problems in the Netherlands. In their study,
stratification is accomplished by a map showing five levels of subsoil compaction
risks, and stratified sample data are used to estimate areal fraction, an indicator of
over-compactness in the subsoil. Chen and Liu (2019) propose a high-dimensional
clustering-based stratified sampling (HDCSS) method for roadway asset condition
inspection, which yields a relatively smaller number of samples, potentially leading

to inspection cost savings. While promising, it is noted that cluster-based sampling
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may suffer from increased sampling errors when the base cluster selected already has
biases (Berndt, 2020). Stratified sampling may also be challenging when there exist
no stratifiable structures in the dataset (Berndt, 2020). In addition, both stratified
and cluster sampling require subgroups to be identified first before the sampling.

As reviewed above, both model-based and model-free sampling approaches require
pre-processing to either derive the distribution, estimate the probability parameters,
or identify the subgroups. There is a need of a sampling decision-making metric
without extensive pre-processing. One direction is the use of entropy. Entropy is an
information-theoretic measurement to quantify information richness (Shannon, 1948)
and has been used as a decision criterion for different applications. For example, Wang
and Yao (2016) propose nonlinear correlation information entropy (NCIE) based on
Pearson’s correlation coefficient to remove redundant objectives in many-objective
optimization problems (MaOP). Xia and Liu (2020) extend NCIE to a supervised
learning algorithm to determine features for synthetic aperture radar (SAR) image
recognition. Wang et al. (2020) propose differential correlation information entropy
(DCIE) for feature selection in classification problems.

To the best of my knowledge, there is few research on using entropy for sampling
decisions. Although researchers (Settles, 2009) explore the use of entropy in active
learning, as mentioned earlier, active learning requires distribution information to
be drawn a priori. Some examples include studies by Rossini et al. (2020) who
used entropy to smoothen time series data, Li et al. (2020) who used entropy-based
oversampling (EOS) methods in imbalance learning, Salehi et al. (2021) who used
relative entropy for semi-supervised section measurement, and Xu et al. (2021) who
used cross-entropy based noise correction for data and model quality improvement in
crowdsourcing; Yet, these entropy-based approaches under specific distributions may

not be suitable for high-dimensional problems (Geyer et al., 2019).
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2.2 Graph Feature Extraction

Graph-structured data are common types in real-world scenarios. Graph-structured
data refers to a type of data representation where entities are represented as nodes,
and the connections between these nodes are represented as edges. Compared to
tabular data, graphs are able to provide insightful information about how different
features are interconnected and influence each other. Due to their capabilities for
characterizations on complex feature dependencies, graphs have been widely used in
various fields such as telecommunication network design (Liu et al., 2022), computer
networks efficiency optimization (Khan and Javaid, 2022), and social media analysis
(Mao et al., 2023). As a result, feature extraction is needed and important to support
the use of graphs for various purposes (classification, regression, etc).

Graph feature extraction approaches can be either machine learning (ML) based or
deep learning (DL) based. Commonly used ML-based feature extraction approaches
on graph include independent component analysis (ICA) and clustering. For exam-
ple, Huang et al. (2022) utilize ICA to investigate the specific features related to
ischemic vascular disease by means of brain graphs; Han et al. (2022) develop a graph
combined clustering independent component analysis to support machine-to-machine
communications; Li et al. (2022) present a scalable and parameter-free graph fusion
framework to seek for a joint graph compatible across multipleview clusters. Besides,
other recent works have emphasized on the feature engineering on graphs. For exam-
ple, Xiong et al. (2024) propose an adaptive graph-based feature normalization for
facial expression recognition; Zare and Nouri (2022) study the flow noise visibility de-
scriptor via graph-based feature extractions; Yang et al. (2022) develop graph-based
feature extraction framework to support rotating machinery diagnosis.

There are many recent works focusing on the DL-based graph feature extrac-
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tion approaches, including convolutional neural networks (CNN) and graph neural
networks (GNN). For example, Yu et al. (2023) utilize dynamic graph embedding
method to transforming features extracted by CNN into graph-structured forms to
support pattern recognition for rolling bearing fault diagnosis. Abrate and Bonchi
(2021) apply three different DIL-based feature extractions on brain graph-structured
data to study Autism spectrum disorder and Attention-deficit/hyperactivity disor-
der; Kang et al. (2022) design a GNN based on link representation to obtain node
embedding for potential molecular associations identification.

Lately, there have been studies focusing on utilizing information entropy for ex-
tracting features from graphs. For instance, Yang et al. (2023) introduce a method
based on maximum mutual information to extract features from graph-structured
data for analyzing Alzheimer’s disease; Xu et al. (2021) devise a novel deep second-
order Rényi entropy graph kernel to handle larger graphs effectively, thereby overcom-
ing the size constraints commonly encountered in graph kernels; Additionally, Aziz
et al. (2021) propose a technique for estimating the entropy of intricate networks
by assuming they are undirected and unlabelled graphs, and they investigate its ap-
plications using an information functional that is applicable to graphlets of varying
sizes. However, the entropy extraction discussed in these approaches still relies on
specific assumptions (e.g., Gaussian distribution) or models (e.g., Gaussian mixture
model), which could introduce bias in the features extracted or not fully capture the

characteristics of the graph structure.
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2.3 BN and Causal Structure Learning

Building fault diagnosis in nature is a problem of root cause analysis. One notable
emerging field for RCA support is causal learning (CL). CL uses the observational
data to learn causality and thus provides new opportunities to address domain specific
challenges for cause-to-effect identifications (Cheng et al., 2022). In general, CL re-
search focuses on two categories (Scholkopf, 2022): (1) causal effects estimation; and
(2) causal structure learning. Causal effects estimation is to investigate how much
changing one variable will influence another given a causal structure assumption be-
tween these two variables. This can be done by the counterfactual inference (Pearl,
1988, 2009) which assesses the strength of causality between two events by inferring
the likelihood of one event not occurring when another is absent. Certain works have
focused on counterfactual causal effects estimation. For example, Sjolander (2021) ad-
dresses marginal counterfactual means estimation by linear and log-linear fixed effects
models in the presence of clustered confounders; Porcher et al. (2019) develop a multi-
nomial counterfactual modeling to estimate monotone treatment effects for patients
receiving radiotherapy; Samoilenko et al. (2020) apply closed-form regression-based
and marginal structural model-based approaches to estimate the causal mediation
effects of maternal inhaled corticosteroids doses on birthweight; Miles et al. (2019)
present an approach for direct and overall effects estimation under certain interven-
tions on health clinic studies.

Causal structure learning , on the other hand, is to induce the structure describing
the causal relationships from variables to others, and BN is one of the prevailing causal
structure learning tools as it has shown the ability to represent the probabilistically
conditional independence in a graph model, providing an efficient and expressive

way for knowledge representations and acquirements (Jiang et al., 2019). Hunte
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et al. (2022) develop BN approach for systematic product safety and risks assessment;
Lee et al. (2018) employ a BN-based model adopting domain knowledge to study
readmissions reduction for chronic obstructive pulmonary disease patients; Giovanis
(2019) apply BN to examine the causal effect of income and air pollution on life
satisfaction; Yoo et al. (2022) propose a causal BN algorithm that help to provide a
better mechanistic understanding of big data through an order search.

As previously discussed, there is a clear connection between causal effects and
BN structures. While BN structures and observational data can be used to estimate
causal effects, these estimations can also serve to validate the reliability of BN struc-
tures. Limited research has been conducted on constructing causal structures based
on estimating causal effects from observational data, particularly in the context of BN
construction for the cross-level fault diagnosis in the whole building systems. Previous
studies in this area have heavily relied on the expertise of domain specialists. More-
over, existing research on BN-driven fault diagnosis has predominantly assumed that
components and systems in buildings operate independently (Chen et al., 2022,a,b);
however, this assumption may not hold in real-world situations where building com-
ponents are interdependent. These interdependencies, or coupling effects, among
components are important characteristics and may ensure the robustness of the BN
structure for supporting cross-level whole building fault diagnosis. However, very few
studies have explored the causal relationships leading from building faults to coupling
effects. While some recent algorithms like the MI-Kruskal-K2 algorithm (Li et al.,
2022) offer data-driven approaches for learning BN structures, they also hold simi-
lar assumptions on independence among non-descendant nodes given a parent node
within the BN structure. Consequently, these approach again may not capture the
component-wise coupling effects in the whole building systems when they are applied

to BN-based fault diagnosis strategy.
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2.4 Summary

As reviewed above, it is noticed that the common deficiencies existing in sampling
methods, graph feature extraction and BN structure learning include relying on spe-
cific data distribution assumptions, specific modelings or domain knowledge. When
facing with high-dimensional data with more complex structure, these methods may
be labor-intensive and not meet the need of efficient data-driven building AFDD.
Consequently, here is to introduce a metric Eigen-Entropy (EE), which is based on
eigenvalues derived from a correlation coefficient matrix, to address these deficiencies.
In the following chapters, I will provide details about this metric, and show how this

metric works to overcome each challenge in the data-driven building AFDD.
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Chapter 3

EIGEN-ENTROPY: AN INFORMATION ENTROPY FOR MULTIVARIATE

3.1 Background

Entropy is an information-theoretic measurement to quantify information richness
(Shannon, 1948) and has been used as a decision criterion for different applications.
For example, Wang and Yao (2016) propose the concept of nonlinear correlation
information entropy (NCIE) based on Pearson’s correlation coefficient to remove re-
dundant objectives in many-objective optimization problems (MaOP). Xia and Liu
(2020) extend NCIE to a supervised learning algorithm to determine features for
synthetic aperture radar (SAR) image recognition. Wang et al. (2020) propose dif-
ferential correlation information entropy (DCIE) for feature selection in classification
problems. For example, to the best of my knowledge, research on using entropy for
sampling decisions is limited. Although researchers in (Settles, 2009) explore the use
of entropy in active learning, as mentioned earlier, active learning requires distribu-
tion information to be drawn a priori. Some examples include studies by Rossini et al.
(2020) who use entropy for locally robust decision on time-series smoothing, Li et al.
(2020) who use entropy-based oversampling (EOS) methods in imbalance learning,
Salehi et al. (2021) who use relative entropy for semi-supervised section measurement,
and Xu et al. (2021) who use cross-entropy based noise correction for data and model
quality improvement in crowdsourcing. However, these entropy-based approaches un-
der specific distributions may not be suitable for high-dimensional problems (Geyer
et al., 2019).

To address the use of entropy for high-dimensional sampling issues, this chapter
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presents Eigen-Entropy (EE), an information entropy based on eigenvalues derived
from a correlation coefficient matrix. The proposed EE framework has these con-
tributions: (1) EE is a model-free decision metric since it relies on data to extract
information regarding sample sufficiency without any assumptions on data distribu-
tions; (2) the theoretical analysis demonstrates that EE is able to well characterize
the heterogeneity of a dataset. The following sections present the design of EE and

corresponding mathematical proofs.

3.2  Methodology
3.2.1 Eigenvalues and Positive Semi-define Matrices

Let A € R™ be a matrix with non-negative entries:

a1 a19 e Qum
921 929 o Qom

A= (3.1)
Am1 Am2 ... Amm

where aj, >0, j,k=1,...,m.

The eigenvalue A is defined as a scalar, such that:

Av = )\v (3.2)

where v is the corresponding eigenvector satisfying this equation and v # 0.
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There exist eigenvalues for A (Strang, 2016):

)\1+)\2+...+)\m=tr(A):a11+a22—|—...+amm (33)

where tr(A) is the trace of A, and \;,i = 1,...,m are the corresponding eigenvalues
of A. For a symmetric matrix, the eigenvalues are real, and the eigenvectors are or-
thogonal (Strang, 2016). A symmetric real matrix A s positive semi-definite (PSD),
denoted by A > 0, if u Au > 0 for every non-zero vector u € R™. For a symmetric
matrix A, it is PSD if and only if all its eigenvalues are non-negative (Gantmacher,

1977).

3.2.2 Information Entropy

Entropy is a term from physics that measures the degree of chaotic states in a
(heat) system (Clausius, 1877). Shannon (1948) extended this concept in information
theory to describe the expected volume of information a message contains. Shannon’s

entropy (H) is defined as
N
H = —Zpi log p; (3.4)
i=1

where N is the number of values a random variable can have, and p; is the probability
of the random variable having the value of i (3>~ p; = 1). It is worth noting that
entropy reaches a maximum when p; = < for all i’s (uniformly distributed) (Shannon,

1948).
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3.2.3 Eigen-Entropy

Let X € R™™ denote a dataset with n samples, where each sample has m fea-

tures. Then the dataset can be present X as a matrix below:

11 T12 ... Tim
o1 T22 ... Tom
T
X =[x1,...,Xn] = (3.5)
Tl Tp2 .. Tpm
where x; = [xj1,...,Zim|, 4 = 1,...,n. Given this, the correlation coefficient matrix
on the feature space of X is defined as
1 Cl12 ... Cim
1 Co1 1 ... Com
C=-Xs'Xg= (3.6)
n : : .. :
Cmi Cm2 ... 1
where
11 —H1 T12—[H2 Tim —MUm
e T e
21 —H1 xT22— 2 T2m —MUm
Xs=| 7~ o (3.7)
Tnl— M1 Tn2 —H2 Tnm —Hm
s Sl Seeim

In Eq. (3.7), ut; denotes the mean and ¢; denotes the standard deviation of feature

j. ¢jr denotes the correlation between features j and k. That is, uj = £ S°7 | ;5,0 =
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\/% STy (g — )2 gy = HEHE BT (g — 1, j # k), and ¢y = 1.

Let
|z11—p1|  |zi2—pe| |17 —pm |
o = S
|zo1—p1|  |w22—pe| |Z2m —pm|
- > ce.
Xi=| = : m (3.8)
‘xnlf,ufl‘ |$n2*/1«2| xnm*ﬂm|
o o I

Then the correlation magnitude matrix C* is derived as

L ey CIm
.l ¢ 1 e,
n : : .. :
Cm1 Com2 1
where ¢, > 0,7,k =1,...,m.

Next part shows that C* is positive semi-definite (PSD).

Proof. For any a € R™ and a # 0,

E((—=X%)a)* >0 (3.10)

Then,
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1 1 T 1
E((—=X%)a)? = F(aT (—=X%) (—=X:
(X)) = Bl (=X3) (=X3)a)
1
— E T_X*TX*
(a s s)a) (3.11)
= E(a’C*a)
=alC*a>0
Since a’C*a > 0, C* is PSD.
O

According to Gantmacher (1977), for the symmetric matrix C*, which is PSD, its
eigenvalues are real and non-negative; that is, \; > 0,7 = 1,...,m. This non-negative

property of an eigenvalue is important to support the definition of eigen-entropy (EE).

Definition 1. Following the form of Shannon’s entropy, Eigen-Entropy(EE) is de-

fined as

NN
EE = —ZalogE (3.12)
=1

Next part is about the relationship between the degree of correlation captured by

the correlation magnitude matrix and its eigenvalues.

Proposition 1. Without loss of generality, consider C*, where all the non-diagnoal
entries ¢j; = c. A is one of the corresponding eigenvalues. As the value of ¢ increases,

eigenvalue \ increases when A € [1,00) and decreases when A € [0,1).
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Proof. Construct a new correlation coefficient matrix C’ from C* by replacing ¢ with

ac, a > 1:

1 «ac ac

, ac 1 ... «ac
C = (3.13)

ac ac ... 1

According to Chiang and Lin (2013), it is shown that if C* has an eigenvalue
A, then % has eigenvalue g Thus, when X\ is an eigenvalue of C’, then AE/ is an

!
eigenvalue of €.
(6%

Note that C* can be reconstructed using % and identify matrix as follows:

1 ¢ c
C’ 1 c 1 ... ¢
— 1—-)1I= 3.14
~+t1--) L (3.14)
c c 1

Chiang and Lin (2013) have shown that if C* has the eigenvalue A, then C* + ol
has the eigenvalue A + a. Given this, the left-hand side of Eq. (3.14) has the eigen-

value /\E/ +1- é, while right-hand side is C* with the eigenvalue A. Thus,

A
A=—+1—— (3.15)
(0%
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or equivalently,

N =A=(a—1)(A—1) (3.16)

From Eq.(3.16), it is concluded that as a increases, the eigenvalue A" increases when
A € [1,00), or decreases when A € [0,1).

]

Next is about establishment of the relationship between correlation magnitude

matrix C* and EE.

Proposition 2. Let correlation magnitude matrix C* be such that all the non-

diagonal entries ¢;; = c. As c increases, EE decreases.

Proof. C* is PSD and its eigenvalues \; > 0,i =1,...,m

tr(C)=M+X+...+A\n=m (3.17)

Thus >0 & = 1.

Let p; = %, and replace the 2 term in the EE definition with p;. Set

m

EE = p;logp; (3.18)

i=1

As with Shannon’s entropy, EE reaches its maximum when p; = %, or equivalently,

when A\; = 1. Now connect ¢ with EE. There are two scenarios:
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A

e )\ €[1,00), that is, p; = == >

1
-,
As cincreases, ); increases. Thus, p; will move further away from the maximum

entropy point (=), and EE will decrease.

1
m

e )\, €[0,1), that is, p; = /\E

< L
m

As cincreases, \; decreases. Thus, p; will move further away from the maximum

entropy point (--), and EE will decrease.

1
m

It is concluded that as c¢ increases, EE decreases.
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3.3 Conclusion

In summary, a detailed description of the proposed Eigen-Entropy (EE) method
is presented. The key idea of EE is to obtain entropy derived from eigenvalues of
a correlation magnitude matrix from multivariate data. The correlation magnitude
matrix, C*, is based on the correlation coefficient matrix and takes the absolute values
from correlation coefficients which measure the strength of the correlations (either
positive or negative). Since C* records the absolute magnitude of the correlations
between the variables that define the feature space, and the relationship between C*
and EE renders EE a potential metric to guide decision-making for sampling. Taking
a dataset X € R™™ (that is, n samples with m features) as an example. EE can
be calculated for the first k& samples from X, denoted as EE(k). When the (k + 1)
sample is to be added to the subset, if the new sample increases the variance (o2) of
the dataset with (k+1) samples (i.e., the dataset is more diversified (heterogeneous),
the magnitude of the correlation (c¢) decreases, and EE(k + 1) increases, and vice
versa. Thus it is concluded that the proposed EE can be used as a single metric for
decision-making on high dimensional data. More details are described in Huang et al.
(2023).

Depending on the application purposes, it is expected to use the proposed EE
to support sample selection, feature extraction, etc. The following chapters provide
details about construction of EE (Chapter 3), and illustrations on how EE is used to
construct baselines for building fault detection (Chapter 4), how EE is used to extract
features from graph-structed data to support cross-dataset building fault detection

(Chapter 5), and how EE is used to construct Bayes Networks (Chapter 6).
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Chapter 4

EIGEN-ENTROPY FOR BUILDING FAULT DETECTION BASELINE
CONSTRUCTION

4.1 Background

Buildings are complex and integrated systems consisting of multiple sensors, sub-
systems, and automatically controlled components, among which the HVAC systems
are critical for building energy consumption and indoor environment quality. The
HVAC systems have been reported to be responsible for 20% of building energy con-
sumption (Pérez-Lombard et al., 2008) , and such consumption accounts for 36% of
global final energy use and 39% of energy-related carbon dioxide emission, accord-
ing to the United Nations Environment Programme (International Energy Agency
& United Nations Environment Programme, 2018). However, among this primary
energy use, 30% is wasted because of operation faults and malfunctions in the HVAC
systems (Katipamula and Brambley, 2005a). Studies have shown that automatic
fault detection and diagnosis (AFDD) on HVAC systems provide great potential for
energy savings (Roth et al., 2004). AFDD is the process including fault detection,
identification, and isolation. Here faults are typically defined as deviations from nor-
mal operating conditions in a building system (Katipamula and Brambley, 2005a).
Numerous AFDD methods have been developed for component level and whole build-
ing level for building systems over the past decades. These AFDD methods can be
generally categorized as qualitative and quantitative model-based methods (such as
rule-based and physics-based approaches), and process history-based methods (mostly

various data-driven and machine learning based approaches) (Katipamula and Bram-
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bley, 2005a,b). No matter what AFDD methods are, a baseline, that can be generated
from rules or collected building data to represent normal building operation condi-
tions, is needed to enable fault detection. A baseline depicts the normal operational
conditions because an exact fault-free status may rarely exist in a real building (Chen,
2019). This study follows most AFDD building research to use the term “normal”
rather than “fault-free” to reflect a satisfied building operation, since a normal sta-
tus typically exists after a building is freshly commissioned. Here “historical normal
data” are denoted as those collected for baseline construction purposes, such as those
data collected right after a building is thoroughly commissioned.

There are existing studies focusing on baseline generation for the whole building
AFDD. Lin and Claridge (2015) propose a temperature-based approach that con-
structed the baseline by considering cooling and heating energy consumptions during
the post-commissioning period. Miller et al. (2015) introduce a day-typing process
using Symbolic Aggregate ApproXimation (SAX) to extract and cluster the most com-
mon daily profiles to create a baseline. Fan et al. (2015) present a time series-based
data mining to respond to dynamic building data by integrating SAX, motif discovery
and temporal association rule. Chen and Wen (2017) further extend the SAX model
to SAX based weather pattern matching model (SAX-WPM) to construct a baseline
for the whole building systems by clustering time-series with the same weather mo-
tif. Li et al. (2010) develop an energy prediction model for baseline construction by
removing data outliers and infrequent energy abnormalities that existed in histori-
cal data. However, a closer examination reveals that existing research heavily relies
on physics-based models as well as building domain knowledge, when constructing a
baseline model. In addition, existing work has all taken trial-and-error approaches.
In other words, given a dataset, evaluation is required to assess the effectiveness of

the dataset. Often, multiple iterations are needed to identify the appropriate dataset
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as a baseline. When being applied in a real building, such approaches are not able to
answer the following questions: how many and what samples should be included in
the baseline. As a result, it is questionable whether the existing research can lead to
the construction of a baseline in real time when the sensor data stream-flowing in to
support AFDD.

Consequently, this research presents the use of information entropy to seek the
answers of how many samples and what samples are in constructing the baseline.
Information entropy is to quantify the amount of information presented in random
variables, distributions, and events (Shannon, 1948). The proposed method is based
on Eigen-Entropy (EE) extracted from the correlation matrix among multiple building
sensor readings and outdoor air weather information. Please note an important fact of
building HVAC systems is that the systems reconfigure and perform differently under
different weather and /or internal conditions. For example, the number of components
that a HVAC system functions under the cooling mode, as well as their corresponding
parameter settings, is significantly different from that under the heating mode. In
the meantime, a transition between two modes could happen within a short period
(such as minutes) and for many times during a day. Consequently, it is needed
that corresponding baseline that reflects similar weather and/or internal conditions
(hence similar operation) when determining whether an incoming sample contains
faults or not to differentiate abnormality caused by faults from abnormality caused by
operation modes. Outdoor air enthalpy, in short, enthalpy calculated from outdoor air
temperature and humidity measurements, is adopted as the feature to reflect outdoor
weather. Enthalpy is a property of moist air reflecting the heat needed to condition
such air. It can be used to reflect weather conditions and further indicate HVAC
operation mode.

As demonstrated in Figure 4.1, EE baseline construction takes a two-step ap-
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proach: (1) given a library of historical datasets collected from real building systems
under normal conditions, first construct a baseline candidate set by identifying sam-
ples from this library that match the incoming data (a.k.a. snapshot) in terms of
enthalpy. Here a snapshot is defined as an equal-sized segment of a given time pe-
riod. For example, if the 24-hour period is divided into 30-min time segments, there
will be 48 segments, namely 48 snapshots. (2) Since EE is proved to measure the
similarities of the data samples, the higher EE is, the more heterogenous the dataset
is, which is assumed to lead to more discriminatory power for fault detection. Under
this assumption, EE calculated from these candidate samples is used as a decision

criterion to finalize the baseline.

Determine and

Select samples

by entropy and
Historical rank samples Baseline threshold Einal
(normal) 7Y candidate )
baseline
datasets pool
Match
Snapshot enthalpy
window from
BAS

Figure 4.1: Workflow of baseline construction for incoming snapshot window

4.2 Methodology

According to my preliminary study (Huang et al., 2021), weather conditions and
BAS (building automation system) sensor measurement are separated for baseline
construction. That is, all the collected samples are ranked by enthalpy (weather con-
ditions) firstly, and their entropy is calculated by the covariance of features (sensor

readings) within the samples using Pearson’s correlation. Since it is found that the
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online samples collected over time sometimes have the same values, which leads to an
issue of the nonexistence of Pearson’s correlation coefficient, cosine similarity is used
to derive the correlation coefficient matrix, resulting in EE. Cosine similarity mea-
sures similarity between two random variables by angles on the base of cosine (Connor,
2016). It has been commonly used, particularly in nonlinearly high-dimensional pos-
itive spaces, to perform tasks such as imagery classifications (Li et al., 2022) and
power prediction (Ghasvarian Jahromi et al., 2020).

Cosine similarity between two random variable vectors f; and fi, denoted by

cos < fj, fi >, is defined by:

£:TH,

J

cos < fify>= ———
! |11 fic

(4.1)

where f; = [fij, ..., fui]" and fi = [fig, o, fur) - £ fi is the inner product between f;
and fx. ||fj|| and ||fx|| are L2-norm of fj and fi respectively. The range of cos < fj, fy >
is [-1,1], where 0 indicates two variables are uncorrelated, 1 indicates (positively linear)
correlated between two variables, and -1 indicates (negatively linear) correlated.
During a fault detection process for a building, there are two types of data: in-
coming snapshot data typically collected or streamlined from a building automation
system (BAS) that needs to be judged if it contains faults; And historical data that
represent baseline (normal conditions). Note that both incoming snapshot data and
historical data consist of multiple features (sensor readings) and EE is extracted on
the feature space of historical data according to equations (3.6), (3.9), (3.12) & (4.1).
Only typical building automation system measurements (illustrated in Chen (2019))
are used for this study. The goal of the proposed baseline method is to dynamically
(in real time) construct a customized baseline based on the incoming snapshot data’s

weather condition, time of the day, and operation mode by selecting appropriate (i. e.,
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similar weather, time of the day, and operation mode) samples from historical normal
datasets. As discussed in (Chen, 2019), the main challenge for building system fault
detection is to differentiate abnormality caused by faults from other factors, such as
weather, operation mode (occupied, setback, etc.), and internal load.

Historical data often contains multiple operation modes. There could be different
operation modes even within the same season. Chen (2019) suggests identifying op-
eration mode by classifying historical dataset based on their corresponding operation
mode. Internal load for a commercial building is typically correlated to occupancy.
For buildings that do not have measurements on occupancy, which is the situation
considered in this study, time of the day is used as the best surrogate of occupancy.
Hence Chen et al. (2022a) suggest that if more detailed occupancy information is
not available, then only historical data that had a similar time frame as the incom-
ing data would be used to construct the baseline. Figure 4.2 illustrates the baseline

construction workflow using EE.
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Figure 4.2: Procedures of determination of the number of samples for each snapshot

window by EE
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Algorithm 1 EE baseline construction

Input: Given a test case with respect to historical normal datasets, snapshot window SW, j =

1,

...,w, each SW; with v samples. For the test case, it has enthalpy (ENL) and p sensor

measurements. For the normal samples, denoted as F'F', only p sensor measurements are

considered.

Output: Baseline B

1

10:

11:

12:

13:

: Determine the operation mode by domain knowledge for incoming snapshot data, for the
operation mode, all normal samples from m-day historical datasets are selected, F'F;,i =
1,...,n.

. Initialization: B = ()

For j=1,...,w do:

For the snapshot window, calculate average enthalpy, mswj, from the v samples
within the SW;

Select all samples from historical database that are within the time windows
(SWi—yy ..., SW;,...,SWj4,). Let the total samples be [, and then calculate enthalpy
difference for each sample, AEN Lpp, = |ENLpp, — mswj\

Rank all F'F}, in ascending order according to AENLpp,,k = 1,...,1, and get a set of
ranked samples RH;, RH; = {FF,..., FF} (Note each FF;) has p sensor measures).

Standardize RH; on each measure, and get RH; = {FF('D, s FF(/Z)}.

Initially, take the first s samples from RHJ,- as C; = {FF(/I)7 ...,FF('S)}. Given C}, and
calculate Eigen-Entropy using Egs (3.6), (3.9), (3.12) & (4.1), denoted as EE.

forq=s+1,...,l do:

Append sample ¢ to C; and calculate the Eigen-Entropy using Eqgs (3.6), (3.9), (3.12)
& (4.1), denoted as EE*.

If EE* > EE and EE* / (|C;| — 1) > €, then keep sample ¢ in C}, and update EE with
EE*.

Otherwise, stop and append B with C}.

Return B
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The EE baseline construction process includes an offline portion, which is accom-
plished after historical datasets are collected, and an online portion, which is being
executed for every incoming snapshot window in real time. During the offline process,
a feature selection process is conducted under each operation mode to identify the
features that are highly relevant to building operation. Details about this feature se-
lection process, which uses a Partial Least Square Regression and Genetic Algorithm
(PLSR-GA) method, are described in (Chen, 2019; Chen et al., 2022a). The PLSR-
GA method is used to identify the subset of candidate features that represent the
system performance under each operational mode. The GA searching process is used
to facilitate the process of searching candidate feature subsets. In this study, every
five consecutive days are grouped into one selection scenario under each operation
mode. If a feature is selected in three scenarios, then the feature is used in the de-
velopment of the PCA model. The details of the online EE baseline construction are
summarized in Algorithm 1. The first step is to determine the operation mode and
the corresponding m-day historical dataset based on which the incoming snapshot
(SW) data are by the domain knowledge (Algorithm 1, lines 1). Notice that the num-
ber of days of historical data used for this study is summarized in Table 4.2. Internal
load for a commercial building is typically correlated to occupancy. For buildings
that do not have measurements on occupancy, which is the situation considered in
this study, time of the day is used as the best surrogate of occupancy. Next, for an
incoming SW, corresponding and neighboring SWs in historical datasets should be
explored (so that only historical data that have a similar time of the day would be
initially considered).

Taking one incoming snapshot window SW#7 (9:00 — 9:30) as an example (Algo-
rithm 1, line 3), both corresponding SW #7 and neighboring SWs - SW#4 - SW#6
(7:30 — 9:00) and SW#8 - SW#10 (9:30 — 11:00) in historical datasets should be
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considered (Algorithm 1, lines 5). Among these corresponding and neighboring SWs
in historical datasets, a small number of samples (e.g., 6 samples) with the similar
enthalpy values as the incoming SW are selected as an initialization (Algorithm 1,
line 4). Then remove those samples resulting in a decrease in cumulative entropy
(Algorithm 1, lines 6-12) to obtain the candidate pool. Finally, calculate the entropy
change rate starting from the second sample (Algorithm 1, line 12). If the entropy
change rate is below threshold € (a small number), this indicates that adding one
more sample will not help increase EE; thus, the heterogeneity of the baseline, the
procedure stops (Algorithm 1, line 12). Finally, the baseline is determined (Algorithm
1, line 13).

4.3 Experiments

Two sets of experiments are conducted for evaluating the proposed method. The
first experiment is to assess the accuracy of the baseline in helping fault detection
method to detect faults. For this experiment, the incoming snapshot data are from
real building systems that contain artificially injected faults. To verify the robustness
of the baseline, the second experiment is to assess the false alarm rate of the fault

detection method using the constructed baseline.

4.3.1 Datasets

Datasets used for evaluation are collected from a medium sized commercial build-
ing in Philadelphia, PA (Chen, 2019) as part of an AFDD algorithm development
project (see Figure 4.3). Typical HVAC and BAS systems are equipped for this

building. Three libraries of historical normal datasets under three different operation
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modes (two in the summer season and one in transitional season) have been collected
for baseline development (see Table 4.1). The incoming snapshot data are from two
groups of test cases: those that contain artificially injected faults (for Experiment I)

and those that do not (for Experiment IT). Both experiments contain 14 cases.

Figure 4.3: The medium sized commercial building in Philadelphia, PA

Note samples in each dataset are collected for one day period with a 5-min sample
rate. According to sensitivity analysis of snapshot window size in (Chen, 2019),
30-min is an adequate value for generating a more accurate weather baseline with
a relatively low computation burden. Hence in this study, each test case and each

historical dataset have 48 SWs (w = 48 in Algorithm 1), and each SW with a size of
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30 minutes and 6 samples (v = 6 in Algorithm 1). Each sample consists of multiple

features besides enthalpy. Since building systems operate under different modes in

different seasons, there are different numbers of features in each sample for different

operation modes (p = 100 for Mode 1, p = 182 for Mode 2, and p = 167 for Mode

3, respectively, in Algorithm 1) and there are different numbers of historical datasets

for different operation mode.

Table 4.1: Description of the three operation modes (Adapted from Chen (2019))

Operation  Season Description

mode

Mode 1 Summer The chiller is on continuously. The air handling unit
(AHU)’s cooling coil is operated to maintain the
supply air temperature during the unoccupied time.

Mode 2 Summer The chiller is on continuously during an occupied time
and is operated under an on/off operation mode during
the unoccupied time. The AHU supply air temperature
may not be strictly maintained at its setpoint during
an unoccupied time when the chiller is turned off.

Mode 3 Transitional season and winter The chiller plant is not in use. AHU’s outdoor

dampers are adjusted following a pre-defined
economizer control strategy. On a day when the
outdoor air temperature is extremely low, the AHU
preheating coil is used to preheat the incoming outdoor

air to prevent freezing the coils.
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Table 4.2: Summary of libraries of historical datasets

Library Operation #  of historical # of samples in # of features in
mode datasets (days) each dataset each sample
Library 1 Mode 1 45 288 100
Library 2 Mode 2 55 288 182
Library 3 Mode 3 101 288 167
Table 4.3: Summary of 14 fault test cases
Fault test # of candidate # of fea-
Fault description
case name samples tures
20160706 System stopped at 4:00 PM to 11:30 PM 60480 100
20160907 AHU-2 supply air temperature sensor negative bias 4F 60480 100
20160911 Operator fault, chiller off 60480 182
20161201 AHU-2 outdoor air damper stuck at 90% open 60480 167
20170103 AHU-2 outdoor air damper stuck at 80% open 60480 167
20170114 Occupied from 1:30 AM to 7:00 AM 60480 167
AHU-2 cooling coil valve position software override at
20170811 56448 182
100% open
Chiller chilled water differential pressure sensor positive
20170915 56448 182
bias 0.1 psi
AHU-2 supply air temperature sensor bias fault negative
20180709 60480 182
3.5F
20180710 AHU-2 OA damper stuck at 30% open 60480 182
20180711 AHU-2 cooling coil valve stuck at 80% 60480 182
20180718 AHU-2 OA damper stuck at 60% open 60480 182
20180722 Change weekend occupied schedule to end at 8:20 PM 60480 100
20180723 CHWS temperature sensor negative bias 3.0 F 60480 182
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Table 4.4: Summary of 14 false alarm evaluation cases

Case name

Operational Period # of candidate samples

# of features

20160726
20160826
20160827
20160828
20160829
20161202
20161208
20170120
20170124
20170611
20170619
20170702
20170705
20170816

7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM
7:00 AM - 9:00 PM

60480
60480
60480
60480
60480
60480
60480
60480
60480
60480
60480
60480
60480
60480

100
100
100
100
100
167
167
167
167
182
182
182
182
182
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4.3.2 Benchmark Methods

Since the building researchers more care about the capacity of fault detection
performances in cases with artificial injected faults, two benchmark algorithms, SAX-
WPM model and MPMI, are included for fault detection comparisons in Experiment
L.

MPMI is a general method to assess the information richness of a multivariate

dataset. For a sample x; = [fi1, fi2, .- ., fim], MPMI is defined as

N p(fir, fizy - -+ fim)

(4.2)

where p(fi1, fiz, - -, fim) and p(fi;) are the joint probability of m features and the
probability of feature j in x;, respectively.

For each z; € X, both joint probability and individual feature probability are esti-
mated by histograms under a specific bin number. The MPMI of each sample is then
normalized to obtain normalized MPMI (NMPMI). A rejection sampling algorithm
(Dutta et al., 2019) is applied for sampling decisions. That is, let s; be picked from a
uniform distribution #4(0,1): (1) if NMPMI(x;) > s;, x; is selected; (2) otherwise, z;
is discarded. There is one parameter in implementing MPMI: the bin number. Here,
set the bin number to 128 as in (Dutta et al., 2019).

In SAX-WPM, the symbolic aggregate approximation (SAX) method is first em-
ployed to find similar patterns within a time series dataset, and these patterns are
used to dynamically select qualified samples to generate a baseline. The SAX-WPM

method has shown satisfactory performance over conventional data-driven baseline
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construction methods for high-dimensional building data (Chen, 2019). There are
two parameters in implementing SAX-WPM (Chen, 2019): (1) the snapshot window
size, which, as the name implies, divides a day (24 hours) into snapshots (e.g., 1 hour)
for use in building control and building fault detection; (2) the number of symbolic
letters, which is used to categorize weather conditions. As in (Chen, 2019), the snap-

shot window size is set to 30 min and the number of symbolic letters is set to 10.

4.3.3 FEvaluations

Following the literature on anomaly detection (Albert, 2009; Chen, 2019; Jolliffe,
2002; Kano et al., 2001), Hotelling’s T-Square (7?) is adopted, incorporating the prin-
cipal component analysis (PCA) to identify whether a systematic abnormality exists
in the building operations with respect to the baseline constructed. Specifically, T?,

Hotelling’s T-square for a sample ¢, is defined as

T2 =x'P Z a PTx; (4.3)

where x; is the sample i, P is a loading matrix obtained from PCA, and > a is a set

of the nonnegative eigenvalues corresponding to a principal components. Because T}
follows the F' distribution, its upper bound can be obtained as

a(n—1)

T; = ———Fun1a 4.4

threshold n—a n—1, ( )

where n is the number of samples and « is the level of significance. Here « is set to

0.05, and an abnormal samples ¢ is flagged when T2 > T2 . ...
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According to (Chen, 2019), fault detection ratio (FDR) is defined to evaluate the
performances of the constructed baselines for fault detection. For each test case, FDR

is defined as

FDR == (4.5)

=T

where D is the number of samples flagged as faulty and N is the number of total
samples respectively within a given time period. A test case is considered faulty if its

FDR > 0.5, following building domain knowledge (Chen, 2019).
4.3.4 Experimental Results

Experiment I focuses on 14 artificial fault injection cases, and it is needed to de-
termine the threshold e to generate the baselines. Consequently, 9 different thresholds
€ are tested, ranging from 0.01 to 0.09 with 0.01 increments. After determining the
threshold from Experiment I, it is needed to validate the robustness of this value for
baseline constructions by 14 false alarm evaluation cases in Experiment II. In other
words, constructed baselines under the chosen threshold should be able to detect
as many faulty cases as possible in Experiment I (i.e., a faulty case is successfully
detected if its FDR > 0.5), and will not mis-detect normal cases as faulty ones in
Experiment II (i.e., a normal case is not mis-detected as faulty if its FDR < 0.5).

The results of the fault detection test for 14 fault test cases in Experiment I using
EE-constructed baselines are shown in Figure 4.4. Here the detection rate (fraction
of detected fault test cases) is reported. It can be observed that baselines constructed
by the proposed method are able to detect all fault test cases under e = 0.07 (see
Figure 4.4 (A)). It is worth noting that an average number of baseline samples per

case decreases as expected when € increases (see Figure 4.4 (B)), mainly because a
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higher value of € indicates that additional samples lead to a larger entropy change

rate, and thus a smaller number of only qualified samples can be included.
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Figure 4.4: Detection results for 14 artificial fault injection cases using baselines
constructed by EE under different € ’s: (A) fraction of detected fault test cases; (B)

average number of baseline samples per case. € = (.07 is highlighted in grey.

Next is to validate this ¢ = 0.07 in Experiment II. Note that in Experiment II, all
cases are under normal operation. Hence a smaller value of FDR is desired since it
indicates a lower chance of misdetection. Observing from Figure 4.5, none of these
cases are flagged as faulty ones, or in other words, there is no misdetection. Conse-
quently, ¢ = 0.07 is considered as the stopping criterion in the proposed method to
generate the final baseline, given that the number of baseline samples is relatively
small while all fault test cases are detected under this value and none of false alarm

evaluation cases are mis-detected.
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Detection results for 14 cases in false alarm evaluation
(EE under £=0.07)
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Figure 4.5: Detection results for 14 false alarm evaluation cases using baselines con-

structed by EE under € = 0.07. None of cases are misdetected.

Finally, Table 4.5 presents the comparison of the fault detection results for the
MPMI baselines, SAX-WPM baselines, and those by the proposed EE method under
e = 0.07. As previously mentioned, a fault test case is detected when its FDR is
greater than or equal to 0.5; therefore, it is observed that among the 14 fault test
cases, baselines by MPMI failed to detect 2 cases, cases 20160911 and 20170114, (see
grey-colored rows in Table 4.5), while those by SAX-WPM and EE are able to de-
tect all cases. For case 20160911, the number of samples in the baseline constructed
by EE is 1788, 89.3% less than that of MPMI, which is 22896, and 69.7% less than
that of SAX-WPM, which is 5904; for case 20170144, the number of samples in the
baseline constructed using EE is 2273, 86.4% less than that of MPMI, which is 16656,
and 76.9% less than that of SAX-WPM, which is 9840. For all 14 cases, the average
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number of baseline samples per case using MPMI and SAX-WPM are 15574 and 8099
respectively, while that using EE is 2000.(87.2% and 75.3% less than those of MPMI
and SAX-WPM, respectively, see Figure 4.6). Therefore, baselines constructed using
the EE method require a significantly smaller number of samples than those by the

MPMI method, which also indicates that the proposed method is promising.
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Figure 4.6: Comparison of the results using the MPMI, SAX-WPM, and EE (e =
0.07) methods in terms of the average number of constructed baseline samples across

14 fault test cases.

In summary, this case study demonstrates that the sampling outputs (baselines)
by the proposed EE method (EE-based heterogeneous sampling) outperform the
literature-reported method (MPMI) for fault detections. Additionally, baselines con-
structed by the EE method require significantly fewer samples than those by the
MPMI method. It is concluded that the EE-based sampling method is able to make
sampling decisions such as which samples and how many samples should be included

in the heterogeneous sampling scenario.
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Table 4.5: Comparison of detection results for 14 fault test cases using MPMI, SAX-
WPM, and EE baselines in terms of FDR and the average number of constructed
baseline samples. The two cases that are marked are not detected by the MPMI
baselines but are detected by the EE baselines. (MPMI: bin = 128; SAX-WPM:

snapshot window size = 30-min, number of symbolic letters = 10; EE: ¢ = 0.07)

FDR Number of samples
Fault test case name
MPMI SAX-WPM EE MPMI SAX-WPM EE

20160706 1.00 1.00 1.00 17232 10416 2083
20160907 0.90 1.00 1.00 15216 7344 1905
20160911 0.12 0.92 0.52 22896 5904 1788
20161201 0.88 1.00 0.88 18480 8880 2051
20170103 0.99 0.99 0.99 18672 6432 2142
20170114 0.16 0.78 0.52 16656 9840 2273
20170811 0.89 0.90 0.94 17856 7200 1990
20170915 1.00 1.00 1.00 17952 8016 2024
20180709 1.00 1.00 1.00 22800 7296 1846
20180710 1.00 1.00 0.98 22800 10608 2054
20180711 1.00 1.00 1.00 22896 10320 2095
20180718 1.00 1.00 1.00 22752 8304 2012
20180722 1.00 1.00 1.00 17376 8352 2053
20180723 0.98 1.00 0.99 22848 4224 1679
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4.4 FEigen-Entropy for Other Applications

Previous sections present that the use of Eigen-Entropy for building fault detection
baseline construction. Depending on application purposes, EE can also be used to
select homogeneous samples. In methodology section, a more generalized EE-based
sampling method is described and how it is used to support homogeneous sampling.

Given a dataset X € R™ ™ Algorithm 2 presents the EE(Eigen-Entropy)-based
sampling algorithm to select the subset S from X. The first step is to normalize the
dataset X on each feature (Algorithm 2, line 2) and fill S with some initial samples
to calculate the EE. Next, for each of the remaining data samples, calculate new EE
on the updated S (with the added sample) to observe the change of EE (increasing or
decreasing) and evaluate the rate of change from the EE (Algorithm 2, line 8). The
addition is finalized if the rate of change is below a pre-defined threshold, ¢, a small
number. Depending on the applications, in the case where data leading to the more
homogeneous dataset is desired, EE is expected to decrease; in the case where data
leading to the more heterogeneous dataset is desired, EE is expected to increase.

Moreover, EE-based sampling in Algorithm 2 adopts greedy search strategy to
identify the samples to be included or excluded in the sampling process. It is noted
greedy search may be trapped at local optimum if the EE-curve is not monotonous
increasing or decreasing. Fortunately, the objective here is to continuously update
the EE-curve with added samples to keep the monotonous property of the EE-curve.
For illustration, two example samplings, one on homogeneous sampling case study
and one on heterogenous sampling case (baseline construction) study are shown in

Figure 4.7.
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Algorithm 2 EE-based Sampling - Generalized

Input: X € R™*™ n samples, m features
Output: The subset S from X determined by EE
1: Initialization:

2: Normalize X on each feature to obtain X'
3: Initialize S with a few samples from X'

4: Calculate EE using S (see Definition 1)

5. Sampling Decision:

6: For each of the remaining samples
7 Temporarily add the data element into S
8: Calculate the rate of EE change as m
9: For applications where homogeneous samples are desired
10: If EE decreases, keep the element in S
11: Otherwise, remove the data element from S
12: If the rate of EE change is greater than e, sampling process continues
13: Otherwise, stop
14: For applications where heterogeneous samples are desired
15: If EE increases, keep the element in S
16: Otherwise, remove the data element from S
17: If the rate of EE change is greater than e, sampling process continues
18: Otherwise, stop
19: Return S
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(A) Homogeneous sampling (B) Heterogeneous sampling
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Figure 4.7: Monotonous property of EE-curve is kept while updated with added

samples for (A) a homogeneous sampling case (B) a heterogeneous sampling case.

Finally, it is worth noticing that the direction of EE change in this sampling
method is not order-dependent. For example, if a sample will result in the increase
in the EE, it will eventually increase the EE no matter which order it is added. In
other words, a sample will have the same impact on the overall dataset regardless of

its order.

Proposition 3. The direction of EE change is order-independent. In other words, a
sample resulting in a more heterogeneous dataset will eventually lead to the increase

of the dataset regardless of the order it is added.

Proof. Without loss of generality, suppose there is a dataset X = [x1, X2, ..., Xp] such
that its correlations are c. There is one sample x,11 making X more heterogeneous,

and another sample X2 making X more homogeneous, respectively.

e Scenario 1. Add xp44 first and x4 2 second.
c will first decrease by adding xp41 to X since the dataset becomes more hetero-

geneous, and then increase by adding xp12 to X since the dataset becomes more
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homogeneous. As a result. EE will first increase after adding xp41, and then
decrease after adding xp,2. Suppose X = [X1,Xa,...,Xp, Xpt1,Xp12] Whose

mean and covariance becomes jiy and X+ respectively.

e Scenario 2. Add x4 first and x4 second.
c will first increase by adding xp42 to X since the dataset becomes more ho-
mogeneous, and then decrease by adding xp41 to X since the dataset becomes
more heterogeneous. As a result. EE will first decrease after adding xp2,
and then increase after adding X, 1. Suppose X' = [X1,Xa, . . ., Xp, Xp+2, Xpt1]

whose mean and covariance becomes pix and X~ respectively.

Obviously, it is obvious that py = pyr and 3, = 3. Consequently, the EE
of X' is equal to that of X". Thus it is concluded that the direction of EE change is

order-independent. O

Consequently, the above proof has shown that the direction of EE change in this

sampling method is not order-dependent.

4.4.1 Eigen-Entropy for Homogeneous Sampling in Imbalanced Learning

Here let’s first focus on the imbalanced learning problem to demonstrate the use of
Eigen-Entropy to assist sampling decisions where homogeneous data are to be sam-
pled. Data imbalance is a common phenomenon for machine learning problems in
many fields of study, e.g., cardiovascular disease studies (Fan et al., 2022) or credit
card fraudulent transactions (Carcillo et al., 2021). As a result, prediction regarding
the minorities are of great importance. Extensive research has proposed solutions
to address the challenges of an imbalanced dataset by balancing distributions of

majorities and minorities classes (Wan et al., 2018). Oversampling techniques are
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frequently used (He and Ma, 2013). Common oversampling techniques include the
synthetic minority over-sampling technique (SMOTE) (Chawla et al., 2002), the ma-
jority weighted minority over-sampling technique (MWMOTE) (Barua et al., 2014),
SMOTE + Tomek links (SMTL) (Batista et al., 2004), SMOTE + Edited nearest
neighbors (SMENN) (Batista et al., 2003), EasyEnsemble (EASY) (Liu et al., 2009),
and Balance-Cascade (BC) (Liu et al., 2009). The basic idea behind most of these
oversampling techniques is to generate synthetic samples based on the distribution in-
formation from the minority class to balance the datasets. However, these approaches
may generate noisy or wrong minority samples leading to misclassification (Li et al.,
2020).

Instead of using distribution information, the argument is that if the minority
data samples are carefully selected (e.g., homogeneous samples being selected) as the
basis for generating synthetic samples, the synthetic dataset may be less noisy, result-
ing in better classification performance. Thus the proposed EE is used as a metric
to guide oversampling decisions. Specifically, given a multi-class imbalanced dataset,
for each of the minority classes, Algorithm 2 is applied to identify the homogeneous
samples to generate the synthetic samples to obtain a balanced dataset. In this case,
the smaller the EE is, the less diverse (more homogeneous) the dataset is. In the next
section, where EE is compared against oversampling techniques , cosine similarity is
used as a correlation coefficient measurement because Pearson’s correlations may not
exist, which is observed (Huang et al., 2021), and cosine similarity indeed overcomes

issues of the nonexistence of correlations(Connor, 2016).
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4.4.2 Imbalance Datasets

Two sets of experiments are conducted to validate the efficacy of EE-based ho-
mogeneous sampling. In experiment I, ten publicly available real-world datasets from
KEEL (Alcala-Fdez et al., 2011) and UCI repositories (Ferndndez et al., 2008) are
used in the comparison experiments (see Table 4.6). The first 7 datasets, vehiclel, seg-
ment0, page_block0, penbased , thyroid, shuttle, and ecoli-0-1-4-7_vs_2-3-5-6 (ecoli)
are from KEEL, while the remaining, letter, waveform database generator version 1
(wavefm3), and landsat are from UCI. Among these 10 datasets, 4 (vehiclel, seg-
ment0, page_block0, and ecoli) are with binary classes, and the other 6 are multiclass
datasets. Features in these datasets are numerical.

Experiment II focuses on the FANCY dataset. FANCY (Harer et al., 2017) is
a clinical study to evaluate how acute kidney injury will impact the human’s renal
functionality in a long run, whose dataset is provided by the University of Virginia
with approval from the Institutional Review Board. Since glomerular filtration rate
(GFR) (NIDDK, nd) is an important index measuring the renal functionality, the
value of GFR less than 90 indicates the chronic kidney disease. Therefore, in this
FANCY dataset, there are 9 diseases and 24 healthy cases respectively. Each instance
has 14 urine biomarkers, or equivalently, 14 features. Table 4.7 summarizes the

statistics of data information and more details can be referred to (Huang et al.,

2022).
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Table 4.6: Statistics of 10 experimental datasets (IR: imbalanced ratio)

Datasets  #Instance F#Features #Classes IR

vehiclel 846 18 2 2.9
segment( 2308 19 2 6.02
page_blockO 5472 10 2 8.79
penbased 1100 16 10 1.95
thyroid 720 21 3 36.94
shuttle 2175 9 7 853
ecoli 336 7 2 10.59
letter 5000 16 26 0.96
wavefm3 5000 21 3 2.04
landsat 2000 36 6 1.98

Table 4.7: Statistics of FANCY datasets

Class #Instance #Features Label
Disease (GFR < 90) 9 14 1
Healthy (GFR > 90) 24 14 0
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4.4.3 Benchmark Methods for Imbalance Learning

For comparison purposes, in experiment I, four SMOTE-based oversampling tech-
niques, SMOTE (Chawla et al., 2002), MWMOTE (Barua et al., 2014), SMTL
(Batista et al., 2004), SMENN (Batista et al., 2003), are included because SMOTE
has been widely adopted as an oversampling technique (He and Ma, 2013). In addi-
tion, an entropy-based imbalance degree sampling method, called the entropy-based
oversampling approach (EOS), is included owing to its superior performance in im-
balance learning (Li et al., 2020). As a result, there are a total of five methods that
are compared against the proposed method.

While in experiment II, only SMOTE method is included. It is worth noting that
all these techniques are to generate more samples from the non-majority classes to
obtain the same number of samples as that from the majority class. With the same
goal, instead of randomly selecting samples as the seed to generate new samples such
as in SMOTE, the proposed method is to identify homogeneous samples from the
non-majority classes using EE as the seed for new sample generations via SMOTE.

Thus, the proposed method is termed EE-SMOTE.

4.4.4 FEvaluations

To investigate the information richness of the sampled data to support imbalanced
learning, two commonly used base classifiers, multilayer perceptrons (MLP) (Bishop,
2006) and AdaBoost (Hastie et al., 2009) are implemented (Table 4.8) in experiment
I. For each dataset, 5-fold cross-validation is performed. Each classifier is trained 10
times and the output is the average performance over the 10 runs. The One-vs-Rest

strategy (Rifkin and Klautau, 2004) is applied to multi-class datasets.
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Table 4.8: Summary of two base classifiers used in experiment I

Base Classifier Parameters
AdaBoost 100 boosting iterations
MLP 100 epochs, 0.1 learning rate, 10 hidden layer neuros

Table 4.9: Summary of five base classifiers used in experiment II

Base Classifier Parameters
LR L2’ penalty
SVM-L L2’ penalty, C = 1.0
SVM-RBF C=15
RF 100 estimators, 'gini’ criterion
XGBoost 100 boosting iterations

While in expriment II, five commonly used classifiers are selected, including Logis-
tic Regression (LR) (Cox, 1958), Support Vector Machine with Linear kernel (SVM-L)
(Cortes and Vapnik, 1995), Support Vector Machine with Radial basis function kernel
(SVM-RBF) (Cristianini and Taylor, 2000), Random Forest (RF) (Breiman, 2001),
and XGBoost (Chen and Guestrin, 2016), and corresponding parameters are shown
in Table 4.9. To validate the performance of classifiers, Leave-one-out cross-validation
(Hastie et al., 2009) is used for validation: that is, one instance is selected for testing,

while the rest instances are used for training. Therefore, each classifier is trained 48

times and the performance results are obtained after all iterations.

Recall (Powers, 2011), precision (Powers, 2011), F-measure (Hripcsak and Roth-

schild, 2005) and G-mean (Guo et al., 2016) is used to evaluate performances in
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experiment I. Note that only F-measure is used in experiment II. These evaluation

metrics are defined as below:

TP
RGCCL” == m—m (46)
TP
Precision = ———— 4.
recision = oo s (4.7)

2 X Recall x Precision
F— = 4.8
measare Recall + Precision (48)

TP

G — mean = \/Recall X TN—+FP

(4.9)

where T'P denotes the number of minority samples correctly identified; F'P denotes
the number of non-minority samples incorrectly identified as the minority class; T'N
denotes the number of non-minority samples correctly identified; F'N denotes the

number of minority samples incorrectly identified as the non-minority classes.

4.4.5 Experimental Results on Imbalance Datasets

In experiment I, experiments are conducted varying € from 0.01 to 0.09 with 0.01
increments and it is observed that e as 0.08 offers the most satisfactory classifica-
tion results in terms of performance average and standard deviation (see Figure 4.8).
Thus, the results reported below are with € set to 0.08. With the synthetic samples
generated from the five benchmark methods and the proposed EE-SMOTE, both the
(MLP) and AdaBoost are implemented. Figure 4.9 illustrates the average perfor-

mance of the two classifiers in terms of precision, recall, Fl-score, and G-mean. The
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reason for taking the average performance is to achieve a fair comparison as in (Li
et al., 2020). Tt is observed that EE-SMOTE outperforms the comparison methods
on precision (Figure 4.9(A)), recall (Figure 4.9(B)), F-measure (Figure 4.9(C)), and
G-mean (Figure 4.9(D)). It is also observed that EE-SMOTE has the smallest stan-

dard deviations on all four metrics, indicating the robustness of the algorithm.

Average performances under different € 's using MLP and AdaBoost on 10 datasets

Precision Recall
1.00 1.00
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Figure 4.8: Average performances under different ¢’s from 0.01 to 0.09 using MLP

and AdaBoost on 10 public datasets in terms of precision, recall, F-measure, and

0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09

0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09

G-mean. The most satisfactory results occur at ¢ = 0.08 (in grey)
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Figure 4.9: Average performances using MLP and AdaBoost on 10 public datasets.

In each subplot, the x-axis indicates the methods (SMOTE (SM), MWMOTE (MW),

SMTL (SL), SMENN (SN), EOS (EO), and EE-SMOTE (EE) under € = 0.08 (high-

lighted in grey)).
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In experiment II, the performances of 5 classifiers using SMOTE and EE-SMOTE
can be observed in Table 4.10. Similarly, EE-SMOTE has shown great superiority
over SMOTE for FANCY dataset imbalanced learning. Hence, it is concluded that
the EE-SMOTE sampling method is able to improve imbalanced classification prob-

lems for clinical study.

Table 4.10: Performances of 5 classifiers on FANCY dataset (SMOTE vsEE-SMOTE)

Classifier SMOTE EE-SMOTE

LR 0.82 0.96
SVM-L 0.89 0.94
SVM-RBF 0.92 1.00
RF 0.88 1.00
XGBoost 0.78 0.96
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4.5 Conclusion

This chapter proposes and validates an Eigen-Entropy sampling method. Eigen-
Entropy (EE), defined through eigenvalues from a correlation magnitude matrix using
multivariate datasets, is used as a decision-making criterion. It is able to automati-
cally determine which samples and how many samples should be collected to construct
a subset to support specific applications. Experimental results show that baselines
construct by this method can reach comparable AFDD performances to those by an
existing nonlinear mathematical model (SAX-WPM), and outperform those by an-
other information-entropy-based method (MPMI) for the fault detection cases. This
demonstrates the accuracy and robustness of the baseline. The imbalance learn-
ing case studies show that the proposed EE-SMOTE method outperforms five other

methods reported in the literature.
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Chapter 5

EIGEN-ENTROPY FOR CROSS-DATASET BUILDING FAULT DETECTION

5.1 Background

Buildings are complex and integrated systems consisting of multiple sensors, sub-
systems, and automatically controlled components. According to the United Nations
Environment Programme, 36% of global energy use and 39% of energy-related carbon
dioxide emission is attributed to building systems (International Energy Agency &
United Nations Environment Programme, 2018). And, 30% of building energy usage
is wasted (Pérez-Lombard et al., 2008) due to malfunctioning control, operation, and
building equipment (Energy Conservation in Buildings & Communities programme,
1996). It is estimated additional energy consumption caused by some key building
faults is anywhere between 0.37 to 17.96 EJ each year in the U.S. (Roth et al., 2004).
One viable solution for an energy-efficient building system is automatic fault detec-
tion and diagnosis (AFDD) (Roth et al., 2004). From building design to the retrofit
and commissioning process, understanding the reliability of a building and its en-
ergy faults is critical. Faults that degrade the performance of the entire building
should be detected, diagnosed, and rectified, while in practice, significant follow-up
and technical assistance to correct faults are required once detected and diagnosed.
Over the past decades, many AFDD methods have been developed for component
level and whole building level. Katipamula, Brambly, and Kim provide a compre-
hensive review and classification for methods used for Heating, Ventilation, and Air
Conditioning (HVAC) system AFDD (Katipamula and Brambley, 2005a,b; Kim and

Katipamula, 2018). Generally speaking, there are two groups of AFDD methods:
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qualitative and quantitative model-based methods (such as rule-based and physics-
model based); and process history-based methods (mostly various data-driven and
machine learning-based methods). Qualitative and quantitative models are easy to
understand and are popular among building engineers and researchers. However, the
issues are the high development cost, low scalability due to their needs to be cus-
tomized for each specific building/project (such as the associated physics-based mod-
els, rules, and thresholds). As a result, the market adoption rate has been low (Frank
et al., 2018). Process history-based methods have therefore received great attention
in recent years for their good scalability and low implementation cost. However, the
performance of a process history-based method heavily relies on the data that the
method is trained from, and it is recognized that the quality of the training data
strongly affects the performance of process history-based AFDD tools (Omri et al.,
2021).

Literature-reported AFDD methods are mostly developed and evaluated using
simulated system data (Li and O’Neill, 2018; Shi and O’Brien, 2019). This is due to
the difficulties of obtaining and analyzing real building data. Implementing faults and
obtaining data that contain fault impacts in real buildings are already challenging.
Cleaning and analyzing real building data to obtain “ground truth” is even more
arduous since unexpected naturally occurred faults could exist in the system and cause
abnormalities or complicate (sometimes even eliminate) the fault impacts expected
from the artificially implemented faults.

Strategies that are only tested using simulated data might experience difficulties
when applied to real buildings due to the two following issues: 1) data quality issues
with typical building automation system data (missing data, noise, sensor faults, sen-
sor accuracy, etc.), and 2) inherited differences between simulated data and real data,

in terms of fault symptoms and data characteristics. After all, no model is perfect to
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represent reality completely. These challenges exist for all AFDD strategies but are
more significant for process history-based (data-driven) methods since their perfor-
mance depends on the data quality. Consequently, the preliminary research (Huang
et al., 2022) studies two sets of experiments to seek answers to this question. The first
experiment is to evaluate data-driven fault detection strategies on real and simulated
building data separately. The results show that the fault detection performances are
not affected by fault detection strategies, sizes of training data, and the number of
cross-validation folds when training and blind test data come from the same data
source, namely, simulated or real building data. The second experiment is to conduct
a cross-dataset study, that is, develop the model using simulated data and tested
on real building data. The results indicate the model trained on simulated data is
not generalized to be applied for real building data for fault detection. Kolmogorov-
Smirnov Test is conducted to confirm that there exist statistical differences between
the simulated and real building data and identify a subset of features with similari-
ties between the two datasets. Further, using the subset of the feature, cross-dataset
experiments show fault detection improvements on most fault cases. The conclu-
sion is that AFDD strategies trained by simulations may not achieve satisfactory
effectiveness when directly applied to real building systems, mainly because mea-
surements from simulation system data may still contain different information from
real-world scenarios (More details can be referred to the Appendix A). As simulations
are validated by real-world domain knowledge, it is assumed that the relationships
among various building components remain consistent between real-world and simu-
lated datasets. This assumption prompts to explore leveraging these relationships to
enhance the AFDD system.

Consequently, this chapter presents an innovative method for feature extraction

from graphs to facilitate the implementation of cross-dataset AFDD strategies for
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HVAC systems. Specifically, this approach involves extracting these relationships by
training the model on simulated data and applying these learned relationships to
real data, utilizing graph techniques.Graph techniques involve a set of interconnected
components that are used to depict connections and tackle complexities in systems.
They are effective for capturing relationships from simulated data and applying them
to real data analysis in this scenario.The graph comprises nodes representing features
and edges symbolizing the connections between them, reflecting relationships or in-
terdependencies. In this scenario, graph structures are generated using simulated
data by considering the relationships between various attributes. The AFDD model
is then trained using the entropies obtained from these configurations. This process of
constructing graphs is iterated with actual data to calculate entropies, and ultimately,
the model trained on simulated data entropies is tested using the entropies from the
real data to make predictions. This method illustrates how graph structures can be
utilized for the application of knowledge from simulated data to make predictions on
real data, thereby enhancing the predictive accuracy of models trained on simulated

data and evaluated on real data.

5.2 Methodology

In this section, some concepts from graph theory are introduced. Then the pro-
posed algorithm presents how to create graphs and extracted corresponding EEs as

features for both simulation and real building data respectively.

5.2.1 Graph

In graph theory, a graph is a mathematical structure used to present pairwise re-

lationship between objects (Diestel, 2017). A graph, G(V, E), is composed of vertices
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(V') and edges (F) that connect pairs of vertices. Typically, given a graph with m
vertices (in the context of building systems, m features), it can be represented by an
m x m adjacency matrix, where elements of the matrix indicate edges, as illustrated

in Figure 5.1.

Eiy Eip - Emm
Ez1 Ezpp - Epm

Emi Emz - Emm

(A) A graph with m nodes (B) Corresponding adjacency matrix

Figure 5.1: An example of graph and corresponding adjacency matrix

As previously mentioned, if the elements in a building system are viewed as nodes
and the connections between elements as edges, then the relationships between pairs
of building components can be represented by an adjacency matrix. This matrix helps
visualize how the components are interconnected and how they influence each other.
These connections reflect the correlation values among the features.

In the building domain, the interconnections between components are often as-
sessed through correlations (Liang et al., 2021). Subsequently, the graph’s adjacency
matrix resembles the correlation magnitude matrix when using EE. While the corre-
lations are based on simulated data and represented through edges, it is anticipated
that the correlation values may not be precisely identical due to potential noise in
real data. However, the general trends of the significant correlations are expected to
remain consistent as both the simulated and real building data adhere to physical

principles, which is validated by domain knowledge (Huang et al., 2022). Hence, EE
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is preferred for demonstrating correlation patterns rather than using direct correla-
tion values derived from simulated data.This enables the use of patterns observed
in features derived from simulated data to analyze trends in real data, rather than

relying solely on correlation values.

5.2.2 EE-graph-based Feature Extraction for Cross-dataset AFDD

Algorithm 3 presents the EE-Graph-based feature extraction approach on both
real and simulation building data. When presented with a fault test case containing
fault and fault-free datasets obtained from an actual building system, the first step
involves selecting a fault test case from a simulation that matches this real-world
scenario in terms of fault type and severity level. Subsequently, it is essential to verify
the common features shared by these two cases, denoted as m, as outlined (Algorithm
3, line 1). This is because designs of simulation building systems may differ from real
ones in terms of sensors or zone areas even though they are the same type of buildings
(commercial or residential). After identifying the matched simulation fault test case,
it is needed to select those fault and fault-free samples from simulation and real data
that match the operation mode between these two building systems (Algorithm 3,
line 2), since any building systems will operate differently under normal conditions
in response to the environment (i.e., the position of outdoor air damper will be open
at 40 % of position during the summer period). Then each feature is normalized in
fault and fault-free data for simulation and real building, respectively (Algorithm 3,
lines 3-4).

In this research, data from simulating building performance is utilized to train a
data-driven AFDD strategy. This involves acquiring knowledge of graph structures

from simulations during the training phase and subsequently applying it to an actual

71



building system. Given ng,s fault and ng, s fault-free samples in simulation, the
first step is to obtain Ngps and Ny, g, fault and fault-free snapshot windows by di-
viding these numbers using the window size of W (Algorithm 3, line 5). Subsequently,
derive M feature correlations by computing correlations for every pair from m fea-
tures using each snapshot window of Ny,r and Ny, f, respectively (Algorithm 3,
line 6)., and then conduct two-sample t test on each of M feature correlations. This
helps to identify significant feature correlations that can distinguish between fault
and fault-free snapshot windows to form a set of M significant edges (Algorithm 3,
line 7). Based on the t-statistics of these connections, these connections are divided
into (¢ — 1) groups based on the ¢ quantiles (Algorithm 3, line 8) and generate P
graphs from all groups (Algorithm 3, line 9). For each of P graphs, EE is calculated
by Eq (3.12) and thus for each of fault and fault-free snapshot windows, there are
P EEs for each matched simulation fault test case. Afterwards, P graph structures
learned from the matched simulation fault test case can be replicated for the real
fault test case, and P EEs can be extracted (Algorithm 3, lines 11-13). Ultimately,
the obtained EEs are generated for both the actual and the corresponding simulated
fault test scenarios to substantiate the investigation (Algorithm 3, line 14). Figure

5.2 also provides a corresponding flowchart of the whole process.
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Algorithm 3 EE-graph-based feature extraction

Input: A fault test case from a real building system containing a pair of fault and fault-free
real datasets, each real dataset consisting of m,. features, and multiple fault test cases from
a simulation building system, each case containing a pair of fault and fault-free simulated
datasets, each simulated dataset consisting of m, features

Output: Extracted EEs for the real and the matched simulation fault test cases

Initialization

1: Select the simulated fault test case matching the real one according to the fault type,
fault severity level and operation mode, and identify m common features.

2: Select N p and ngp, r samples from the simulation fault and fault-free datasets, and
Nrealf aNd Nyeqrpr samples for the real fault and fault-free datasets by matching the
operation mode between simulation and real building systems, respectively.

3: Normalize each feature for simulation building samples (both fault and fault-free).

4: Repeat the Step 3 for real building samples (both fault and fault-free).

Training phase: feature extraction on the matched simulation fault test case

5: Obtain N and Ny, p fault and fault-free snapshot windows in simulation fault test
case for by dividing the total number of samples using the window size of W.

6: For each pair from the m features, calculate feature correlations using samples present
in each of fault and fault-free snapshot windows, respectively. Therefore, M feature cor-
relations can be calculated for both Ny, ¢ and Ny, - snapshot windows corresponding
to faults and fault-free scenarios.

7: Conduct two-sample t-test on each of M feature correlations, and obtain corre-
sponding t-statistics and p-values. Select those feature correlations that can distin-
guish between fault and fault-free samples from each of the snapshot windows (i.e.
whose p-value < a = 0.05). These selected M " correlations form a set of signifi-

cant edges, E = {eq,e2,...,e,p} , and the set of corresponding t-statistics for E is

T = {t1,t2,...,tyy}-
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Algorithm 3 EE-graph-based feature extraction (continued)

8:

10:

Group significant edges from E into ¢ clusters by the ¢ quantiles of absolute value of

t-statistics from T.

: For each cluster, construct graph(s) using edges. Then obtain P graphs in total for

both simulation fault and fault-free snapshot windows.

Compute the EEs for each of the graphs represented by P using Equation 3.12 for
both simulation fault and fault-free snapshot windows., EES™f and EEs™fr  where
EES™ = (EES™(j)}, EES™ (i) = {EEJ™}, i = 1,... Nypny; EES™E

{(EESIE ()}, EESE(j) = (EES™"}, j =1, Nampeip=1,..., P.

Test phase: feature extraction on real building data

11:

12:

13:

Repeat Step 4 to obtain Nyeqp and Nyeqpr fault and fault-free snapshot windows in
real fault test case respectively.

Follow procedures of Step 9 to construct P graphs for both real fault and fault-free
snapshot windows.

Repeat Step 10 to obtain EEs for real fault and fault-free snapshot windows, EErealf
and EE™! where EEe2!f = {EErealf (i)} BE™!f (i) = {EE<Y} i = 1,... Nyeay;
EErealfr — (EErealfr (j)} BErealfr(j) = (EE""} j=1,... Neewpri p=1,.... P.

14:

Return EES™f and EESI™ for the simulated fault test case, EErelf and EErealfr for

the real fault test case, respectively.
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Training phase

A matched simulation fault
test case with Ny, ¢ fault and
Ngimsr fault-free  samples,
each consisting of m features

Obtain ~ Ngjpy fault and
Ngimpr fault-free snapshot
windows

Calculate correlations on m
features on each of fault and
fault-free snapshot windows

Identify M correlations as
significant edges that can
distinguish fault and fault-
free snapshot windows by
two-sample t-test

Group M edges into gq
clusters by the q quantiles of
corresponding [t-statistics|

A

Construct rings using edges
from each cluster. Then
obtain P graphs for all fault
and fault-free  snapshot
windows

Test phase

A real fault test case with
fault and fault-free datasets,
each consisting of m features

Obtain  Nyeqy fault and
Nyeaipr fault-free snapshot
windows

4

Calculate correlations on m
features on each of fault and
fault-free snapshot windows

A

Obtain EEs from P graphs
for all fault and fault-free
snapshot windows

Train data-driven models by
extracted EEs (simulation
test case)

Obtain P graphs for all fault
and  fault-free  snapshot
windows by the procedure in
the training phase

Obtain EEs from P graphs
for all fault and fault-free
snapshot windows

4

Test data-driven models on
extracted EEs (real test case)

Figure 5.2: Flowchart of cross-dataset AFDD
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5.3 Experiments
5.3.1 Datasets

Simulation building datasets used for training in this study are generated by
Lawrence Berkeley National Laboratory (LBNL) (Granderson et al., 2022) from a
single-duct variable-air-volume (VAV) air handling unit (AHU) virtual testbed, which
provides heating and cooling to the middle floor of a three-story DOE large office ref-
erence building. Figure 5.3 illustrates this building structure and floor layout. It can
be noticed thatthe conditioned floor space consists of a single interior zone and four
perimeter zones, where AHU distributes conditioned air by five VAV boxes. Figure 5.4
shows the schematic diagram of the corresponding simulated AHU. Main AHU com-
ponents include the supply and return fans (both with a variable frequency driver),
cooling and heating coils and control valves, and outdoor air and return air dampers,
while main VAV components include reheating coil and control valves, and terminal

damper.

Top

7 % VAV ZoneN
r/()()) Box #3 313.42 m?(3,373.62 SQFT)

Supply Duct
.

. .
i > VAV
Middle
. ox
BN  Floor Zone W Zonec
x

201.98 m? LGEN  2.532.32 m?(27,257.66 SQFT)
(2,174.09

Zone E
201.98 m?
SQFT) (2,174.09
— 7 SQFT)

\ . Bortom
\ nj . Zone N VAV
\ Floor 313.42 m? (3,373.62 SQFT)

Total 3563.12 m? (38353.10 SQFT)

Figure 5.3: DOE large office reference building and the one floor layout (adapted

from (Granderson et al., 2022))
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Figure 5.4: Schematic diagram of a single-duct AHU (adapted from (Granderson
et al., 2022))

Real building datasets used for test are generated from the ASHRAE 1312 re-
search project (Wen and Li, 2011; Li and Wen, 2007). These datasets are collected
from a laboratory building that is set up like a small office building whose layout
is shown in Figure 5.5. As can be observed, the building consists of HVAC systems
with two VAV boxes, each serving 4 different rooms, and the design of the test fa-
cility is intended to have each AHU serving room with nearly identical loads. Each
HVAC system serves rooms facing east, west, south, and one interior room. During
the study, System A (AHU-A and all A rooms) is artificially injected with various
commonly occurring faults while System B (AHU-B and all B rooms) is continuously
operated in a fault-free state. Figure 5.6 demonstrates the main components of the

AHU system, which consists of supply air and return air fans; preheat, cooling, and
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heating coils; heating and cooling control valves; recirculated air, exhaust air, and

outdoor air dampers.

AHU-A AHU-B Mechanical
E E _+—  room
cs . N ¢ Z | Classroom
Classtoom | Display Int.>,1nt. Y g
Room [>A || B e
2| 3
5
2
e ,
West B  Media | p7qi°A
KAAKS  center 5554 [ Served by AHU-A
pWest A) East B
LA [ Served by AHU-1
Reception
AN ] Served by AHU-B
Computer SO];H :S(Xt Office
center R

Figure 5.5: Energy resource station (ERS) experimental setup (adapted from (Wen

and Li, 2011))

Notice that in reality, the operating conditions of an AHU are subject to the out-

door air temperature and humidity due to seasonal variations. Therefore, as shown

in Figure 5.7, there are four operational modes for an AHU, namely, mechanical

heating mode (Mode 1), economizer cooling mode (Mode 2), mechanical and econo-

mizer cooling mode (Mode 3), and mechanical cooling mode (Mode 4). More detailed

descriptions about these modes can be found in (Granderson et al., 2022).
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Figure 5.6: Schematic diagram of an AHU in ERS (adapted from (Wen and Li, 2011))
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Figure 5.7: Operating modes of an AHU (adapted from (Wen and Li, 2011))

As illustrated earlier, there is a need to confirm simulation fault test cases that
match studied real fault test cases according to the similar fault types, fault severity

levels and operation modes. It is feasible to link a simulated fault test case to multiple
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real cases. To illustrate this point, five pairs of cases have been recognized, with each
pair comprising a real fault test case and its corresponding simulated counterpart.
(see Table 5.1), all operating under the mechanical cooling mode (Mode 4). Among
these cases, three faults are regarding cooling coil valve, and the rest are regarding
OA damper. Please notice that all simulation fault test cases share the same fault-
free datasets because the data is generated with the same environment (e.g., weather)
from the same normally operating virtual testbed; however, fault-free datasets may
slightly differ among all real fault test cases because they are collected under the dif-
ferent environments. Finally, since the size of the studied simulation office building is
different from that of real one, there is a need to identify common features between

these two fault test cases, and the results are shown in Table 5.2.

Table 5.1: Summary of paired fault test cases for cross-dataset AFDD

Training datasets (LBNL simulation) Test datasets (ASHRAE real building data)

Case No.
Fault test case # samples  Fault test case # samples
Cooling Coil Valve neims 172k  Cooling Coil Valve Nrealf 600
Y Stk 25%Open .. 171k Stuck 15% Open  mupn 600
Cooling Coil Valve nsims 168k  Cooling Coil Valve Nrealf 600
’ Stuck 50% Open Ngimpr 171k Stuck 65% Open Nrealfr 600
OA Damper Stuck Neims 170k  OA Damper Stuck Nrealf 600
s 10% Open Ngimpr 171k Fully Closed Nreal fr 600
OA Damper Stuck Neims 118k OA Damper Stuck Norealf 600
1 75% Open Neimpe 171k 45% Open Noreal fr 600
OA Damper Stuck Neims 118k OA Damper Stuck Nrealf 600
° 75% Open Neimpr 171k 55% Open Norealfr 600

*Ngimy: simulation fault samples; ngim pr: simulation fault-free samples.

Nreals: Teal fault samples; ny.cqrfr: real fault-free samples.
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Table 5.2: Summary of features shared between simulation and real fault test case

Feature index Feature name Feature description

1 SE-WAT AHU supply air fan power

2 MA-TEMP  AHU mixed air temperature

3 OA-TEMP  AHU outdoor air temperature

4 RA-TEMP  AHU return air temperature

5 RA-DMPR  AHU return air damper position
6 SA-TEMP  AHU supply air temperature

7 SF-SPD AHU supply air fan speed

8 RF-SPD AHU return air fan speed

9 OA-DMPR  AHU outdoor air damper position
10 CHWC-VLV  AHU cooling coil valve position
11 RF-WAT AHU return air fan power

5.3.2 Benchmark Methods

For comparison purposes, the graph neural network (GNN) is employed as the
benchmark algorithm. GNN (Wu et al., 2023) is a type of neural network that pro-
cesses data structured as graphs, enabling the capturing of complex relationships
and interdependencies between nodes. In this study, the GNN model extracts fea-
tures from the created graphs for both simulated and actual data, which are then
compared with the detection performance obtained using the proposed approach.
Besides, detection performances achieved with raw features and significant edges are
included for comparisons as well (Note raw features mean the original features without
any pre-processing applied, and significant edges mean those identified correlations

in Alogrithm 3 Line 6).
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5.3.3 Evaluations

Machine learning models, such as decision tree (DT) (Yan et al., 2016), random
forest (RF) (Wang et al., 2021), and support vector machine (Li et al., 2016), have
been widely applied to support building AFDD. In this research, two classifiers, DT
and RF, are used because they are non-parametric and are capable of modeling com-
plex relationships. Even though SVM can provide good classification performance, it
may require higher computational expenses for training when handling with the large
volume of data (Cervantes et al., 2008).

According to (Lin et al., 2020), four metrics, AUC, recall, precision, and F-measure
(F) are commonly used as data-driven AFDD performance evaluations. The latter

three metrics are calculated as below:

TP
= ———F—F—= 1
Reca TPLFN (5.1)
TP
Precision = ———— 5.2
recision = o5 s (5.2)

e 2 x Recall x Precision

Recall + Precision

Here, true positive (7'P) means the number of fault samples/snapshot windows
correctly identified; true negative (T'N) means the number of fault-free samples/snapshot
windows correctly identified; false positive (F'P) means the number of fault-free sam-
ples/snapshot windows incorrectly identified as fault ones; false negative (F'N') means
the number of fault samples/snapshot windows incorrectly identified as fault-free ones.

Recall is defined as the number of correctly identified fault samples over total

number of fault samples (see Eq (5.1)). Precision is defined as the number of true
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fault samples over total number of predicted fault samples (see Eq (5.2)). F-measure
is a combined metric derived from recall and precision (see Eq (5.3)). Three metrics
emphasize more the detection of true fault samples. All these metrics range from 0
to 1. The greater these metrics are, the more effective the performance of the AFDD
model.

AUC, or area under the curve, is to measure the performance of a classifier at
various thresholds (McClish, 1989), representing the degree of separability archived
by the classifier. The range of AUC is from 0 to 1, and if AUC is equal to or lower
than 0.5, it indicates no or poor ability of the classifier to distinguish two classes
(McClish, 1989); if AUC > 0.6, then it is said to be acceptable discrimination (Yang

and Berdine, 2017).

5.3.4 Experimental Results

Snapshot windows for every paired fault test case, simulation, and real building
data, comprising both faulty and fault-free samples, are acquired using a window size
of 30, as recommended in. (Chen et al., 2022a) (W = 30 in Algorithm 3, line 5).
During the training phase, significant edges are identified to distinguish fault and
fault-free snapshot windows. Tables 5.3 and 5.4 summarize the information about
the number of snapshot windows and significant edges identified, respectively.

Note that in Algorithm 3, the number of quantiles, ¢, is needed to group signifi-
cant edges into clusters so as to construct graphs in each cluster. Since there is no set
rule about this value of the quantiles, three commonly used ones in statistics (Witte
and Witte, 2017), namely tertiles (3-quantiles), quartiles (4-quantiles) and quintiles
(5-quantiles), are tested. Table 5.5 presents the test outcomes achieved with DT

and RF models trained using features extracted from simulated data and applied to
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real building snapshot windows. It has been noted that the test outcomes for quin-
tiles surpass those for tertiles and quartiles, as all instances exhibit an AUC > 0.6
when employing DT or RF. This suggests that both classifiers can effectively differ-
entiate between fault snapshot windows and those without faults. In this instance,
other measures such as recall, precision, and F-measure surpass at least two scenar-
ios. Moreover, on an average, extracted features under quintiles are fewer than those
under tertiles and quartiles (see Table 5.6). Consequently, results under quintiles is

used to compare against another approaches.

Table 5.3: Summary of the number of snapshot windows for paired fault test cases

Training datasets (LBNL simulation)  Test datasets (ASHRAE real building data)

Case No.

Fault test case Nyims  Neimgr Fault test case Nrears Nreaifr

1 Cooling Coil Valve 5.7k 5.7k Cooling Coil Valve 20 20
Stuck 25% Open Stuck 15% Open

2 Cooling Coil Valve 5.6k 5.7k Cooling Coil Valve 20 20
Stuck 50% Open Stuck 65% Open

3 OA Damper Stuck 5.7k 57k OA Damper Stuck 20 20
10% Open Fully Closed

4 OA Damper Stuck 5.7k 5.7k OA Damper Stuck 20 20
75% Open 45% Open

5 OA Damper Stuck 5.7k 5.7k OA Damper Stuck 20 20

75% Open

55% Open

*Ngimys: simulation fault snapshot windows; Ng;pm s, simulation fault-free snapshot windows.

Nyears: real fault snapshot windows; Nyeqipr: real fault-free snapshot windows.
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Table 5.4: Number of significant edges identified for training fault test cases

Training fault test case # Significant edges
Cooling Coil Valve Stuck 25% Open 26
Cooling Coil Valve Stuck 50% Open 49
OA Damper Stuck 10% Open 39
OA Damper Stuck 75% Open 54

Table 5.5: Results on real snapshot windows under three quantiles using DT and RF
(AUC > 0.60 underlined and bold)

DT - Decision Tree

Tertiles Quartiles Quintiles
Case No.
AUC Recall Precision F  AUC Recall Precision F  AUC Recall Precision F
1 0.45  0.00 0.00 0.00 0.43 0.10 0.29 0.15 0.68 0.90 0.62 0.73
2 0.95 0.90 1.00 095 0.18 0.25 0.22 0.23 0.63 0.25 1.00 0.40
3 0.83 0.65 1.00 0.79 0.50 0.65 0.50 0.57 0.90 0.80 1.00 0.89
4 0.95 0.90 1.00 095 1.00 1.00 1.00 1.00 0.93 0.85 1.00 0.92
5 0.90 0.80 1.00 0.89 0.98 095 1.00 097 0.88 0.75 1.00 0.86

RF - Random Forest

Tertiles Quartiles Quintiles
Case No.
AUC Recall Precision F  AUC Recall Precision F  AUC Recall Precision F
1 0.45  0.00 0.00 0.00 0.93 0.90 0.95 092 0.70 0.90 0.64 0.75
2 0.98 0.95 1.00 0.97 0.63 0.25 1.00 0.40 0.60 0.20 1.00 0.33
3 0.85 0.70 1.00 0.82 0.55 0.65 0.54 0.59 0.85 0.70 1.00 0.82
4 0.98 0.95 1.00 0.97 1.00 1.00 1.00 1.00 0.88 0.75 1.00 0.86
5 0.95 0.90 1.00 0.95 0.98 0.95 1.00 0.97 0.80 0.60 1.00 0.75
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Table 5.6: Summary of number of extracted features under three quantiles

Case No. Tertiles Quartiles Quintiles

1 4 4 2
2 22 14 11
3 9 3 4
4 29 14 15
5 29 14 15
Average 19 10 9

Figure 5.8 displays the detection results obtained by DT when utilizing raw fea-
tures, significant edges, GNN features, and EEs across quintiles. Using DT as the
detection model, it is evident that employing EE features (the proposed method) re-
sults in AUC values exceeding 0.60 for all four test cases. Conversely, the utilization
of other features (e.g., raw features, significant edges and GNN features),do not yield
satisfactory AUC values. Specifically, in Case 1, EEs achieve AUC of 0.68, recall of
0.90, precision of 0.62, and F-measure of 0.73, whereas raw features attain AUC of
0.50, recall of 0.00, precision of 0.00 and F-measure of 0.00; significant edges attain
AUC of 0.30, recall of 0.00, precision of 0.00 and F-measure of 0.00; GNN features
attain AUC of 0.50, recall of 1.00, precision of 0.50, and F-measure of 0.67. In Case
2, EEs achieve AUC of 0.63, recall of 0.25, precision of 1.00, and F-measure of 0.40,
whereas raw features attain AUC of 0.50, recall of 0.00, precision of 0.00 and F-
measure of 0.00; significant edges attain AUC of 0.55, recall of 0.10, precision of 1.00
and F-measure of 0.18; GNN features attain AUC of 0.50, recall of 0.00, precision
of 0.00, and F-measure of 0.00. In Case 3, EEs achieve AUC of 0.90, recall of 0.80,
precision of 1.00, and F-measure of 0.89, whereas raw features attain AUC of 0.50,

recall of 0.11, precision of 0.50 and F-measure of 0.18; significant edges attain AUC
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of 0.90, recall of 0.80, precision of 1.00 and F-measure of 0.89; GNN features attain
AUC of 0.50, recall of 1.00, precision of 0.50, and F-measure of 0.67; In Case 4, EEs
achieve AUC of 0.93, recall of 0.85, precision of 1.00, and F-measure of 0.92, whereas
raw features (Raw) attain AUC of 0.50, recall of 0.00, precision of 0.00 and F-measure
of 0.00; significant edges (Edge) attain AUC of 0.93, recall of 0.85, precision of 1.00
and F-measure of 0.92; GNN features attain AUC of 0.50, recall of 0.00, precision
of 0.00, and F-measure of 0.00; In Case 5, EEs achieve AUC of 0.88, recall of 0.75,
precision of 1.00, and F-measure of 0.86, whereas raw features (Raw) attain AUC of
0.50, recall of 0.00, precision of 0.00 and F-measure of 0.00; significant edges (Edge)
attain AUC of 0.93, recall of 0.85, precision of 1.00 and F-measure of 0.92; GNN
features attain AUC of 0.50, recall of 0.00, precision of 0.00, and F-measure of 0.00.

Figure 5.9 displays the detection results obtained by RF when utilizing raw fea-
tures, significant edges, GNN features, and EEs across quintiles. Similarly, using
RF as the detection model, it is evident that employing EE features (the proposed
method) results in AUC values > 0.60 for all four test cases. Conversely, the uti-
lization of other features (e.g., raw features, significant edges and GNN features),do
not yield satisfactory AUC values. Specifically, in Case 1, EEs achieve AUC of 0.70,
recall of 0.90, precision of 0.64, and F-measure of 0.75, whereas raw features attain
AUC of 0.50, recall of 0.00, precision of 0.00 and F-measure of 0.00; significant edges
attain AUC of 0.48, recall of 0.00, precision of 0.00 and F-measure of 0.00; GNN
features attain AUC of 0.50, recall of 0.00, precision of 0.00, and F-measure of 0.00.
In Case 2, EEs achieve AUC of 0.60, recall of 0.20, precision of 1.00, and F-measure
of 0.33, whereas raw features attain AUC of 0.50, recall of 0.00, precision of 0.00 and
F-measure of 0.00; significant edges attain AUC of 0.63, recall of 0.25, precision of
1.00 and F-measure of 0.40; GNN features attain AUC of 0.98, recall of 1.00, precision
of 0.95, and F-measure of 0.98. In Case 3, EEs achieve AUC of 0.85, recall of 0.70,
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precision of 1.00, and F-measure of 0.82, whereas raw features attain AUC of 0.49,
recall of 0.00, precision of 0.07 and F-measure of 0.00; significant edges attain AUC
of 0.88, recall of 0.75, precision of 1.00 and F-measure of 0.86; GNN features attain
AUC of 0.55, recall of 1.00, Precision of 0.53, and F-measure of 0.69; In Case 4, EEs
achieve AUC of 0.88, recall of 0.75, precision of 1.00, and F-measure of 0.86, whereas
raw features attain AUC of 0.50, recall of 0.00, precision of 0.00 and F-measure of
0.00; significant edges attain AUC of 0.93, recall of 0.85, precision of 1.00 and F-
measure of 0.92; GNN features attain AUC of 0.50, recall of 0.00, precision of 0.00,
and F-measure of 0.00; In Case 5, EEs achieve AUC of 0.80, recall of 0.60, precision
of 1.00, and F-measure of 0.75, whereas raw features attain AUC of 0.50, recall of
0.00, precision of 0.00 and F-measure of 0.00; significant edges attain AUC of 0.88,
recall of 0.75, precision of 1.00 and F-measure of 0.86; GNN features attain AUC of
0.50, recall of 0.00, precision of 0.00, and F-measure of 0.00.

In conclusion, both DT or RF models trained with EE features are capable of
identifying faults in all fault test cases with superior AUC values (AUC > 0.60)
compared to models trained with other features. This indicates that the suggested

method is successful in enhancing fault detection across datasets.
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(A) Performances on Case 1 Real Data by DT using different methods

AUC Recall Precision F-measure
1.0 1.01 Loo 0.90 1.04 1.0 4
0.8 0.8 0.8 4 0.8 0.73
0.68 0.62 0.67
0.6 0.50 0.50 0.6 0.6 4 0.50 0.6
0.4 0.30 0.4 0.44 0.4
0.2 0.2 4 0.2 4 0.2
0.0 0.0 0.00 0.00 0.0 0.00 0.00 0.0 0.00 0.00
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE
(B) Performances on Case 2 Real Data by DT using different methods
AUC Recall Precision F-measure
1.0 1.0 4 1.04 LO0 L0 1.0 4
0.8 0.8 0.8 4 0.8
0.63
0.6 0.50 0.55 0.50 0.6 4 0.6 4 0.6
0.4 0.4 0.4 4 0.4 0.40
0.25 0.18
02 0.2 0.10 |_| 0.2 0.2 d
0.0 0.0 1.0:00 ] 0.00 0.0 L0:00 0.00 0.0 1.0:00 |—| 0.00
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE
(C) Performances on Case 3 Real Data by DT using different methods
AUC Recall Precision F-measure
T.00 T.00 T.00
1.0 0.90 0.90 1.0 4 1.04 1.0 0.89 0.89
0.8 0.8 0.80 0.80 0.8 4 0.8
0.67
061 050 0.50 061 0.61 ¢.50 0.50 0.6
0.4 H 0.4 0.4 H H 0.4
0.18
0.2 024 011 0.2 4 0.2
0.0 T T T T 0.0 ‘:I T T T 0.0 T T T T 0.0 I:I T T T
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE
(D) Performances on Case 4 Real Data by DT using different methods
AUC Recall Precision F-measure
1.0 0.93 0.93 | 1.0 1.0 4 = = 10 0.92 0.92
0.85 0.85
0.8 0.8 1 0.8 0.8
061 0.50 0.50 061 061 0.6
0.4 0.4 0.4 4 0.4
0.2 0.2 0.24 0.2
0.0 0.0 0.00 0.00 0.0 0.00 0.00 0.0 0.00 0.00
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE
(E) Performances on Case 5 Real Data by DT using different methods
AUC Recall Precision F-measure
T.00 T.00
1.0 0.93 088 | 101 085 1.0 1.0 0.92 0.86
0.8 0.8 9 0.75 0.8 0.8
0.6 0.50 0.50 0.6 4 0.6 0.6
0.4 0.4 4 0.4 4 0.4
0.2 0.2 0.2 0.2
0.0 0.0 0.00 0.00 0.0 0.00 0.00 0.0 0.00 0.00
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE

Figure 5.8: Comparisons of DT performances for 5 fault test cases using different
features (Raw: Original features; Edges: Significant edges; GNN: extracted GNN

features; EE: features by the proposed method (highlighted in grey))
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(A) Performances on Case 1 Real Data by RF using different methods

AUC Recall Precision F-measure
1.0 1.0 0.90 1.04 1.0
0.8 0.8 1 0.8 0.8 0.75
070 0.64
061 0.50 0.48 0.50 061 061 0.61
0.4 0.4 0.4 0.4 4
0.2 0.2 0.24 0.2
0.0 0.0 0.00 0.00 0.00 0.0 0.00 0.00 0.00 0.0 0.00 0.00 0.00
Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE Raw Edge GNN EE
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(C) Performances on Case 3 Real Data by RF using different methods
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Figure 5.9: Comparisons of RF performances for 5 fault test cases using different
features (Raw: Original features; Edges: Significant edges; GNN: extracted GNN

features; EE: features by the proposed method (highlighted in grey))
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5.4 Conclusion

This chapter presents a new method for extracting entropy features from graph-
structured data is introduced to facilitate the development of cross-dataset building
AFDD. The approach involves calculating EE values from the graph structures of
both simulated and real datasets. Subsequently, machine learning models for AFDD
(e.g., decision tree and random forest) are trained using the EE values from simulated
data and then tested on EE values from the real data. To assess the effectiveness of
the proposed method, five distinct fault scenarios (consistent between simulated and
real datasets) are examined under faulty and fault-free conditions. The experimental
findings indicate that the features extracted by the proposed method from simulation
data can notably enhance fault detection performance in real-world building fault
scenarios. Additionally, the proposed method outperforms the benchmark and other
approaches for the most fault cases, showcasing the effectiveness and generalizabil-
ity of the proposed approach for analyzing building HVAC systems across different
datasets. This delivers two important messages: (1) graph-structured data can be
applied to support for AFDD by characterizing the coupling effects among compo-
nents in the building systems; (2) EE, as a type of information entropy, can be used

as features to support for machine learning tools.
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Chapter 6

EIGEN-ENTROPY FOR FAULT DIAGNOSIS BAYESIAN NETWORK
CONSTRUCTION

6.1 Background

Building Heating, Ventilation and Air conditioning (HVAC) systems are com-
plex with a variety of sensors, subsystems and automatically controlled components.
According to the United Nations Environment Programme, approximately 135 EJ
operational energy demand and 10 Gt energy-related carbon dioxide emission are at-
tributed to the building systems in 2021 (United Nations Environment Programme,
2022). It is also reported that 30% of this energy usage (Pérez-Lombard et al., 2008)
is wasted due to malfunctioning sensors and components in the HVAC systems (En-
ergy Conservation in Buildings & Communities programme, 1996; R.Brambley and
Katipamula, 2009). Automatic fault detection and diagnosis (AFDD) technologies
thus are vital to ensure satisfactory building performances, especially from the as-
pect of energy efficiency (Roth et al., 2004). Field studies and practices indicate that
AFDD technologies can not only achieve up to 20% building energy savings (Piette
et al., 2001) but also improve equipment lifecycles and indoor comforts (Granderson
et al., 2020; CIBSE, 2007; Ginestet et al., 2008) .

Modern building HVAC systems typically include a set of multiple, highly coupled
subsystems such as cooling/heating plant, primary air distribution, and terminal air
distribution subsystems. Due to the coupling effect among building components, a
fault occurring in one equipment or subsystem may propagate and influence other

equipment or subsystems (Yan et al., 2017; Cauchi et al., 2018). Hence, component-

92



level AFDD methods may not be efficient and suitable solutions to the root cause
analysis for cross-level faults, i.e., faults causing adverse effects across multiple com-
ponents and subsystems (Chen et al., 2022). Chen et al. (2022) has provided an
example of a chiller supply water temperature sensor bias fault (e.g., sensor reading
higher than actual temperature) in the chiller plant which would cause the cooling
valve open position in a downstream air handling unit (AHU) to be lower than nor-
mal. In this case, a component-level AFDD tool that only monitors the AHU might
result in false alarms such as a cooling coil valve fault or a supply air temperature
sensor fault. Hence, a root cause analysis is necessary to ensure the correct diagnosis
of cross-level faults.

Compared with fault detection studies, much fewer fault diagnosis/root cause
analysis studies exist (Chen et al., 2023). A root cause analysis has shown its impor-
tance to improve quality assurance, reliability and performance in many fields, such as
power systems (Wang et al., 2018), manufacturing (Lokrantz et al., 2018). Bayesian
networks (BNs) have been extensively studied as a root cause analysis technique. For
example, Wang et al. (2018) conduct an analysis on root causes of occurring alarms
in thermal power plants based on posterior probability from BN. In their research,
the BN is constructed by one child node and multiple parent nodes that describe
the relationship between an alarm variable and root-cause variables using the process
knowledge. Lokrantz et al. (2018) propose a BN-based graphic probabilistic models
using the expert knowledge to identify the causality of failure and quality deviation
among multiple manufacturing stages, where network parameters are trained by his-
torical data, and root cause is inferred according to defect types and measurements.
Liu et al. (2022) develop a strong relevant mechanism BN combining process mech-
anism analysis with historical data mining for unmonitored root cause variables in

chemical plants fault diagnosis, which showed great practicability and satisfactory
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performances in fault propagation recognitions. Amin et al. (2021) present a hy-
brid data-driven method integrating principal component analysis with the Bayesian
networks for fault detection and diagnosis in process plants, which demonstrated a
strong efficacy of diagnosis performance while maintaining lesser false diagnosis. In
(Amin et al., 2019), the same authors develop a dynamic Bayesian network-based
fault detection and root cause diagnosis, which had an ability to convert the contin-
uous process data into meaningful evidence instead of a probabilistic domain. There
are also some BN studies emphasizing cross-level fault diagnosis in an HVAC system.
For example, Chen et al. (2018) propose a whole building fault diagnosis method
based on Discrete BN to isolate faults causing significant abnormalities in multiple
subsystems/equipment during system operation, and further design a weather and
schedule-based pattern matching Discrete BN to diagnose cross-level faults in build-
ing HVAC systems for real-time fault diagnosis and isolations (Chen et al., 2022).
Pradhan et al. (2021) develop a dynamic BN-based approach that incorporated the
temporal dependencies of fault nodes between time steps using temporal conditional
probabilities to improve accuracy for a whole building level fault diagnosis.
However, existing BN-based diagnosis methods highly rely on heuristics processes
to learn causal relationships among fault status and symptoms, and their causal mech-
anism is primarily determined by the expert knowledge. While promising, heuristics
processes by the domain knowledge may not be adequate and effective for the fault
diagnosis in more complex buildings, especially those with multiple coupled subsys-
tems. Other than being labor intensive, these approaches may not discover underlying
coupling effects among the subsystems comprehensively. This leverages a data-driven
approach to interrogate the fault-symptom causalities to construct the BN structure.
A notable emerging field is causal learning (CL) which uses the observational data to

learn causality and it is believed that CL presents new opportunities to address do-
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main specific challenges (Cheng et al., 2022). In general, CL research focuses on two
categories (Scholkopf, 2022): (1) causal effects estimation; and (2) causal structure
learning. Causal effects estimation is to investigate how much changing one variable
will influence another given a causal structure assumption between these two vari-
ables. This can be done by the counterfactual inference (Pearl, 1988, 2009) which
assesses the strength of causality between two events by inferring the likelihood of
one event not occurring when another is absent. Causal structure learning, on the
other hand, is to induce the structure describing the causal relationships from vari-
ables to others, and BN is one of the prevailing causal structure learning tools as it
has shown the ability to represent the probabilistically conditional independence in a
graph model, providing an efficient and expressive way for knowledge representations
and acquirements (Jiang et al., 2019).

Despite the extensive research conducted on BN, there have been limited investi-
gations into the causal structure construction from the causal effect estimation per-
spective using observation data, especially the BN construction for building fault
diagnosis. As reviewed earlier, most building research using BN has heavily relied on
the domain experts’ knowledge. Additionally, the existing research on BN-based fault
diagnosis primarily relied on the assumption of the symptom independence (Chen
et al., 2022 a,b), which may not always be valid.

Consequently, this chapter presents an entropy-based causality framework for
cross-level faults diagnosis and isolation in building HVAC systems. The hypothesis
behind this methodology is that the building is an interconnected system comprising
multiple subsystems, and when a fault occurs, co-evolving of multiple symptoms may
present some unique patterns. Motivated by this idea, a new concept termed “syn-
chronicity” is introduced to describe the co-evolving patterns, in conjunction with

a CL-based framework to induce the BN structures. Specifically, Eigen-Entropy is
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employed to characterize the “synchronicity”. Next, causal inference is used for causa-
tion measurements between the fault status and symptoms to decide what symptoms
should be included in the BN structure model. Finally, the performance of the pro-
posed framework is validated by three fault test cases. More details can be found in

(Huang et al., 2024).

6.2 Methodology

This section begins with introductions on three concepts, namely BN model, Pearl
Causality, and Synchronicity. Next the proposed entropy-based causality learning
framework, termed Eigen-Entropy Causal Learning (EECL), is presented for BN

structures learning.
6.2.1 BN Model for Building System Fault Diagnosis

Bayesian Network (BN) is a probabilistic graphical model representing a set of
variables and their conditional dependencies via a directed acyclic graph, which can
be used to reveal causal relationships between faults and symptoms. Figure 6.1 below

illustrates an example of a BN model for fault diagnosis in the building systems.

Figure 6.1: A BN model for fault diagnosis
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In this BN model, F1 and F2 are fault nodes that represent two distinct faults,
while E1, E2 and E3 are evidence nodes that are indicatives (symptoms) of the
presence of a fault. Arcs from the fault nodes to the evidence nodes demonstrate
the direct causation that a fault has on the occurrence of the evidence. By Bayes
theorem (Barber, 2012), posterior probabilities of faults (F1 and F2) given these
evidence nodes (E1, E2, and E3) can be calculated to infer which fault is more likely
to affect the system. For instance, if the posterior probability of F1 is greater than
that of F2, the fault is said to be F1. Clearly, the link between faults and evidence
nodes plays a crucial role in facilitating fault diagnosis in building systems based on

BN.
6.2.2 Pearl Causality

Pearl Causality (Pearl, 2009), a method for estimating causal effects in fault-
symptom relationships, is often employed to support the inference of BN structure.
It Also known as counterfactual inference, it assesses the likelihood that one event is
the cause of another, which is usually evaluated by the probability of necessity. Given
two binary-valued events, X and Y, let z and y stand for the propositions X = 1 and
Y = 1, respectively, " and y stand for their complements (X = 0 and Y = 0). The

probability of necessity (PN) is then defined as:

PN=P(Yx_o=0X=1Y =1)=P(y,|z,y) (6.1)

Consequently, PN stands for the probability that event y would not have occurred
in the absence of event x, denoted as (y;,) , given that z and y did actually occur.

Supposing the frequencies of X and Y are as shown in Table 6.1, the PN can be
calculated as (Pearl, 1999):
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Table 6.1: Frequency data of events X and Y

X=1 X =0
Y=1 niy no1
Y=0 10 Moo

’ ni1+n n
Ply) = Plyla') _ ™5 — 62
P(z,y) o

n

PN = P(y,|z,y) =

where n = nq1 + nig + no1 + ngp. When PN > 0.5, the causal relationship from x to
y is confirmed (Tian and Pearl, 2000).

In this study, event X serves as an indication of the fault status in the building
systems. Specifically, when X = 1, it signifies the occurrence of a fault, indicating
fault conditions. On the other hand, when X = 0, it represents normal operations,
indicating fault-free conditions. Additionally, event Y is another indicator that de-
scribes specific properties related to multiple symptoms, referred to as synchronicity.

To illustrate this idea, take an example of one fault, AHU Cooling Coil Valve
Stuck Fully Open (CoolCoiValStuck_0) and two evidence nodes, AHU Cooling Coil
Discharge Air Temperature (CC-DA-TEMP) and AHU Cooling Coil Valve Control
Signal (CC-VLV). Therefore, X = 1 indicates the occurrence of CoolCoiValStuck_0,
X = 0 indicates the nonoccurrence of CoolCoiValStuck_0 (fault-free condition); Y = 1
indicates the synchronicity exist between CC-DA-TEMP and CC-VLV, and Y = 0
is asynchronicity. Suppose ny1; = 16 (the frequency of synchronicity under this fault)
and ng; = 14 (the frequency of synchronicity under fault-free condition); niy = 484
(the frequency of synchronicity under this fault) and ngy = 986 (the frequency of
asynchronicity under fault-free condition). Given these values, PN can be obtained

by Eq (2), which is 0.54, greater than 0.5. Thus, it is concluded that the synchronicity
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between CC-DA-TEMP and CC-VLV is attributed to CoolCoiValStuck_0.
Consequently, the following parts will provide a comprehensive explanation of the

term synchronicity is explained and elucidate how Pearl Causality is employed to

ascertain the BN structure. This BN structure will then be utilized to facilitate fault

diagnosis in the building systems.

6.2.3 FEigen-Entropy and Synchronicity

As discussed earlier, the EE method has been used to quantify the homogeneity
(or heterogeneity) of a tabular dataset. The interest of this research is on multi-
ple time-series, and here “synchronicity” is defined to describe the multi-time series

dataset property which can be measured by EE.

Definition 2. Multiple time series collected from the system may present some co-
evolving patterns. If the trend of movements aligns over time, that is, the time series
may increase, decrease or remain constant together with respect to time, this pattern

is defined as synchronicity.

Without loss of generality, consider two time series, X; and Xs, where X; =
[Z11, T12, - ., T1n), Xo = [@a1,To2,. .., Xay), and wx;; refers the time point j of time

series 7. At time ¢, cosine similarity between X; and Xy, is defined as:

\/ Zzzl T1;T24 (6.3)

t t
\/Zi:l I%z \/Zz‘:1 x%z

cos < Xip, Xop > =
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The corresponding cosine similarity magnitude matrix on X, and Xy is

1 g
C; = 2 (6.4)
1
where cf, is the magnitude of cosine similarity between Xy, and X, ¢ty = |cos <

X1, Xop > | and ¢, = ¢&;. Thus eigenvalues A and N, can be derived from Cj to
obtain EE (see Eq 3.12). Please note for multiple time-series, the dimension of the
cosine similarity magnitude matrix increases accordingly.

Given the magnitude of cosine similarity between Xj; and Xy, corresponding
Eigen-Entropy can be obtained by Eq 3.12. EFE;; be the Eigen-Entropy calculated
for Xy and X, at time point ¢; (X, and Xo,) and EFEy be the Eigen-Entropy
calculated for X; and X, at time point ty (X4, and Xop,), where ¢ < to. If EE; <
EE}, the trends of the time series are assumed to have become more synchronous
or aligning from time points ¢t; and t5, and vice versa. Therefore, the value of EE
indicates the degree of alignment between the movements of these time-series, or
their synchronicity. If the time-series movements are well aligned or highly positively
correlated, the value of EE would be zero or close to zero. As the movements become
less aligned, the value of EE increases, reaching its maximum when the movements
are completely misaligned or highly negatively correlated.

To illustrate this concept, Figure 6.2 presents a simple example which shows the
relationships among the movement trends, cosine similarities, and EEs for these two
time-series under different scenarios: (1) both X; and X, increase over time; (2) X
remains constant while X increases over time; and (3) X decreases while X3 increases
over time. In Figure 6.2 (A), where X; and X, exhibit well aligned movements

over time (scenario (1)), indicating a strong positive correlation, the cosine similarity
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between X; and X increases, and the corresponding EE decreases. In Figure 6.2 (B),
as X7 and X, show divergent movements (scenario (2)), the cosine similarity between
X and X, decreases, and the corresponding EE increases. In Figure 6.2 (C), X; and
X, exhibit movements in completely opposite directions (scenario (3)), depicting a
strong negative correlation, the cosine similarity decreases significantly, and the EE
increases markedly over time.

Note that the patterns for cases where both X; and X5 decrease, X; remains con-
stant while X, decreases, and X, increases while X, decreases, are similar to Figure
6.2 (A), (B), and (C) respectively. Therefore, it is concluded that EE can be used as
a metric to measure the synchronicity, describing the phenomenon of multiple time

series showing trends of aligned movements over time.
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Figure 6.2: Trend of movement, cosine similarity and EE between two time series
X; and X, over time when (A) X; and X, both increase; (B) X; decreases and X,

increases; (C) X; remains constant and X5 increases.
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6.2.4 FEigen-Entropy-based Causality Learning (EECL)

This research focuses on the building HVAC fault diagnosis/root cause isolation.
This involves the use of evidence nodes, which are comprised of sensor readings ob-
tained from the building system over a specific time frame. These evidence nodes
can be regarded as multiple time series. Upon analyzing the data, it is observed that
when a system contains fault(s), the evidence nodes exhibit synchronicity. This has
led to an assumption that the synchronicity among evidence nodes is attributed to
the system fault(s). As a result, this causal assumption leads to identify evidence
nodes for constructing BNs. In other words, it is needed to decide which evidence
nodes are associated with which fault.

Algorithm 4 presents the detailed procedure. Specifically, given k fault nodes
(a.k.a., fault test cases), each fault node including one fault dataset (i.e., data from
the system that contain fault(s)) and corresponding baseline dataset, each dataset
consisting of d days’ data, each day’s data with ¢ time points (¢ samples), and m
evidence nodes (m symptoms), Algorithm 4 presents the EECL method to determine
the evidence nodes for each fault node so as to construct a BN for fault diagnosis. The
initialization stage is to identify a set of critical evidence nodes for each fault node
as candidates to support the BN construction. This involves four main steps. The
first step (Algorithm 4, line 1) is to obtain feature importance score of each evidence
node by training a machine learning model (e.g., random forest classifier) using all
k fault datasets, and then select those evidence nodes whose importance scores are
greater than a set value through sensitivity analysis (e.g., in this study, 0.05). This
forms a set of critical evidence nodes that can differentiate all k& fault datasets, saying
E.u. Then follow a similar procedure to obtain multiple sets of evidence nodes for

any individual test case ¢ (Algorithm 4, line 2), E;;’s (i # j), each set containing
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Algorithm 4 BN construction by EECL for fault diagnosis

Input: k fault nodes, each fault node with one fault and one baseline datasets, each

dataset consisting of d days’ data, each data with m evidence nodes and t time points

Output: Bayesian networks for fault diagnosis, BN

Initialization

1:

Obtain a set of critical evidence nodes that can differentiate all k£ fault datasets, Eaj,

according feature importance scores from the machine learning model.

: For fault node i, i =1, ...,k do:

Repeat Step 1 to obtain multiple sets, each set containing critical evidence nodes
that can differentiate its fault dataset from another fault dataset of fault node j, E;j},
j=1,.. ki#7j.

Repeat Step 1 to obtain a set of critical evidence nodes that can differentiate its fault
dataset baseline, F;.

Obtain a set of critical evidence nodes by taking the union of E,p, E;;’s and E;, E;

Assign importance score to each evidence node in E; by taking its maximum value of
importance scores among Eay, E;jj’s and Ej.

Rank each evidence node in E; by its importance score in a descending order to obtain

~

a ranked evidence node set, E; = {e(1), €(2), .- }-

Evidence nodes selection

8:

9:

10:

11:

For fault node ¢, i = 1, ..., k do:
For day p, p=1,...,d do:
Normalize each evidence node from E; of fault data with respect to its baseline data
in day p.
Calculate Eigen-Entropy (EE) by Eq 3.12 on E; for each ¢ time point on fault data

in day p using the first gth samples, FF,,q = 2, ..., t.
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Algorithm 4 BN construction by EECL for fault diagnosis (continued)

EE,

12: Derive normalized E'E for each ¢ time point, NEE,, where NEE, = T

13: Assign 1 for each ¢ time point, NEFE, if NEE, < €; 0 otherwise.

14: Repeat Steps 11-13 for baseline data in day p.

15:  Obtain frequency table given results from Steps 11-14, and calculate PN by Eq 6.2.

16: If PN < 0.5, update E; by removing the last ranked evidence node, and repeat Steps
11-14.

17:  Otherwise, stop and output ;.

18: Return BN by linking k fault nodes with {Ey, ..., Ey}.

critical evidence nodes that can distinguish its fault dataset from that of other test
case (Algorithm 4, line 3), and also to identify a set of critical evidence nodes that
can differentiate between its fault dataset and baseline, saying E; (Algorithm 4, line
4). Hence, a set of critical evidence nodes is obtained for the test case by taking
the union of E,y, multiple E;;’s and Ej;, saying E;, which contains critical evidence
nodes from previous steps. Next, assign an importance score to each evidence node
in E; by taking the maximum value of its importance scores among E.n, E;;’s and
E; (Algorithm 4, lines 5-6), and finally, rank all evidence nodes in E; in a descending
order according to their importance score to obtain a set of ranked, critical evidence
nodes, E; (Algorithm 4, line 7).

Figure 6.3 illustrates an example given the scenario of three fault node, Fi, F5
and F3, one baseline node B, and four evidence nodes, Fy, F5y, F3, and E4. Using a
machine learning model (e.g., random forest), the important scores for F;, Es, Ej,
and E, that can distinguish three fault nodes (Fy vs. Fy vs. F3) are all 0.2; Next
focus on the F; only, and assess these evidence nodes by distinguishing pairwise fault
nodes (Fy vs. Fy; Fy vs. F3): the scores for E, Ey, E3, and Fy4 are 0.15, 0.25, 0.20,
and 0.05 for F} vs. F,, and 0.23, 0.24, 0.36, 0.17 for F} vs. Fj respectively; then
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obtain the scores for F} vs. B are 0.05, 0.62, 0.00 and 0.33. Therefore, from these
scoring results, rank evidence nodes according to their max score in a descending

order (scores: Fy > FE3 > Ey > E).

Fyvs.F,vs.F3 Fyvs.F,
M Evidence Score Evidence Score
@ @ @ Ey 0.20 Ey 0.15 Ranking evidence nodes for F,
E; 0.20 E; 0.25
E; 0.20 E; 0.20 Rank | Evidence | Max Score
Baseline node E4 0.20 Ey 0.05 1 E, 0.62
» Fyvs.B Fyvs.F3 » 2 E3 0.36
Evidence Score Evidence Score 3 E4 0.33
E 0.05 E 0.23
Evidence nodes E: 062 E: 022 u o 02
@ @ @ Es 0.00 Es 0.36
E4 0.33 E, 0.17

(1) (2) 3)

Figure 6.3: An illustrative example of procedures of obtaining the set of ranked critical
evidence nodes for one fault node. (1) 3 fault nodes and one baseline with 4 evidence
nodes; (2) For one fault node, Fi, obtain (importance) scores for each evidence node

under different comparison scenarios: (3) Rank evidence nodes by max score for Fj.

Next stage is to start selecting evidence nodes for each fault node. For each day
in a fault node, the first step is normalize each evidence node in E; of the fault
data with respect to its corresponding baseline (Algorithm 4, line 10). Then for
both fault data and baseline, calculate EE on E; for each time point ¢ and obtain
corresponding normalized EFE, NEE,; assign 1 if NEE, is smaller than a certain
threshold e, indicating the existence of synchronicity among evidence nodes at time
point ¢ (that is, evidence nodes exhibit the trend of aligned movements over time ¢);
0 otherwise (Algorithm 4, lines 11-14).

After going through all d days’ data, a frequency table can be obtained for this

fault node, where X = 1 indicating fault conditions, X = 0 indicating fault-free con-
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ditions, Y = 1 indicating synchronicity, otherwise, ¥ = 0. The frequency information
is used for probability of necessity (PN) calculations to assess the causal relationship
from fault status to synchronicity among E; (Algorithm 4, line 15). If the PN < 0.5,
it indicates the causal relationship does not hold between that fault condition and the
synchronicity of the evidence nodes; thus, remove the last ranked evidence node from
E; (note that in this approach no evidence node is added) and continue the process;
otherwise stop and output the final evidence nodes for this fault node (Algorithm 4,
lines 16-17). Finally, go through the procedures for all fault nodes, and construct BN
by linking all fault nodes to corresponding evidence nodes selected (Algorithm 4, line

18).

6.3 Experiments
6.3.1 Datasets

A virtual HVAC system testbed developed using Modelica in Dymola environment
(Fritzson, 2014) is used to generate experimental data in the experiment, and Figure
6.4 shows the schematics of the HVAC system. The developed HVAC system model is
for a one-floor, five-zone medium-sized office building, which has one Air Handler Unit
(AHU) connected with five Variable Air Volume (VAV) terminal boxes serving five
zones (four exterior zones, and one interior zone, respectively). Heating and cooling
are delivered by a single-duct VAV system and the reheat in the VAV terminals is
supplied by electric resistance coils. The chilled water is supplied by a central chiller
plant which consists of a chiller, a waterside economizer, a cooling tower, and one
chilled water pump and one condenser water pump. A boiler, fed by natural gas,

supplies the hot water to the AHU heating coil.
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Figure 6.4: Schematic diagram of the simulated HVAC system

Figure 6.5 presents the Modelica model for the studied HVAC system, which is de-
veloped based on the open-source Modelica Buildings Library (MBL) (Wetter et al.,
2014) and verified against a medium-sized office DOE prototype model (Goel et al.,
2014) developed by Pacific Northwest National Laboratory in EnergyPlus (Crawley
et al., 2001). The system model consists of three components, namely an HVAC sys-
tem, a building envelope model, and a model for air flow through building leakage and
through open doors based on wind pressure and flow imbalance of the HVAC system.
The HVAC system is sized for Chicago, IL, USA in climate zone 5A. The HVAC
system control complies with American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE) standards and guidelines or literature-reported
practices. For example, the air-side control sequences follow ASHRAE Guideline 36

(ASHRAE, 2018) and the water-side control sequences follow ASHRAE project RP-
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1711 (Taylor et al., 2019). More details of this HVAC system model can be found in

(Fu et al., 2021; Lu et al., 2021; Li et al., 2024).
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Figure 6.5: Modelica implementation of the studied HVAC system for a commercial

building

In this study, three fault datasets and one fault-free dataset collected from this
virtual testbed are used. Specifically, these three fault datasets are those collected
when the virtual testbed is operated under one of the three different commonly-
occurring physical fault conditions, namely, AHU Cooling Coil Valve Stuck Fully
Open (CooCoiValStuck_0), AHU Outdoor Air Damper Stuck Fully Closed (OAD-
amStuck_100) and Supply Duct Leakage at a degradation rate of 20% (SupDucLea_20),

respectively (see Table 6.2), while the fault-free dataset is collected when the virtual
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testbed is operated under normal conditions. Specifically, the fault-free dataset serves
as the baseline for each fault node; in other words, the three fault nodes share the
same baseline dataset. Since the HVAC system is sized for Chicago, IL, USA in cli-
mate zone HA and the fault injection period starts at the beginning of the day on
July 9 and continues for four weeks until August 5, the ranges of temperature and
relative humidity are 24-29 °C and 50% to 70% respectively. Each dataset (both fault
and fault-free) consists of 28-days’ data, each day’s data collected under the sampling
rate of 5 minutes, thus containing 120 time points (samples) for the entire occupied
hours (unoccupied hours excluded); consequently, there are 3360 samples in total for
each fault node. Here 15 days’ data (1800 samples) from each fault node are used as
the training dataset while 5 days’ data (600 samples) are used as the test datasets for
validation, and the remaining 8 days are excluded because these days correspond to
the periods when the building is unoccupied. Detailed information about the training

and testing days can be found in Table 6.3.

Table 6.2: Description of three fault nodes

Fault # Fault node name Fault node description

1 CoolCoiValStuck 0 AHU Cooling Coil Valve Stuck Fully Open

2 OADamStuck_ 100 AHU Outdoor Air Damper Stuck Fully Closed

3 SupDucLea_20 Supply Duct Leakage at a degradation rate of 20%

It is worth noticing that both fault and fault-free datasets have 132 evidence
nodes. Out of these 132 evidence nodes, 50 are related to the AHU or chiller. Since
building faults usually occur in AHUs or chillers, these evidence nodes are important
and thus considered as the candidates for the BN construction. The descriptions of

these evidence nodes can be found in Table 6.4.
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Table 6.3: Days considered for BN-based model training and test

Datasets Occupied days
Training Days 1-3; Days 6-10; Days 13-17; Days 20-21
Test Days 22-24; Day 27-28

Table 6.4: Description of evidence nodes

Evidence # Evidence node name  Evidence node description

E1l SA-TEMP AHU Supply Air Temperature

E2 SA-TEMP-STP AHU Supply Air Temperature Set Point
E3 OA-DB-TEMP AHU Outdoor Air Dry Bulb Temperature
E4 OA-WB-TEMP AHU Outdoor Air Wet Bulb Temperature
E5 MA-TEMP AHU Mixed Air Temperature

E6 RA-TEMP AHU Return Air Temperature

E7 CC-DA-TEMP AHU Cooling Coil Discharge Air Temperature
ES8 SF-SPD AHU Supply Air Fan Speed

E9 OA-DMPR AHU Outdoor Air Damper Control Signal
E10 RA-DMPR AHU Return Air Damper Control Signal
El1l EA-DMPR AHU Exhaust Air Damper Control Signal
E12 SA-CFM AHU Supply Air Mass Flow Rate

E13 OA-CFM AHU Outdoor Air Mass Flow Rate

E14 RA-CFM AHU Return Air Mass Flow Rate

E15 EA-CFM AHU Exhaust Air Mass Flow Rate

E16 CC-VLV AHU Cooling Coil Valve Control Signal
E17 HC-VLV AHU Heating Coil Valve Control Signal
E18 SAD-FLOW AHU Supply Air Duct Static Pressure
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Table 6.4 Description of evidence nodes (Continued)

Evidence Index

Evidence node name

Evidence node description

E19
E20
E21
E22
E23
E24
E25
E26
E27
E28
E29
E30
E31
E32
E33
E34
E35
E36
E37
E38
E39
E40

SAD-FLOW-STP
CC-HTR

HC-HTR
SF-PWR-CONS
CHWS-TEMP
CHWR-TEMP
CWS-TEMP
CWR-TEMP
HWS-TEMP
HWR-TEMP
CHWS-TEMP-STP
CHW-DIFF-FLOW
CHW-FLOW-STP
HWS-TEMP-STP
HW-DIFF-FLOW
HW-FLOW-STP
CHW-FLOW-CC
CHL-CHW-FLOW
WSE-CHW-FLOW
CW-FLOW
CHL-CW-FLOW
WSE-CW-FLOW
HW-FLOW-HC
BLR-HW-FLOW
HW-FLOW-BYPS
CHL-PWR
DIFF-SAT-STP
DIFF-OAT-MAT
CHW-COOLING
VAV-FLOW-SUM
MA-TEMP-1
MA-TEMP-2

AHU Supply Air Duct Static Pressure Set Point

AHU Cooling Coil Heat Transfer Rate

AHU Heating Coil Heat Transfer Rate

AHU Supply Air Fan Power Consumption

Chilled Water Loop: Chilled Water Supply Temperature

Chilled Water Loop: Chilled Water Return Temperature

Condenser Water Loop: Cooling Water Supply Temperature

Condenser Water Loop: Cooling Water Return Temperature

Hot Water Loop: Hot Water Supply Temperature

Hot Water Loop: Hot Water Return Temperature

Chilled Water Loop: Supply Chilled Water Temperature Set Point

Chilled Water Loop: Measured Differential Pressure

Chilled Water Loop: Differential Pressure Setpoint

Hot Water Loop: Supply Hot Water Temperature Set Point

Hot Water Loop: Measured Differential Pressure

Hot Water Loop: Differential Pressure Setpoint

Chilled Water Loop: Chilled Water Flow Rate into the Cooling Coil

Chiller: Chilled Water Flow Rate of the Chiller

Chilled Water Flow Rate of the Water Side Economizer (WSE)

Condenser Water Loop: Cooling Water Flow Rate

Chiller: Cooling Water Flow Rate of the Chiller

Cooling Water Flow Rate of the Water Side Economizer (WSE)

Hot Water Loop: Hot Water Loop Flow Rate into the Heating Coil

Boiler: Boiler Hot Water Flow Rate

Hot Water Loop: Bypass Hot Water Flow Rate

Chiller Power consumption

AHU Supply Air Temperature and Supply Air Temperature Setpoint Difference
Difference between AHU Outdoor Air Temperature and Mixed Air Temperature
Chilled Water Cooling Capacity

Summation of VAV Flowrate

AHU Mixed Air Temperature Curve Fit (MAT = f (OAT, RAT, SAflow, RAflow))
AHU Mixed Air Temperature Curve Fit (MAT = f (OAT, RAT, SAflow, OAdmpr))

112



6.3.2 Benchmark Methods

For comparison purpose, MI-Kruskal-K2 (MIKK2) algorithm (Li and Yu, 2022) is
included. MI-Kruskal-K2 algorithm contains three steps. The first step is to obtain
the mutual information (MI) between variables; Next is to use the Kruskal algorithm
in graph theory to construct the maximum spanning tree to obtain the maximum node
in-degree, u and search the maximum spanning tree through Depth First Search to
get the node order p. In the final step, K2 algorithm is applied for construct optimal
Bayesian Network structure by calling node in-degree 1 and node order p.

Besides, the structure of BN developed based on expert knowledge and physical
analysis is included for comparison. The values of an evidence node from a fault
dataset are compared with those from a baseline dataset to observe if this evidence
node demonstrates abnormality under a fault condition. Figure 6.6 illustrates an ex-
ample showing the effects of the fault: Cooling Coil Valve Stuck Fully Open on two
evidence nodes, DIFF-SAT-STP (i.e., AHU Supply Air Temperature and Supply Air
Temperature Setpoint Difference) and MA-TEMP-1 (i.e., Mixed Air Temperature).
There are larger differences between the values of DIFF-SAT-STP under the fault
scenario (see Figure 6.6(A) in purple) and those under baseline (see Figure 6.6(B) in
green), while there are many overlaps between the values of MA-TEMP-1. Conse-
quently, DIFF-SAT-STP rather than MA-TEMP-1 will be selected for the BN since
this evidence node has shown significant abnormality under the fault condition ac-
cording to the criteria described in (Pradhan, 2023). Following the same procedures,
nine evidence nodes are selected for the fault ‘CooCoiValStuck_0’, nine for the fault

‘OADamStuck_100, and eight for the fault ‘SupDucLea_20’.
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(A) Evidence node: DIFF-SAT-STP (B) Evidence node: MA-TEMP-1

10 1 — CoolCoiVvalStuck_0
81 —— Baseline
8 -
6 -
6.
4
o —— CoolCoiValStuck 0 | & 41
g 24 —— Baseline g
2 E|
01 0
-2 4 -2
0 250 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750
Sample index Sample index

Figure 6.6: Effects of the fault Cooling Coil Valve Stuck Fully Open on two evidence
nodes: (A) DIFF-SAT-STP and (B) MA-TEMP-1

6.3.3 FEvaluations

In the BN model, every fault sample for each fault node is assessed by utilizing
posterior probabilities derived from prior and conditional probabilities. Define s;;
as the ith fault sample from fault node j whose true label is Y(s;;). Using BN,
k posterior probabilities, Pi(s;;) , P(Sij),.-.,Px(s;;), can be obtained, indicating
likelihoods of s;; belonging to fault nodes 1,2,..., k. Thus, the predicted label for

A

sij, Y (si;), will be based on the maximum of these posterior probabilities, saying

Y (si;) = argmax,{P,(s;j)}, where r € {1,...,k}. Therefore, for any s;;, an indicator,

I(sij), is defined such that:

1, 1f }A/(Sij) = Y(Sij)
0, otherwise

where I(s;;) = 1 indicating that the ith fault sample from fault node j is correctly
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identified by the BN; I(s;;) = 0 indicating this sample is incorrectly identified. If
there are n fault samples in fault node j, isolation accuracy (IA) for fault node j is

defined as:

14, — iz 1(54) (6.6)

n

Once the IA is calculated for each fault node, the average isolation accuracy (AIA)

over all (say k) fault nodes is defined as:

Z?:l ](IAj)

ATA =
k

(6.7)

If there are m evidence nodes in the BN, the sufficient isolation accuracy (SIA)
for the BN is defined as:
AITA
SIA = — (6.8)

m

It is expected that a robust BN contains as fewer evidence nodes as possible while
maintaining satisfactory isolation accuracy, which can be measured by SIA. In other

words, a robust BN has a higher SIA.
6.3.4 Experimental Results

As is shown in Algorithm 4 initialization stage, it is needed to deterimine E;
for each fault node i, and Table 6.5 provides the ranking of each evidence nodes
under each fault conditions. Moreover, a threshold € is needed to determine if there
is synchronicity among evidence nodes. As there is no set rule to determine € to
identify significant synchronicity, experiments are conducted by varying e from 0.001
to 0.005 with increments of 0.001. This is because when € is greater than 0.006, the

PN is less than 0.5 indicating that there is no causal relationship according to (Pearl,
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1999). Through observations, it is found that e = 0.005 yields satisfactory results, as
the STA of the constructed BN under this threshold is 11.38%, surpassing the results
obtained from other values (refer to Table 6.5). Moreover, observing from Figure 6.7
, normalized EE values based on selected evidence nodes under fault conditions are
below € = 0.005, which agrees to the assumption that fault conditions will lead to the
synchronicity among evidence nodes. Therefore, results with ¢ = 0.005 are reported
and the corresponding BN is shown in Figure 6.8.

Figures 6.9 and 6.10 present BNs constructed by expert knowledge and MIKK2
algorithm respectively. Posterior probabilities for each fault node obtained using BNs
by three methods are compared in the analysis. Two important parameters, prior and
conditional probabilities predefined as in (Pradhan, 2023) are used for both faults and
evidence nodes for posterior probability calculations, and the posterior probabilities

are generated by BayesFusion software (BayesFusion, 2018, 2021).
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Table 6.5: Ranking of critical evidence nodes for three test cases

CooCoiValStuck_0

OADamStuck_100

SupDucLea_20

Rank
Evidence Score Evidence Score Evidence Score
1 CC-DA-TEMP 0.1773 RA-CFM 0.1889 RA-CFM 0.1889
2 DIFF-SAT-STP 0.1492 EA-CFM 0.1754 CC-DA-TEMP 0.1773
3 CC-VLV 0.1418 CC-DA-TEMP  0.1741 EA-CFM 0.1754
4 SA-TEMP 0.1024 OA-DMPR 0.1628  DIFF-SAT-STP  0.1492
5 CWR-TEMP 0.0998 DIFF-SAT-STP 0.1448 CHW-COOLING  0.1281
6 RA-CFM 0.0912 OA-CFM 0.1182 OA-CFM 0.1182
7 EA-CFM 0.0880 SA-TEMP 0.1007 OA-DMPR 0.1100
8 RA-TEMP 0.0812 MA-TEMP-2 0.0992 CWR-TEMP 0.0998
9 CHWS-TEMP-STP  0.0758 MA-TEMP 0.0971 SA-TEMP 0.0858
10 CHW-FLOW-CC  0.0601 CC-VLV 0.0786 CC-HTR 0.0759
11 OA-CFM 0.0546 RA-TEMP 0.0766 CHWS-TEMP-STP 0.0758
12 CWR-TEMP 0.0739 CHL-PWR 0.0664
13 SA-CFM 0.0635 SA-CFM 0.0644
14 SF-PWR-CONS 0.0594 CHW-FLOW-CC  0.0601
15 CHW-FLOW-CC 0.0512  SF-PWR-CONS  0.0594
16 MA-TEMP-2 0.0568
17 RA-TEMP 0.0509

Table 6.6: Results under different €’s (¢ = 0.005 highlighted in grey)

€ # evidence node in BN AIA  SIA
0.001 19 8%  4.11%
0.002 19 8%  4.11%
0.003 19 8%  4.11%
0.004 19 8%  4.11%
0.005 8 91% 11.38%
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Figure 6.7: Normalized EEs on selected evidence nodes over time for (A) AHU Cool-
ing Coil Valve Stuck Fully Open; (B) AHU Outdoor Air Damper Stuck Fully Closed;
and (C) Supply Duct Leakage at a degradation rate of 20%. Each case shows nor-
malized EEs under fault condition below the threshold (¢ = 0.005), which agrees to

the assumptions that fault conditions will lead to evidence synchronicity.
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The isolation accuracies for each individual fault using different BNs are shown in
Table 6.7. For CooCoiValStuck_0, the isolation accuracy using BN by EECL is 98%,
significantly higher than that by MIKK2 (52%), but slightly lower than that by expert
knowledge (100%); for OADamStuck_100, the isolation accuracy by EECL is 84%,
slightly higher than that by MIKK2 (81%) but lower than that by expert knowledge
(100%); for SupDucLea_20, the isolation accuracy by EECL is 90%, lower than that
by MIKK2 (100%) and that by expert knowledge (100%). Observing from Figure
6.11 (A) and (B), BN constructed by EE is with 8 evidence nodes and can achieve
AIA of 91%, which includes fewer evidence nodes and maintain higher AIA than that
by MIKK2 (19 evidence nodes and AIA of 78%); Although BN by expert knowledge
can reach ATA of 100%, it includes 50% more evidence nodes than that by EECL.
Moreover, as is observed from Figure 6.11 (C), BN constructed by EECL reaches SIA
of 11.38%, higher than those by Expert (8.33%) and by MIKK2 (4.11%) respectively.
This indicates the efficiency of EECL for BN construction, as EECL requires 33.3%
fewer evidence nodes and yields a 36.6% higher SIA compared to expert knowledge,
and 57.9% fewer and 1.77 times higher compared to MIKK2, respectively.

As shown in Figure 6.12, the BN using EECL includes eight evidence nodes for
CooCoiValStuck 0, three for OADamStuck 100, and four for SupDucLea 20, while
the number of evidence nodes by expert knowledge are nine, nine and eight, and
the number of evidence node by MIKK2 are eleven, fifteen and seventeen respec-
tively; moreover, three evidence nodes are shared for CooCoiValStuck_0, one for
OADamStuck_100, and two for SupDucLea_20 among three BNs, respectively. There-
fore, the proposed EECL method for BN construction is able to reach a satisfactory
isolation accuracy for the cross-level fault diagnosis in the building systems for this

given case study.
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CooCoiValStuck 0

OADamStuck 100

SupDucLea 20

Figure 6.8: BN constructed by EECL under ¢ = 0.005

Figure 6.10: BN constructed by MI-Kruskal-K2 algorithm
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Table 6.7: Ranking of critical evidence nodes for three test cases

Isolation accuracy

Fault node
Expert MIKK2 EECL

CooCoiValStuck 0  100% 52 % 98%
OADamStuck_100  100% 81% 84%
SupDucLea_20 100%  100%  90%

(A) Number of evidence nodes (B) AIA (C) SIA
241 21
100.00%
214 19 1004 91.00% 18 1
18 1 ] 78.00% ] 1
_ 801 1
i X S
3 51, < <12 11.38%
£ 12 g 601 g
2 3 3 94833%
| 8 g g
9 < 40 < .
6 4.11%
0 T T T 0 T T T 0 T T T
Expert MIKK2 EECL Expert MIKK2 EECL Expert MIKK2 EECL

Figure 6.11: Comparisons among BNs by Expert Knowledge, MIKK2 and by EECL
in terms of (A) number of evidence nodes; (B) AIA and (C) SIA.
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(A) Fault : AHU Cooling Coil Valve Stuck Fully Open
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(B) Fault : AHU Outdoor Air Damper Stuck Fully Closed
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(C) Fault : Supply Duct Leakage at a degradation rate of 20%
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Figure 6.12: Comparisons of BN evidence nodes among by EECL, by expert knowl-
edge and by MIKK2 for three fault nodes (common evidence nodes among three BNs

are in the overlap of three circles).
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6.4 Conclusion

In this research, the BN structure is constructed using a data-driven causal learn-
ing approach. To facilitate causal learning, the concept of “synchronicity” is intro-
duced to describe the interactions among evidence nodes. The direction of causality
from the fault status to the synchronicity is characterized by Pearl Causality. This
process ultimately results in the construction of the BN structure that can be used to
diagnose cross-level faults in a building HVAC system. As discussed in (Chen et al.,
2022), automatic process of the BN structure construction is demanding due to the
time-consuming and labor-intensive natures of determining BN structures by expert
knowledge, and the developed EECL method has the potential for overcoming this
deficiency since it is purely data-driven, and does not require any prior knowledge.
Additionally, while expert knowledge method can determine the presence of the causal
relationships between faults and evidence nodes, it does not provide any measures on
the strength of these causations. In contrast, the proposed EECL method is able to
quantify the causal relationships in terms of an evaluation metric (i.e., PN), which
helps to reduce uncertainties of causality determined explicitly by expert knowledge.

In addition to causation characterizations, the proposed EECL method takes full
considerations on interactions among the evidence nodes, which is measured by EE,
an information entropy used for multivariate time-series. These interactions may
reveal important and interesting patterns specific to a fault, but they may be over-
looked by expert knowledge because experts often treat evidence nodes individually.
This deficiency also applies in BN constructed by MIKK2 algorithm since evidence
nodes are also treated as independent. BN structure by EECL utilizes the parame-
ter model that includes prior and conditional probabilities for the fault and evidence

nodes determined by expert knowledge and is able to achieve satisfactory fault diag-
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nosis/isolation accuracy (see Experiments).

In fact, several mainstream methods, such as randomized controlled trials, re-
gression analysis, propensity score matching, has been widely used for causal effect
estimations. However, the purpose of the above-mentioned is to estimate how strong
the causal effect is from one variable to another given a causal assumption is estab-
lished. That is to say, these approaches have causal assumption as priori to char-
acterize the strength of causality. In contrast, Pearl causality utilizes PN to assess
whether the causal relationship is valid from one variable to another by using fre-
quency table. Importantly, decision criterion on causality (PN > 0.5) is uniform, and
if PN is greater or equal to 0.5, then such causal assumption holds true between two
variables. In this study, the goal is to learn causal structure by determining which
evidence nodes should be connected to the fault node, and Pearl causality here aims
to answer whether the causal relationships are valid from the fault to evidence nodes.

While promising, the proposed EECL method like most data-driven approach is
still influenced by several factors such as data volume, data quality, and data informa-
tion. Despite the rapid development of sensor technology, collections of a large amount
of high-quality, information-rich data are still challenging with the current BAS. For
example, the proposed EECL may discard a certain evidence node containing many
missing values even though it is important and interpretable from a physical knowl-
edge perspective. Another is that the BN by EECL still relies heavily on the expert
knowledge to diagnose cross-level faults due to the same parameter model. There is a
need for data-driven parameterizations (i.e., determination on prior and conditional
probabilities) to support the diagnosability of BN. Finally, Pearl causality in EECL
acquires PN by using frequency table from binary outcomes (e.g., synchronicity or
asynchronicity), which may not apply to a more complex scenario when outcomes are

multi-class (e.g., weak, medium or strong synchronicity).
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Chapter 7

CONCLUSIONS AND FUTURE WORK

7.1 Conclusions

The overall objective of this dissertation is the development of a novel framework
based on an information-theoretical metric to tackle three challenges in data-driven
building automatic fault detection and diagnosis (AFDD), namely reliable fault de-
tection baseline construction, application of building simulation for real-world fault
detection, and Bayesian networks (BN) construction for cross-level fault diagnosis.
Specifically, a novel information-theoretical metric, termed Eigen-Entropy (EE), is
proposed to quantify the information richness on multivariate time-series. The key
idea of EE is to obtain entropy derived from eigenvalues of a correlation magnitude
matrix from multivariate data. Theoretical proofs show the relationships between
EE and correlations on feature space, and hence enable EE as a valid metric for
decision-making support.

In the context of baseline construction, EE is used as the sampling decision-making
metric to automatically select qualified data samples from historical normal datasets
to construct a robust baseline that effectively supports fault detection in a whole
building systems. Through experiments, it has been demonstrated that baselines
created using EE achieve AFDD outcomes comparable to those obtained with the
existing algorithms. Consequently, this underscores capability of the proposed EE
method for baseline constructions. Additionally, the proposed EE has shown the
potential for online AFDD baseline constructions.

In the context of building simulation for real-world fault detection, EE is used
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to extract features from graph-structured data. Specifically, the proposed method
utilizes graph structures learned from simulation and transferred to the real build-
ing data, and then extract corresponding entropies (EEs) as features to train and
test data~-driven AFDD models (e.g., decision tree and random forest). To validate
the effectiveness of the proposed methods, five paired fault test cases, each with a
matched simulation and real datasets under fault and fault-free conditions, are stud-
ied. Experimental results show that features extracted by the proposed method from
simulation can significantly improve fault detection performances on real building
fault test cases, compared to raw features, signficant edges and GNN features. This
demonstrates the efficacy and transferability of the extracted graph features.

In the context of BN construction for cross-level fault diagnosis, EE-based causal-
ity framework, EECL, is proposed to support BN structure constructions for fault
diagnosis/isolation from the data-driven perspective. The proposed method includes
two phases. In the first phase, EE is used for characterizing synchronicity, which
describes the trends of movements among the evidence nodes over the time. In the
second phase, counterfactual inference is applied to determine what and how evi-
dence nodes should be connected to each fault node so as to build up the BNs to
support fault diagnosis, including cross-level faults, in the building system. The
BN constructed by the developed EECL method is evaluated against that by expert
knowledge based and benchmark methods using three cross-level fault test cases sim-
ulated using a virtual testbed. Experimental results show that the EECL based BN
can achieve satisfactory isolation accuracy with fewer evidence nodes, indicating the

efficacy of EECL approach for fault diagnosis.
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7.2 Future Work

Although the Eigen-Entropy framework shows potential, it relies on eigenvalues
derived from a correlation coefficient matrix that is real, symmetric, and positive
semi-definite. This approach may not be as effective when applied to matrices of
different types. Therefore, a potential future research direction is to enhance the
Eigen-Entropy framework to accommodate a broader range of high-dimensional data.
Further improvements are necessary to optimize the application of Eigen-Entropy in
the specific contexts mentioned earlier. These enhancements should focus on:

(I) Baseline construction: there is one parameter used in EE method, € (a small
number), as the stopping criteria. To determine the value for this parameter, empiri-
cal experiments are conducted. In the future, the applicability of optimization needs
to be explored to determine the parameter.

(IT) Feature extraction on building simulaton: clusters of significant edges for
graph construction is determined by the quantiles, which is confirmed by empirical
experiments. In the future, one task is to explore optimization on edges clustering.
Another task is to conduct theoretical investigations on the use of EE on graphs.

(III) BN-based fault diagnosis: The current research focuses on a smaller set of
fault test cases, each from one fault category. In the future, it is of great interest
in investigating the capability of the proposed method for the fault diagnosis on
multiple fault test cases, as well as the test cases from the same fault categories.
Another interesting topic is to explore data-driven parameterizations for a robust

diagnosability of BN by EECL.
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APPENDIX A

REAL VS. SIMULATED: PRELIMINARY RESEARCH ON CROSS-DATASET
BUILDING FAULT DETECTION
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The preliminary study (Huang et al., 2022) is designed to examine how training
data obtained from simulation might affect a data-driven AFDD strategy’s perfor-
mance, in terms of accuracy, false alarm rate, etc., when the developed strategy is
used to analyze real building data. Two datasets generated from an American So-
ciety of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE) project
(Wen and Li, 2011) are used. The two datasets include those from a real building
and those from the real building’s digital twin, i.e., simulation models representing
the real building. The performance of the fault detection strategy on cross-dataset is
then examined.

The two datasets generated from the ASHRAE 1312 research project (Li and
Wen, 2007; Wen and Li, 2011) are collected from a laboratory building that was set
up like a small office building. The office building layout is shown in Figure A.1.
The building consisted of two variable air volume (VAV) air handling unit (AHU)
HVAC systems, each of which served 4 different rooms. The design of the test facility
was intended to have each AHU serving room with nearly identical loads. As can be
observed, each HVAC system served rooms facing east, west, south, and one interior
room.

While the two systems (A and B) may not generate the same data, the perfor-
mance is found to be very similar under all operating conditions. During the study,
System B (AHU-B and all B rooms) is continuously operated in a fault-free state,
while System A (AHU-A and all A rooms) is artificially injected with various com-

monly occurring faults.
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Figure A.1: Energy Resource Station experimental setup

In the same project, dynamic behaviors of the HVAC systems and the four build-
ing zones that are served by the AHU, and four VAV boxes, are modeled using
HVACSIM+ software (Galler, 2020). The model (called the 1312 model hereafter)
was systematically validated using the real building data collected from carefully de-
signed tests to ensure that the 1312 model simulated the dynamic behavior of the test
facility for both fault free and faulty operation under three seasons (winter, summer,
and spring). It was concluded in the ASHRAE 1312 project that the fault models
were able to replicate all major fault symptoms although detailed dynamics between
simulated data and real building measured data did not always overlap. This is be-
cause the simulation models were physics-based leading to the data generated may
exhibit some variations from the real measured data. For example, these simulations
most time don’t consider the behaviors associated with the latency associated with
sensor and control systems.

In this study, two datasets, i.e., real building dataset and their corresponding
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simulated dataset, are selected from the ASHRAE 1312 project’s 2007 summer tests.
Each dataset includes fault test data generated from the A system and fault free
data from the B system. During a fault test, a fault was artificially implemented
into the system for 12 hours from 6:00 am to 6:00 pm. There are 16 types of fault
tests used in this study as described in Table A.1. The data sampling rate for both
real and simulated datasets is one minute. ASHRAE 1312 project provides 24 mea-
surements (also referred to as features in later sections) as summarized in Table A.2.
For this study, Outdoor Air Temperature (OA-TEMP) and (OA-HUMD) are not
included since they represent weather conditions, not building/system conditions.
Moreover, the simulation testbed does not simulate humidity variations. Therefore,
two humidity-related features, i.e., Supply Air Humidity (SA-HUMD) and Return Air
Humidity (RA-HUMD) are not included. As a result, there are 20 features considered
in this study.

Each of the two datasets includes the same test days. Since the measurement
sampling rate in the test facility is one minute, for each test day, each feature has
1440 samples. Considering that a fault is implemented from 6:00 am to 6:00 pm on
a test day, each test day contains 720 data points representing faulty operation and
720 data points representing fault-free operation. More detailed descriptions about
fault testing facilities and faulty operational conditions can be referred to ASHRAE

1312-RP project reports (Wen and Li, 2011).
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Table A.1: Implemented 16 AHU faults during a summer period

Category Fault Name
AHU Duct Leaking Fault - After Supply Fan
Equipment AHU Duct Leaking Fault - Before Supply Fan

Return Fan Complete Failure

Controlled Device

Heating Coil Valve Leaking - Stage 1 (0.4GPM)
Heating Coil Valve Leaking - Stage 2 (1.0GPM)
Heating Coil Valve Leaking - Stage 3 (2.0GPM)
Cooling Coil Valve Stuck Fully Closed

Cooling Coil Valve Stuck Fully Open

Cooling Coil Valve Stuck 15% Open

Cooling Coil Valve Stuck 65% Open

OA Damper Stuck - Fully Closed

OA Damper Leaking - 45% Open

OA Damper Leaking - 55% Open

Controller

Cooling Coil Valve Control Unstable
Cooling Coil Valve Reverse Action

Return Fan at 30% SPD
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Table A.2: Description of the 20 Features

used in this study

Category Features Abbreviation
Supply Air Temperature SA-TEMP
Mixed Air Temperature MA-TEMP
Temperature Return Air Temperature RA-TEMP
Heating Coil Discharge Air Temperature HWC-DAT
Cooling Coil Discharge Air Temperature CHWC-DAT
Exhaust Air Damper Position EA-DMPR
Return Air Damper Position RA-DMPR
Position Outdoor Air Damper Position OA-DMPR
Heating Coil Valve Position HWC-VLV
Cooling Coil Valve Position CHWC-VLV
Supply Fan Differential Pressure SF-DP
Pressure Return Fan Differential Pressure RF-DP
Supply Air Static Pressure SA-SP
Supply Airflow Rate SA-CFM
Airflow Rate Return Airflow Rate RA-CFM
Outdoor Airflow Rate OA-CFM
Supply Fan Speed SF-SPD
Fan Speed
Return Fan Speed RF-SPD
Supply Fan Power SE-WAT
Fan Power
Return Fan Power RE-WAT
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Extensive efforts have been dedicated to investigating machine learning models for
building AFDD. Here, RF is of interest because RF shows a strong ability to deal with
flexible and overlapping decision boundaries, tolerate noisy data (Gao and Bergés,
2018), and improve classification performance by reducing overfitting on decision trees
(Bishop, 2006). For the cross-dataset studies, RF is applied with an 80% training size,
and a 10-fold CV as the AFDD strategy.

The performance metrics used for fault detection strategy evaluation are accuracy,
sensitivity, specificity (Baratloo et al., 2015), and F1-score (Hripcsak and Rothschild,
2005). Accuracy measures a strategy’s ability to identify both abnormal and normal
samples correctly. Sensitivity, known as the true positive rate (TPR), measures a
strategy’s ability to identify abnormal samples. Specificity, known as the true nega-
tive rate (TNR), measures a strategy’s ability to identify normal samples. F1-score,
alternative to accuracy, measures a strategy’s ability to identify both abnormal and
normal samples correctly. Accuracy, TPR, TNR and F1-score are calculated by equa-

tions as:

TP+ TN

Accuracy = G N TN + FP (A1)
Sensitivity(TPR) = T]Dzjl——PﬂV (A.2)
Specificity(TNR) = TNT——f—VFP (A.3)

F1 — score = P (A.4)

TP+ Y(FP+FN)
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In these equations, true positive (T'P) denotes the number of abnormal samples
correctly identified, the false negative (F'N) denotes the number of abnormal samples
incorrectly identified as normal; true negative (T'N) denotes the number of normal
samples correctly identified as normal, while false positive (F'P) denotes the number
of normal samples incorrectly identified as anomalous.

In the cross-dataset study, the fault detection strategy is trained by simulated data
and tested on the real building data using all 20 features. Given the interest of the
study is fault detection, the focus is the discussions on overall accuracy and sensitivity.
As seen in Table 4, out of 16 faults, only 2 fault cases (Return Fan Complete Failure,
OA Damper Stuck Fully Closed) achieve over 0.90 accuracy and 0.85 sensitivity, and
3 fault cases (Cooling Coil Valve Stuck Fully Closed, Heating Coil Leaking - Stage 2
(1.0 GPM), Return Fan at 30% SPD) achieve over 0.85 accuracy and 0.75 sensitivity.
The remaining 11 cases were performed with accuracy or sensitivity below 0.5. Thus,
in most fault cases, fault detection strategy trained by simulated building data and
tested on real building data cannot reach comparable fault detection performances to
those of models trained and tested by simulated building data, as shown in (Huang
et al., 2022).

The conclusion is that the RF strategy shows a degradation of performance when
compared to the performance from the model where both training and test data are
from the same source. It is hence of interest to investigate further as to what the
cause is for this performance degradation. A hypothesis is that, although the simu-
lation model is validated from a physics perspective, i.e., the absolute values of key
measurements and the fault symptoms are similar to those from a real building, the
features generated from a simulation model, from a data science perspective (e.g.,
distribution), differ from those in the real building dataset. Therefore, a statistical

test is conducted to evaluate the differences.
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Table A.3: Random Forest trained by simulated data and tested by real data (*:
faults being detected with > 0.90 accuracy and > 0.85 sensitivity. **: faults being

detected with > 0.85 accuracy and > 0.75 sensitivity)

Fault Type Accuracy Sensitivity Specificity F1-Score
AHU Duct Leaking Fault - After Supply Fan 0.51 0.79 0.22 0.62
AHU Duct Leaking Fault - Before Supply Fan 0.50 0.01 0.99 0.03
Return Fan Complete Failure* 0.94 0.88 1.00 0.93
Heating Coil Valve Leaking - Stage 1 (0.4GPM) 0.50 0.00 1.00 0.01
Heating Coil Valve Leaking - Stage 2 (1.0GPM)** 0.89 0.79 1.00 0.88
Heating Coil Valve Leaking - Stage 3 (2.0GPM) 0.50 0.00 1.00 0.00
Cooling Coil Valve Stuck Fully Closed** 0.92 0.83 1.00 0.91
Cooling Coil Valve Stuck Fully Open 0.50 0.00 1.00 0.00
Cooling Coil Valve Stuck 15% Open 0.54 0.33 0.76 0.35
Cooling Coil Valve Stuck 65% Open 0.50 0.00 1.00 0.00
OA Damper Stuck - Fully Closed* 0.96 1.00 0.93 0.97
OA Damper Leaking - 45% Open 0.50 0.00 1.00 0.00
OA Damper Leaking - 55% Open 0.50 0.00 1.00 0.00
Cooling Coil Valve Control Unstable 0.49 0.77 0.21 0.60
Cooling Coil Valve Reverse Action 0.62 0.24 1.00 0.36
Return Fan at 30% SPD** 0.90 0.81 1.00 0.89
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Kolmogorov-Smirnov Test (KS test) (Massey Jr, 1951) is a nonparametric statis-
tical test to determine how significantly different real dataset vs. simulated datasets
is for fault detection. KS test is widely used since it does not need assumptions on

the data distribution. The KS two-sample test hypothesis is defined as:

Hy : Two samples collected from different sources come from the same distribution

H, : Two samples collected from different sources do not come from the same distribution

The test statistic is defined as D = |Ey(i) — Ey(i)|, where E; and E, are the
empirical functions for the two samples.

Considering fault detection, in either simulated or the real building dataset, there
exist both faulty and fault-free conditions. Two KS tests are conducted on the 20
features (see Table A.2): the first KS test is on a simulated dataset to identify a
subset of the features that mostly differ in the faulty vs. fault-free condition; (2)
given the subset features, the second KS test is to identify the similar features in
comparing simulated data (fault and fault-free combined) vs. real data (fault and
fault-free combined). For both KS tests, 0.4 is used as a cut-off threshold here as in

(Steinskog et al., 2007).
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Table A.4: Number of feature subsets by two KS tests for each fault test

Fault Type # selected features
AHU Duct Leaking Fault - After Supply Fan 11
AHU Duct Leaking Fault - Before Supply Fan 11
Return Fan Complete Failure 7
Heating Coil Valve Leaking - Stage 1 (0.4GPM) 13
Heating Coil Valve Leaking - Stage 2 (1.0GPM) 3
Heating Coil Valve Leaking - Stage 3 (2.0GPM) 12
Cooling Coil Valve Stuck Fully Closed** 6
Cooling Coil Valve Stuck Fully Open 12
Cooling Coil Valve Stuck 15% Open 10
Cooling Coil Valve Stuck 65% Open 9
OA Damper Stuck - Fully Closed 14
OA Damper Leaking - 45% Open 14
OA Damper Leaking - 55% Open 11
Cooling Coil Valve Control Unstable 0
Cooling Coil Valve Reverse Action 12
Return Fan at 30% SPD 5

151



Accuracy Sensitivity Specificity Fl-score

0.8 0.8 0.8 0.8

0.6 0.6 0.6 0.6 All Features
% Subset Features

0.2 0.2 0.2 0.2

0.0 0.0 0.0 0.0

AHU-BF
HCL-Stage 1
HCL-Stage 3

CCS15%
CCS65%

AHU-BF
HCL-Stage 1
HCL-Stage 3

CCS15%

CCS65%

AHU-BF
HCL-Stage 1
HCL-Stage 3

CCS15%

CCS65%

AHU-BF
HCL-Stage 1
HCL-Stage 3

CCS15%

CCS65%

Figure A.2: Performances comparisons between using all features and sub features.
(1) AHU-BF: AHU Duct Leaking Fault - Before Supply Fan, (2) HCL-Stage 1: Heat-
ing Coil Valve Leaking - Stage 1 (0.4GPM), (3) HCL-Stage 3: Heating Coil Valve
Leaking - Stage 3 (2.0GPM), (4) CCS15%: Cooling Coil Valve Stuck 15% Open, (5)
CCS65%: Cooling Coil Valve Stuck 65% Open.

The final number of subset features selected by the two KS tests for each fault
test is summarized in Table A.4. It is interesting to observe there are no common
features selected for Cooling Coil Valve Control Unstable. This is because, for an
unstable control, the fault indicator is typically the frequency of a control device
position change. That is, the control device oscillates with a much higher frequency
than that from the baseline. Such feature may need wavelet-based approaches instead
statistical KS test to be selected.

The next step is to use the selected subset features for the cross-datasets studies
again to explore whether these features can help to improve fault detection strat-
egy performances. Please note this is not to develop a better fault detection strategy,
instead, this is to understand how training data affects a fault detection method’s per-
formance (accuracy and scalability). By examining more closely the subset features
for the cross-dataset studies, it is interesting to see whether the accuracy of certain
subset of a training dataset would affect the developed fault detection strategy.

The subset features identified by the two KS tests for faulty data in Table 5 are
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used by the random forest strategy. Since there are no subset features identified by
the KS test for the case Cooling Coil Valve Control Unstable, meaning that features
from simulated datasets cannot capture any characteristics of those from real datasets,
this case is excluded for the comparison study. As a result, it is of great interest in
investigating the 10 cases (see Table 4) with accuracy or sensitivity below 0.75 when
the full feature set was used. The RF strategy is trained using simulated building
data on the subset features with respect to each fault test. The model is then tested
on the real building data. The results show that the fault detection performance
improved for 5 out of the 10 fault tests. These include (1) AHU Duct Leaking Fault -
Before Supply Fan, (2) Heating Coil Valve Leaking - Stage 1 (0.4GPM), (3) Heating
Coil Valve Leaking - Stage 3 (2.0GPM), (4) Cooling Coil Valve Stuck 15% Open,
(5) Cooling Coil Valve Stuck 65% Open (see Figure A.2). Therefore, it is concluded
the RF strategy using the selected features identified by KS tests may improve the
accuracy and sensitivity for some fault cases.

In summary, cross-dataset study between real and simulated building data indi-
cates that simulated building data differ from real ones in terms of statistical learning,
although they are validated to be similar by real building data from a physical per-
spective. KS test assists in identifying similar features between real and simulated
building data, which indirectly indicates that simulated building data are not always
similar to real ones because a fraction of similar features is less than 30%. However,
AFDD strategy incorporating these identified features show promises to improve the
sensitivity for some fault cases, meaning that these features are an important com-
ponent in true fault instances. Specifically, for the 3 fault cases from the Equipment
category, cross-dataset experiment on the full feature set was able to detect 1 fault,
and cross-dataset experiment on the selected feature set was about to detect the

additional 1 fault. For the 10 fault cases from Controlled Device category, cross-
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dataset experiment on the full feature set was able to detect 3 faults, and using the
selected feature sets, additional 4 fault cases were able to be detected. For the 3
fault cases from Controller category, KS selected features have no improvements for
detection. This cross-dataset study raises a warning for data-driven AFDD strat-
egy development using simulated fault data. Clearly, under the statistical learning
lens, simulated data often contain different information (e.g. distribution difference
of Heating Coil Discharge Air Temperature in Return Fan at 30% SPD) from real
building data. Different learning strategies, such as transfer learning, may need to be

explored for this purpose.
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