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ABSTRACT

The drone industry is worth nearly 50 billion dollars in the public sector, and
drone flight anomalies can cost up to 12 million dollars per drone. The project's objective
is to explore various machine-learning techniques to identify anomalies in drone flight
and express these anomalies effectively by creating relevant visualizations. The research
goal is to solve the problem of finding anomalies inside drones to determine severity
levels. The solution was visualization and statistical models, and the contribution was

visualizations, patterns, models, and the interface.
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CHAPTER 1

INTRODUCTION

1.1 WHAT IS A DRONE?

Figure 1.1: Drones are expensive and have many shapes and sizes (Zachary Kallenborn,
2021).

Computer integration into engineering designs, such as aerial vehicles, helps to
automate an unmanned aerial vehicle. Commonly known as a drone, an aircraft without
any human pilot, crew, or passengers on board, it is a flying computer (WIKIPEDIA,
2022). Autonomous aerial vehicles in the past have used heuristics, supervised machine

learning, and recently unsupervised machine learning (Kyung Ho Park et al, 2021). Until



now, we have assumed that time is continuous, and for the computer, time is not
continuous; it passes in discrete intervals. In other words, time can take on any value, and
this is generally true of Non-linear physical systems involving components such as
capacitors, masses, and thermal resistances (Henning D., 2020). Understanding the
ramifications of the inherently discrete nature of time with embedded computers is

essential in analyzing drone performance.

1.2 WHAT ARE DRONES USED FOR?

(c) (d)

Figure 1.2: Drone operation commissioned by international governments, (a) Payload
delivery. (b) Intelligence gathering. (¢) Nuisance activity. (d) Cyber and random attacks
(Aquilina, R., 2022) (Ally Foster, 2019) (Pilot Institute, 2020) (Anna Ahronheim, 2022)
(Verdict media limited, 2022).



Unmanned aerial vehicle applications include agriculture. The drone research data
for this paper is from agriculture, and the drones used for data capture specialize in
microclimates for agriculture fields. A microclimate is a distinct, localized climate of a
small-scale area. Drone implementations include payload delivery, intelligence gathering,

nuisance activity, and random cyber attacks.

1.3 WHAT GOES WRONG WITH DRONE FLIGHTS?

Drones can crash and cause unwanted events, such as flying in the wrong
direction because of a damaged propeller and watering at the wrong place. The worst
scenario when a drone crashes is shooting at civilians, and it cannot correct its physical

errors, such as damaged sensors.

1.4 MOTIVATION

Complex coded rules by engineers and their problems are complicated when

inventors need help comprehending their design mistakes. It is exciting to extract

problems from machines without understanding how they work.



1.4.1 WHY IS DRONE FLIGHT ANALYSIS IMPORTANT?

Figure 1.3: Drones fail, and when users interact with drones, they are destroyed
permanently (Craig Whitlock, 2014).

Drone flights generate high-volume data, and it is difficult to analyze and
understand anomalies caused by inconspicuous drone flight features in complex data. We
have data that can help us identify if the drone is flying incorrectly and why it may be
doing so. We are not concerned with exactly what the drone is recording as
measurements. For instance, in our data, the drone could fly to the wrong portion of the
field and take incorrect measures. It is essential because of worst-case scenarios. Our
attributes identify whether the drone is flying correctly. Drone anomalies can destroy
equipment, increase costs, and cause loss or injury to human life. The ability to detect
anomalies helps to control yields, secure engineering technology, and advance scientific

research.



1.4.2 WHY IS VISUALIZATION A VIABLE APPROACH?

Utilizing computing resources that resemble human thinking has improved since
the development of the first computers, and visualizing Information in a
human-understandable format through Visualization extends human cognition.
Algorithms output is not human-understandable. Effective data visualization allows us to
make timely predictions and prevent anomalies or crashes. Visualization helps reduce
operator overhead when analyzing drone flights and enables multi-level analysis using
different models to provide holistic analysis. Artificial Intelligence can experience similar
logical problems as natural intelligence due to the learning and training requirements of
neural networks. Synthetic and Natural Intelligence have similar mathematical properties;
humans have neural networks, and so does Al. Projecting data incorrectly without

considering anomalies causes spatial information loss and restricts human perception.

1.5 TERMINOLOGY

Anomaly definitions and relevant terms are in this section.



1.5.1 NORMAL FLIGHTS

— 2 9
Figure 1.4: Drone watering plants are essential to replace human labor (PanosCs, 2022).

Ideally, automated tasks are performed flawlessly, with no contamination of the
environment. A routine flight is where failure does not occur, or negligence is marginal to

where there is no destruction of life and property.

1.5.2 ANOMALIES (CONFLICTS)

Transients are examples of anomalies seen in concentration waves and
electromagnetic waves. For example, drones can have electrostatic charge build over
time, causing short circuits and sensor activation. Concentration and Electromagnetic

wave sensors capture time series data, and our drone flight data follows this structure.



1.5.2.1 CONCENTRATION WAVES

Oscillations

Periodic movements of particles have the potential to initiate waves but have yet
to convert to waves. Oscillations can transition into actual problems by deviating from
their usual. For example, accumulated charges in the structures of drones can cause
transients.
Mechanical waves

A mechanical system can transfer energy (and momentum) from one place to
another in two ways (University of Germany, 2022). The simplest is to send an object —
for example, a bullet — carrying mass, momentum, and energy from the "source" to the
"receiver" (University of Germany, 2022). A more complex method is called wave motion
(University of Germany, 2022). The system of these particles (gas, liquid. or solid) is
called the medium. Mechanical waves occur by the interaction between neighboring
particles in the medium. One characterizes this transfer by three quantities: its direction,
its speed (v), and its rate of energy transfer, measured by its intensity (I). Concorde
supersonic airplane, crashed when debris was thrown against the wing structure and
ruptured fuel tank 5 (LOGEMENT, M. D. L. D. T. E. D., 2001). A major fire, fuelled by
the leak, broke out under the left wing (LOGEMENT, M. D. L. D. T. E. D., 2001.).
Problems appeared shortly afterward on engine two and for a brief period on engine 1

(LOGEMENT, M. D.L.D. T. E. D., 2001.). The aircraft took off but was not able to



climb or accelerate (LOGEMENT, M. D. L. D. T. E. D., 2001).

1.5.2.2 ELECTROMAGNETIC WAVES

THE ELECTROMAGNETIC SPECTRUM
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Figure 1.5: The Electromagnetic spectrum in frequency, hertz, or electron volts. Short
wavelengths, such as gamma radiation, have tremendous energy, while radio wavelength
is longer with less electromagnetic radiation. (David J Bromlay, 2022).
Standing waves

These standing wave modes arise from the combination of reflection and
interference such that the reflected waves interfere constructively with the incident waves.
An essential part of the condition for constructive interference is that the waves change
phase upon reflection from a fixed end.
Traveling waves

A wave pulse is a disturbance that moves through a medium (The University of
Tennessee, 2022). A periodic wave is a frequent disturbance that moves through a
medium, and the medium itself goes nowhere (The University of Tennessee, 2022).
Energy transfer throughout the medium occurs without transporting any matter. The

individual atoms and molecules in the medium oscillate about their equilibrium position,



but their average status does not change. As they interact with their neighbors, they
transfer some of their energy to them. The neighboring atoms, in turn, transfer this energy

to their neighbors down the line.

1.5.2.3 TRANSIENTS

. I s

/
et e

3-5V
logic signal

Figure 1.6: Circuits represent transfer functions that symbolize current, voltage, and
other variables. Transients disrupt transfer functions. Electrical transients, such as noise
in transfer functions in electronic circuits, are shown above (Fluke Corporation, 2004).
Transients are unavoidable and occur by the fast switching of relatively high
currents. Removing a solenoid voltage tester from a high-energy circuit can create a spike
of thousands of volts (Fluke Corporation, 2004). A capacitor, on the other hand, creates a

momentary short circuit (Fluke Corporation, 2004). For example, an inductive load like a

motor will create a kickback spike when turned off (Fluke Corporation, 2004). Not all



transients are the same, but as a general statement, load switching causes transients

(Fluke Corporation, 2004).

Rapid acceleration

Accelerated vibration in a linear-duct configuration is best suited for fusion power
generation on aircraft or main battle tanks. The fusion fuel is introduced into the plasma
core through the counter-spinning conical structures and injected through orifices in the
dynamic fusor heads. Controlled motion of electrically charged matter through
accelerated vibration and accelerated spin subjected to smooth yet rapid acceleration
transients to generate extremely high-energy/high-intensity EM radiation (fields of
high-energy photons) confines the plasma (S. C. Pais, 2019). This process significantly
compresses it to produce a high power density plasma burn, leading to ignition—the
voltage rebounds after the collapse of the applied voltage.
Internal transients

Transients can constantly occur rather than through short impulses, such as
continuous current leakage over time from one area to another in a circuit. Internal flaws
and wear contribute to these problems (Do Y et al, 2005).
Externally generated transients

Charge transfer is not confined to internal forces since wave properties can
penetrate different materials' depths due to electron clouds. Inert materials are essentially

a fabric of atoms where waves can leak charge, mainly due to the wave-particle duality.

10



The real world exhibits steady and non-steady state dynamics and will statistically

contribute to transients in inert materials.

1.5.2.4 PHASE CHANGES

There are many phase changes beyond the ones listed in this section and are only

examples.

Solids

Atoms vibrate in place and do not slide past one another—for example, metals
such as iron at room temperature. Solids are hard and hold their lattice hold the position
of atoms in place.
Liquids

Atoms can vibrate, slide past one another, and move in a medium such as water.
Liquids do not hold their shape, their atoms move all over, and their lattice structure does
not hold atoms in place.
Gasses

An atom's radius from other atoms is a significant distance, such as oxygen and
nitrogen. A significant distance separates the atoms in gasses, and human lungs can inhale

gasses.

11



Plasma

Gasses are ionized and then transformed into plasma. Lighting is an example of
plasma where atoms are ionized, seen in thunder.
Time crystal

Plasma becomes a crystal due to plasma electrons and the flow of cold ions (A. M.
Ignatov, 2021). A typical crystal’s structure repeats in space, while a time crystal repeats

in time (Taylor Kubota, 2021).

12



CHAPTER 2

BACKGROUND

2.1 CURRENT INDUSTRY / RESEARCH STANDARDS

ETWNEE  fi o]
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Figure 2.1: The main interface of ArduPilot. The interface is what the user sees when
opening ArduPilot software (Mission Planner, 2022).

This chapter describes some common examples of visualizations of drone data
used by other studies. Ardupilot captured data for this project, and ArduPilot software
exclusively plots data with no algorithmic integration. ArduPilot visualizes GPS and

satellite real-world data from sensors.
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Figure 2.2: ArduPilot is capable of data capture and plots. However, it is not able to
perform algorithmic calculations of data. ArduPilot allows for the selection of attributes
to be plotted or a predefined combination of plots to be generated. Console access to
generate plots is available (Mission Planner, 2022).

The platform where this study data is based is limited to creating plots of the
variables and comparing them side by side and console manipulations of these plots.
Algorithmic models are not embedded into Ardupilot because it specializes in data
capture. Multiple graphs are displayed; this technique includes having several attributes
of time series data in the same chart. Line plots alone cannot be used to find rules of

electrical anomalies due to the inherent complexity and high-dimensionality of drone

data.
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Figure 2.3: The user can compare the map and line charts, but it is the manual matching
of which line chart to use from the list (David Saffo et al, 2020).

Visualization is helpful in understanding errors or identifying patterns when
paired with algorithmic analysis. Scientists can map and compare line charts in academic
studies, but it is manual matching and not an automated process. Drones are visualized

primarily by comparing attributes and overlapping them in the same plot.

Figure 2.4: It gives the user an overview without many backend details. Drone
topography research in 3D renders spectrometer data at the location where the sensors
captured the data. The data is tilted and oriented according to the aircraft’s yaw, pitch,
and roll (Stgdle, D., 2013).

15



GPS graphs with 2D density planes contribute to a stronger correlation in spatially

identifying anomalies. Adding regions to maps with contrasting intensities can help to

visualize the location of the errors that occurred. Heatmaps condense visual anomalies in

time series, and comparing the flags is a tedious manual mapping.
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Figure 2.5: Comparing flagged anomalies involves tedious manual mapping between the
map view and time-series glyphs. (Giildenring, J. et al, 2020).
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2.2 PROBLEMS WITH DRONE ANALYSIS

The research emphasized anomalous data discovery, and the data did not have
labels for defective drone flights. There needed to be more data because of problems with
sensors needing to collect data properly and unknown factors. The time series data is

complex and semi-structured in the format of *.bin or *.log.
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CHAPTER 3

DESIGN REQUIREMENTS AND METHODOLOGY

3.1 DESIGN REQUIREMENTS

The design and methods and algorithms explanations are in this section.

3.1.1 FLEXIBLE AND INTERACTIVE DATA RETRIEVAL

The interface that the lab developed exhibits flexible and interactive data retrieval.
The user can select multiple flights, remove them or select one section at a time or all
sections of the interface. The user can scroll through the graphs, set thresholds, and

search for patterns by highlighting sections in graphs.

3.1.2  TEMPORAL ANALYSIS AND ANOMALY DISCOVERY

The interface supports temporal analysis of drone flights at the different
granularity and anomaly discovery during drone flights. For example, highlighting a flight

in the flight anomaly isolation section for an attribute sequence using the mouse and

18



positioning it at the selected pattern will return the top ten sequences. Also, the same

graph will show problematic flags and order all flights according to similarity.

3.1.3 MULTIPLE PERSPECTIVES

The interface provides multiple perspectives for analyzing drone flights. Over six

models uniquely represent problems with the data. These models incorporate

visualization separate from the algorithms to augment perception.

3.1.4 DATA WRANGLING

not-yours@DESKTOP-HEOK33B: /mnt/c/Users/not_yours/Documents/Data Visualization/Flight_Leg_subset

Figure 3.1: MAVIogDUMP is used to generate CSV attributes files. The attribute files
generate a complete list, such as All flight attributes CSV.

Mission Planner software ArduPilot captured data from drone sensors. The
Information comprises structures in the *.bin and *.log format; measurements occur over
time. The data includes numerical, categorical, and binary attributes. A script named

MAVI1ogDUMP extracts all features from ArduPilot software as CSV with full columns

19



and rows. MAVIogDUMP and CSV transformed *.log files into a computer-readable

form for algorithmic analysis.

Centered 2o i - Centered Ba M
Opportunities
2o 308°537.0
EY: ] 66'807.0
40 6'210.0
50 233.0
P Go 3.4

(a) (b)

Figure 3.2: (a) Standard deviation and data shifting with respect to the mean. (b) Process
defects per million opportunities and standard deviation (lean sigma corporation, 2022).

The output of this script is the CSV file for a particular attribute, and the features
predicted were filtered for time series compatibility. A merging technique concatenates all
points into one file, including removing null or missing parts.

Additionally, nan values are replaced with zeros to remove undefined values.
Standard deviation is a distance metric that helps filter signals similar to a band-pass
filter. Six standard deviations threshold filter classifies unfiltered anomalous data.
Anomalous region classification occurs with the mean above and below the standard
deviation and is user-defined. If thresholds are too low, anomalies will appear in great

numbers, and if the points are high, warnings will not appear.
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Featiures

Mumber Acronym Mame Deseription

i POWR Power Encrgy usage

2 HEAT Heat Heat distribation

3 ATT At Canonical — wehi-
cle attitude

4 BARC Baromeder Baromeler dala

5 BAT Battery Battery informa-
L

i} CTEL Conitrol Attitlude  Control

ol lation o=
Lo dizgnostics

T CTUM Contral Contral — Taning
infcrrmation

b GPA, GPAZ Accuracy GPS accuracy in-
formation

GPS, GPS2 GRS GPS informidion

{1} IMLLIML2-3) IYTOSCOPE yromcnpe  infor-
o

11 MAGMAG2-3) | magnetic ficld Magnetic fichd in-
formiaticn

iz MOTR Battery Battery  informia-
tigan

13 NEF(1-9) Estimator EKFF2  estimator
oulpuis

14 MR 1-2) (uaiernion EEF2 quadernnion

defining the -
tation from NED
1 XYL (autopi-
lost} nxes

15 POS paasition Position informi-
Ldan

143 PalC pexsiiLom Posihon informa-
tian

17 RATE altitude Diegired, achieved
attitnde rales

18 TERR Terrain Termin  daiabase
information

Table 3.3: Attributes used for time-series anomaly detection.

We used the CSV format since it is easy to manipulate data in a language with
low complexity and for easy computation in python. The CSV file has all data attributes
as columns, and data corresponding to the timestamps will be rows. The python script
removes the flights which have missing features and null values. The python script

concatenates all the flight data into a single consolidated file with the column "flight" with

21



the flight number. The apriori algorithm filtered anomalies second to the standard
deviation and filtered the data twice. Statistical correlations with nan values will not
display correctly, and nan values become zeros. The neural network training includes
all-time series features, including the other models. Data deletion occurs when there are
no time series patterns. A training set and testing evaluate performance. The trained

model is saved and called by a python script for use in HTML to predict flights.

3.1.5 DRONE TRACKER

Imported and trained ML models are saved for external use and not coupled with
the server to generate visualizations. One of the primary objectives of the model should
be robustness and responsiveness. The training code is not required and increases code

complexity.
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@Spatial Analysis ]@ luster against selected flight Multiple attributes

Figure 3.4: Walkthrough of the analysis pipeline.

The spatial analysis in Figure 3.4 (a) provides users with a top-down perspective,
such as immediate feedback on movement. In clustering against selected flights in Figure
3.4 (b), selected flights are oriented to the cluster and compared to all other flights to see
if they are in the border or outside the cluster. The flags and similarity section in Figure
3.4 (c) displays the flags per attributes selected, compares the selected flight to all other
flights, and finds similarities based on the standard deviation entered. Also, in the
correlation plots in Figure 3.4 (d), the user can plot the attributes, see the heatmap per
time slice or graph the attributes using a correlation matrix as a heatmap. In the multiple
attributes section in Figure 3.4 (e), a maximum of seven flight attributes display

simultaneously to compare flights, but there can be fewer than seven selected.
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3.2  METHODOLOGY

The main focus is supervised machine learning (ML) using an LSTM and
unsupervised ML using association rule mining and clustering. Anomaly detection
methods with current drone technology include online and offline training processes.
Online training is when data comes in dynamically, and offline training is when data is in
memory. Offline training is the topic in the research, and anomaly detection incorporated

Multivariate Time Series.
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Figure 3.5: The literature review uncovered the primary methods used for the
maintenance and automation of drones (Rina Azoulay el al, 2021).

For a review of time series models, see the summary by (Eric Zivot et al, 2005)
and (Petros S. Bithas et al, 2019). Also, literature reviews to analyze methods in genetic

transcription factors examine the time series (Ziv Bar-Joseph, 2012).

SUPERVISED MACHINE LEARNING
Neural networks were first proposed in 1944 by Warren McCullough and Walter
Pitts, two University of Chicago researchers who moved to MIT in 1952 as founding

members of what is sometimes called the first cognitive science department (Larry
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Hardesty, 2017). The neural nets described by McCullough and Pitts in 1944 had
thresholds and weights but omitted layers, and the researchers did not specify any training
mechanism (Larry Hardesty, 2017). Cornell University psychologist Frank Rosenblatt
demonstrated the first trainable neural network, the Perceptron, in 1957 (Larry Hardesty,

2017).

LSTM

= p(mbar}
® True P (Mbar)
Predicted P {Mbar)

vy

-120 -100 -80 —&0 —-40 -20 0 20

Figure 3.6: A convoluted LSTM generates a prediction for pressure and temperature
(TensorFlow, 2022).

The Recurrent Neural Network (RNN) uses short and long-term memory to make
sequence predictions. The specific model used is Long Short-Term Memory (LSTM), and
LSTM is proven to be the best predictor for time series (Ihssan Tinawi, 2019). LSTM has
three gates: scales input to cell (write), Output Gate, scales the output to cell, forget gate,
and old cell value (reset). This model extends the memory of Recurrent Neural Networks,

and it mitigates the vanishing gradient problem. The anomaly detection model is trained
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and implemented as a multivariate time series prediction—Machine Learning techniques
using concepts of Time Series Forecasting. Normalization significantly impacts accuracy
and does not work well for short test data. There is good model accuracy with the

MINMAX scaler (0,1) but terrible with the standard scaler (low, high).

UNSUPERVISED MACHINE LEARNING

Unsupervised methods use distance as a measure to detect anomalies, and
distance is affected by learning rate, distance metrics, iterations, perplexity, and
exaggeration. Detecting anomalies in multivariate systems can lead to misleading results,
especially when trained incorrectly.

Relativity
-V = - K1 + KO(Albert Einstein, 1905)
Hamiltonia before derivative

W =— Et + S(x,y,z) (Schrodinger, 1926)

Hamiltonia final form

A2 2
iﬁ%f— = - ;—m% + U(x)y (Fitzpatrick, 2016) (Farhan Rana, 2022)
X

Gradient Descent

(€9

Y= vy + x® (caramanis, 2012)

Assumptions
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C X change = — C*V + C X position, C = constants, V = gradient
The Schrodinger (Schrédinger , 1926) and Einstein's relativity (Albert Einstein,
1905) equations are identical to gradient descent, when replacing the differences with
constants (Sankar Das Sarma, 2019). Niels Bohr matrices can be interpreted as nodes (d)

of hidden layers (nH) and are represented as states in quantum mechanics (Sankar Das

Sarma, 2019). Mass is made of energy and energy can have multiple states at the same
time of superimposed fields and interact through forces to introduce emergent properties
such as a nuclear unsupervised MLPs (Schrodinger , 1926). Gravitational and electric
forces require a minimum mass of 2 for forces to be attracted or repelled and the same
applies to Kolmogorov Theorem (Klrkova, V. 2003).

Multilayer perceptrons (MLP) have hidden layers (n H), nodes (d) per hidden
layers (nH) and dendrites (ij’Wji) while physical reality has mass (m = iz) not hidden
Cc
layers (nH), (Albert Einstein, 1905) , nodes (d) as states (Schrodinger, 1926) and forces

in place of dendrites (Wk]_,Wﬁ) (Karkova, V. 2003). The field of quantum mechanics has the

measurement problem, lacks structure and whether states should represent anything in
physical reality (Wayne Myrvold, 2022). The field of string theory declares topologies of

strings in its equations. Topologies can take the form of hidden layers (nH) of the MLP
and strings as forces (ij,wji) (NLAB, 2021), (Bland-Hawthorn et al., 2021)). Forces are

caused by energy with alternating states through superpositioning and can add up to zero

by destructive interference.

28



o ~
A Acting
5 RYAY
Change of basis
n

v @
Flayed
T, el game

Ky Y ) ¥y (] ¥
Fowd W Wil s CET R T LT RILRTEY

¥

(), vt witly (U2, wi2l w2l (U, Wi )

Updated $ Learning +
maodel o
_—
Policy head S
(. v, w) f— Played games
\\_ . buffer
‘_
Sample
- random state —
Value head
—
Training labels Neural network Netwark input Pre-generated
synthetic
demonstrations

Figure 3.7: AlphaTensor Discovering faster matrix multiplication algorithms with
reinforcement learning (Alhussein Fawzi et al, 2022) .

Furthermore, Al using reinforcement learning can generate equations that
outperform gradient descent in specific hardware with zero prior hardware knowledge.
However, AlphaTensor needs to pre-define a set of potential factors (Alhussein Fawzi et

al, 2022) (Huimin Lu, 2017).
ASSOCIATION RULE MINING

Semantic rule mining alongside distance-based anomaly detection methods helps

discover anomalous data (Wang Yin et al, 2015).
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Figure 3.8: (a) Anomalies structured as transactions. (b) Transactions were evaluated for
patterns and pruned.

A priori Algorithm will be used to associate various sensors that fail together and
combine as precedent or consequent. The transactions list lists transactions with time as
an index for feature anomaly count. Superimposing all sequences in a transaction model
and evaluating minimum support and confidence has helped filter and generate unseen
anomalies (Adam Hayes, 2022). A model can be filtered using all possible sigma

thresholds one at a time superimposed in a transaction anomaly model.
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Figure 3.9: Ideal detection mechanism for anomaly detection.

Six sigma in association rules is used by filtering signals using six standard

deviations to create a table per time index of all attributes beyond the threshold. Sequence

extraction starts when signals oscillate outside the standard deviation thresholds of max

and min from the mean. It uses Gaussian models to filter the signals using properties of

normal distribution, such as a mean and standard deviation of attributes.
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Figure 3.10: The LSTM predicted signals, aiming to filter the data to six standard
deviations. In a typical process, 99.7% of the data density process is within three standard
deviations.

Six sigma is the standard method for process improvement and a proactive
method to maintain quality via an alteration to processes to keep the deviation below six
standard deviations. 90% Confidence generates semantic associations with any support;
therefore, any occurrence; generates rules of attributes interacting and triggering other

variables as triggers. The rules are essential for forecasting future behavior and need a

transaction list of anomalies.
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CLUSTERING BASED ON T-SNE
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Figure 3.11: Neighbor based approach - t-SNE (Vegi, C., 2018).

The t-SNE algorithm is unsupervised and uses statistical Information from the
data by creating cluster projections. The algorithm is based on gradient descent using
distance as a metric. The visualization-based method generates high dimensional data

into projections that are human-understandable.
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DYNAMIC TIME WARPING

Figure 3.12: Dynamic time warping (Tavernard, R. 2022).

DTW space is more suitable for adversarial studies in the time-series domain than
Euclidean distance (Belkhouja et al., 2022). Deep neural networks usually use time series
with labels, and now labels are being replaced by DTW distance to automatically classify
data when labels are unavailable. Also, Markov models have replaced DTW in fields such

as speech recognition (Ellis D., 2012).

One of the difficulties in speech recognition is that although different recordings
of the exact words may include more or less the same sounds in the same order, the
precise timing - the durations of each subword within the word - will not match (Ellis D.,
2012). As a result, efforts to recognize words by matching them to templates will give

inaccurate results if there is no temporal alignment (Ellis D., 2012).
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Figure 3.13: Dynamic time warping generates labels in deep neural networks without
prior information, which helps classify information autonomously (Belkhouja et al.,
2022).

The basic principle is to allow a range of 'steps' in the space of (time frames in
sample, time frames in template) and to find the path through that space that maximizes
the local match between the aligned time frames, subject to the constraints implicit in the

allowable steps (Ellis D., 2012). Variable length comparisons for short and long signals.

Better than euclidean distance with stochastic variables. Warps signals for best fit.

CONTRADICTIONS OF COLLECTIVE MODELS

The contradictive model can help create awareness of the time series' potential
flaws. Changes to one model lead to modifications to variables in other models and affect
measurement outcomes. Models can contradict themselves and provide complementary
data that can be useful. Model contradictions can change over time; the variable's values
contrast, and models can contradict. Contradictions lead to a problem in decision-making

when discovering anomalies. Anomalies can be biased because of models and data that is
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not fit correctly or do not represent the models. Average model predictors are a better way

to detect anomalies in time series.
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CHAPTER 4

SYSTEM COMPONENTS

4.1 COMPONENTS

4.1.1 BACKEND

The backend includes MAV1ogDUMP and data cleaning— association mining,

long-short-term-memory recurrent neural network, t-SNE, and Gaussian models.

4.1.2 FRONTEND

The section the user experiences is the front end and includes the visualization

interface implemented using a flask server.
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4.2 INTERFACE DESCRIPTION
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Figure 4.1: The main interface of the system.
4.2.1 IDIOM ABSTRACTION

The idiom for the drone flight analysis consists of a panel that will get input from
the user on the data for visualization. The visualization consists of cluster analysis,

plotting features, and visualizing the location of the flight with a time slider.

422 MAP

Flight Information
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Figure 4.2: A map displaying drone movement.
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An open-source Javascript library called Leaflet generated maps. For any selected
flight, the map chart shows the animation of the path taken by the flight, and it results in a
nice transition showing the path of the flight. The visualization of the map allows the user
to zoom in and out of the map. The flight data contains GPS data of the flight with
latitude and longitude. The coordinates are in increasing order of time; then, lines connect
the points to the plot. These attributes and flight IDs were taken and converted into
GeoJSON format to plot the map chart. LocationlQ fetches data, and it fetches the name
of the city and the state of the starting point of the flight path. Mapbox is part of map

implementation.

4.2.3 ATTRIBUTE CHARTS

The attributes chart section provides visualization for the attributes selected from
the control panel for the selected flight. The attribute chart enables comparison between
selected attributes. All the plotted attribute charts have a time slider, which indicates the
flight duration and allows sliding to specific time points of the selected flight in the
prototype. The charts are filled with contrasting, transparent colors to understand chart
comparison. Upon selection, attributes are plotted and visualized. Plots were not the focus
of the second prototype, and ArduPilot has the plotting capability. The attribute chart
plots all charts in the second prototype and not the first. The initial prototype is

augmented with a zoom function to allow closer inspection of individual charts.
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4.2.4 CONTROL PANEL FOR FLIGHT SELECTION

Control Panel allows selections of flight and attributes to visualize, and the
visualizations display according to the controls selected by the user in the control panel.
In the second prototype, the control box differs from the initial prototype—new
functional requirements and implementations change are added in the second phase of the

research, such as a new interface.

4.2.5 TIME SLIDER

The time slider is successful in the prototype. It allows the user to track drone
behavior over time in an interactive way quickly, and the user can get a better feel for
how the drone behaves over time. This feature allows visualizing behavior related to time
in the slider, such as plots in the prototype. However, the time slider format is in seconds,
and due to nan values, there are missing slices of data with comparisons. The slider has

bugs due to a need for an understanding of requirements.
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4.2.6 T-SNE
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Figure 4.3: This feature allows us to find flights with similar behavior concerning the
selected flight.

The t-SNE can position the selected flight among all the other flights where the
center is all flights should ideally be, indicating optimal performance with the attributes
selected. However, changing variables changes the results observed and can confuse
users. The t-SNE functions independently of all the other models and does not use

distance or standard deviation, and t-SNE 1is a projection.
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4.277 RADAR

Flight Comparison

Select attributes

e AHRZ

Flight Selectad .
g L Rou
@ Flight selection Fitch
L AHRZLet waw
@ show avg values

Update

Figure 4.4: A radar chart displaying distributions correlations of attributes.

The chart displays the comparison between the average values and the values of
flights at a specified timestamp. The mean values for all the attributes and the selected
attributes, i.e., AHR2 (Pitch, Roll, Yaw, Lng), merge into one plot. The chart is limited to
visualizing up to 7 characteristics at a time. The visualization resets on clicking the
update button, which has severe bugs. A legend is displayed showing the color-coded
description. The Radar Chart compares the selected flight and its attributes with the
average values of all the flights. Attribute visualization occurs against each axis, and then

a shape is formed by connecting the resulting dots.
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4.2.8 HEATMAP

The heatmap shows each window of an attribute for each second in time Figure
4.5 right, where a value's color depends upon its deviation from the predicted value.
There are two heatmaps. One heatmap uses a correlation matrix and the other displays

data frames per second of time.
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Figure 4.5: A heatmap and plots displaying correlations.
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4.29 FLIGHT ANOMALY ISOLATION
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Figure 4.6: Graph showing attributes with user-defined standard deviation and
similarities. Users can highlight subgraphs with the mouse and search for patterns.

The Flight Anomaly Isolation panel shows selected flights based on their
similarity, calculated using Dynamic Time Warping. Dynamic time warping uses
similarity. In-flight Anomaly isolation, all flights are ranked from highest similarity to
lowest similarity from the mean of all attributes. Dynamic time warping is independent of
the mean and standard deviation; the mean and standard deviation classified anomaly

flags and only appear or disappear by changing the standard deviation threshold.
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CHAPTER 5

ANALYSIS AND CASE STUDIES

5.1 ANALYSIS

For this first case study, we load several drone flights into the interface. Flights
4,10,11,21, and 23 had a short duration. Problems found include Inertial Measurement
Unit data (IMU), GPS accuracy information (GPA), Information received from
compasses (MAG), Gathered battery data (BAT), System power information (POWR),
IMU Heater data (HEAT), and Attitude Control oscillation monitor diagnostics (CTRL).
The t-SNE for power safety displays flights 4, 3, 23, 21, 10, and 11 at a further distance
from all flights and are less similar from the mean. The magnetic behavior for flight 21 is
less similar to all flights, and flights 10, 3, 11, and 23 are in the external cluster where
most flights are closer in similarity. 25% of the flights analyzed had noticeable problems
using six standard deviations.

All flights that did not appear to change position in the GPS graph correlate to
battery, safety, and magnetic problems. When plotting the GPS coordinates for each
flight, it becomes apparent that flights vary in duration, short flights are anomalies, and

short flights were not part of expectations. The shortest flight durations have co-occurring
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sequences of anomalies leading to other forms of anomalies. The data from the heatmap
and semantic rules support the sequential anomalies inside the drone. The heatmap helped
identify anomaly association rules for selected flights. It is not apparent that sequences of
problems are occurring and interacting or causing other anomalies. To further understand,
t-SNE compares the flights and asserts if associations are presently by using additional
models in the interface. Precedent and the consequent rule-based system do better than

LSTM, such as apriori, when there is short or missing data.

5.1.1 MINMAX SCALER

Normalization style had a significant effect on accuracy. For example, MinMax,

compared to the standard scaler, was better at predicting when the data included zero

values.
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Figure 5.1: (a) 10 backsteps. (b) 50 backsteps. (¢) 500 backsteps. (d) best minmax
model.

5.1.2  STANDARD SCALER

This method included the worst accuracy because there was missing data and zero

values that affected the distribution when the data was normalized.
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Figure 5.2: (a) Model 5. (b) model 5. (¢) Model 6. (d) Model 6.

5.1.3 ASSOCIATION MINING

The Apriori algorithm used for associations is a library and not implemented from
scratch. Initially, it needed to be clarified on the best method to convert anomalies into a
transactional format since there are multiple features and timestamps. The simplest
method was to convert it to a format similar to previous transactional data over time
(Gaurav N. Pradhan, 2017) (T. Schliiter and S. Conrad, 2011).
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5.2 CASE STUDIES

5.2.1 CASE STUDY 1 - FLIGHT 2

HEAT Out MU Ak

ia) ih)

Figure 5.3: (a) The flight is loaded and rules generated. Apriori gives an association rule
for heat out and AHz (vibrations). (b) The user looks at the heatmap of those attributes
over time to confirm the readings.

First, we examine flight 2 to identify any possible anomalies. In order to isolate
attributes of interest, we initially perform association rule mining over flight readings. We

discover an association rule between the HEAT OUT attribute, which refers to the IMU

heater data controller output to the heating element, and the AHZ attribute, which refers
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to the Inertial accelerometer measurement rate. HEAT Out occurs in issues related to the
heat controller in the drone. The controller is acting out due to overheating, while moving
fast. Attempts to cool the drone occur when drones experience some event or issue that
causes the heat controller to trigger. For instance, if the external temperature of the
drone’s route is too hot, or there are temperature fluctuations in the topological area
flown, then there is stress on the drone sensors, which in extremes can cause them to
freeze or melt. For example, Air France flight 4590 caught on fire when wires made
contact with a ruptured fuel tank (LOGEMENT, M. D. L. D. T. E. D., 2001.). We further
examine via the heatmap in Figure 5.3 (b) that these attributes show anomalous behavior

over the same time stamps.
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Figure 5.4: (¢) The user plots the flight path to check how this manifests with other
models. (d)
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Figure 5.5: The anomaly isolation view provides a view of heat out. Findings: flight 2, 11
are similar, and flight 2 had flagged anomalies.

Similarly, we can identify power safety issues in flight 4, 10, 21, 23, and 11. GPS
accuracy in flight 18. The user wants to verify the rule. The problem is heat out; therefore
the inertia of the drone has a temperature controller pumping heat greater than normal.
Next, we examine the drone's flight path in Figure 5.4 (c) to gauge how severe the
anomaly's impact on the drone has been.

Despite a mild anomaly in the HEAT OUT and AHZ attributes, the drone still
completes a successful flight. We, therefore, seek to verify the association rule found by
examining the behavior of this flight about other drone flights for the same HEAT OUT
attribute. We do this by clustering the drone flights using a t-SNE plot, as shown in Figure
5.4 (d). The selected drone flight, highlighted in red, is further away from the other flights
in the cluster, indicating the discovery of a definite anomaly.

Subsequently, we drill down into flight 2’s statistics in Figure 5.5 and see that over

the ~4-minute period of flight 2; there are anomalies regularly flagged for the first 60-70
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seconds, where there is more inertial heat being pumped out of the drone than is normal
behavior. In the flight path in Figure 5.4 (c), we can see that a sudden turn is reflected
halfway into the flight; anomalous inertial behavior is occurring. Furthermore, in this
view, we can compare other drone flights against the selected flight in a one-to-one
manner. We see that flight 11 shows very similar behavior to the anomalies reflected in

flight 2. We, therefore, look further into flight 11 anomalies in the subsequent case study.
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5.2.2 CASE STUDY 2 - FLIGHT 11

(b)

Figure 5.6: (a) Power safety associations won’t show below 6 standard deviations and
included binary flags only. (b) Safety is triggered multiple times and not enough
information is known.

First, we examine flight 11 to identify any possible anomalies. In order to isolate
attributes of interest, we initially perform association rule mining over flight readings. We
have yet to discover an association rule for POWR Safety which refers to the safety of the
power distribution. Power safety problems occur on short flights with approximately 10
seconds of data. This problem occurs when drones experience some event or issue that
causes the power to fail. For instance, the battery resistance fails because of mechanical

wear in the wires, vibrations displacing conducting materials, magnetic effects on the

circuits, and current leakage. We further examine via the POWR Safety in Figure 5.6 (b)
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that these attributes do not show anomalous behavior over the same time stamps with

other attributes.
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Figure 5.7: (¢) The flight is short at 10 seconds. Flights don’t usually last a couple of
seconds. (d) Power safety is different from all others and closer to the outside of cluster.
Next, we examine the drone's flight path in Figure 5.7 (c) to gauge how severe the
anomaly's impact on the drone has been. We see that the drone did not complete a
successful flight, and there is a mild anomaly in the POWR Safety attributes. We,
therefore, seek to verify the association rule found by examining the behavior of this
flight to other drone flights for the same POWR Safety attribute. We do this by clustering
the drone flights using a T-SNE plot, as shown in Figure 5.7 (d). The selected drone
flight, highlighted in red, is further away from the other flights in the clustering,

indicating the discovery of a definite anomaly.
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Figure 5.8: (e) Flight 11 is similar to 2 and 4. Also those flights had similar flags using 6
standard deviations and above. (f) The standard deviation was lowered and patterns
emerged below six standard deviations.

Subsequently, we drill down into flight 2’s statistics in Figure 5.8 (e) and see that
over the ~10-second period of flight 11, there are anomalies regularly flagged for the last
6 seconds, where there are more POWR Safety problems in the drone than is normal
behavior. We can see that in the flight path seen in Figure 5.7 (¢), there is no movement in
the flight due to anomalous POWR Safety behavior. Furthermore, we can compare other
drone flights against the selected flight in an on-to-one manner in this view. We see that
flight 2 shows very similar behavior to the anomalies reflected in flight 11. We, therefore,

look further into flight 11 anomalies.
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Figure 5.9: (g) at low thresholds human perception is overloaded when sigma is below 6
standard deviations. (h) Perception overlead is helped by reducing variables visually
using a correlation matrix.

The standard deviation was lowered below six standard deviations to allow for
attributes not to be removed by the filter. There were over ~30 attributes shown in Figure
5.9 (g), which caused less confusion compared to not having any data in Figure 5.6 (a).

The heatmap revealed problems with the throttle CTUN ThO and the controller, known

as the power or fuel controller.
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Figure 5.10: (1) VIBE stands for processed (acceleration) vibration information,
and VibeY occurs in the y-axis. (m) CTUN stands for Control Tuning
information, and Thl is throttle input.
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Figure 5.11: (n) CTUN stands for Control Tuning information and ThO throttle
output. (0) CTRL stands for Attitude Control oscillation monitor diagnostics, and
RMSROIIP is LPF Root-Mean-Squared Roll Rate controller P gain.
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gain. (u) VIBE stands for processed (acceleration) vibration information, and
VibeY occurs on the y-axis.
The throttle controller Figure 5.13, which control power with vibrations Figure 5.14 (u)
and high roll Figure 5.14 (t), lead to problems with the battery Figure 5.12. Fight 11 and

2 are similar without taking into account sigma into the model as shown in all the flight

anomaly association sections.
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CHAPTER 6

RESULTS AND IMPLICATIONS

In many cases, the interface made it relatively easy to investigate anomalies in
flights. Visualization allows for juxtaposing flights against each other to find familiar
sources of faults. In our studied set of flights, ideal flights that moved on GPS and do not
have anomaly patterns at six standard deviations, 12.5% of total flights; three were within
perfection. Most flights that moved on GPS have a pattern of anomalies that is 66.67% of
total flights and did not cause significant failures because they flew over 7 minutes, 16
flights. Five flights that did not move on GPS have anomalies, and 20.83% of total flights
caused significant failures within 10-seconds. Anomalies exist below 90% confidence,
and at or above six a. 4.17% of flights had critical anomalies below six ¢ such as at four o
and limited flight time to less than 11 seconds. One flight failed below six standard
deviations, and all others followed a normal distribution with failures at or above six

standard deviations.
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6.1 LIMITATIONS

The process standard "Lean Six Sigma" using six standard deviations is not 100%
the best "fit all method" because it omits critical problems below the six standard
deviation threshold. The data was not normalized, and it is unknown if this impacts data
analysis due to the A priori algorithm removing noise through the most frequent itemset.
Band-Pass Filter in the frequency domain better represents data by removing noise, and
attributes in the time domain and not the frequency domain are filtered. The distance and

similarity change with the algorithms used for distance comparison.

6.2 CHALLENGES

A significant challenge in employing supervised and unsupervised methods is that
short test data leads to noisy predictions. The drone operator needs to capture data
pre-flight to estimate a good baseline, and the best models will not do better than a mean
prediction of data. The concerns are that predictions are short, and when problems occur,
they are not different seconds into the future. Also, flights with 10 seconds of data are
unreliable predictors due to human error in collecting data. It is not apparent to see
relationships because thresholds might sometimes need to reflect the sensitivity. Outliers
skew the data. By comparing these attributes using area charts and observing intricate

changes by navigating to specific time points in the chart using multiple models, we can
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incisively understand. Real-time data integration requires significant backend

engineering—human error in drone operation makes it more challenging.

6.3  CONCLUSION

Unfiltered data is misleading in estimating anomaly problems, assuming using
only standard deviation as a measure. Furthermore, association mining rules accurately
describe problems with flights. The prototype was successful, and semantic rule mining
correctly identifies sequences of anomalies affecting system behavior. Anomalous
associations at low thresholds detect sequences that lead to consequent behavior using the
apriori algorithm to filter the data a second time after filtering using standard deviation.
The heat map affirms the behavior for anomalous rules occurring in sequences; the radar
chart compares the selected flight's value with the mean value of all flights and t-SNE
displays flights with similar distances concerning the chosen flight. Heat map confirms
associated rules and does not display co-occurrences directly as association mining does.
It would be reasonable to assume that if a user is attempting to fly a drone that a
short-duration flight is due to problems. Users optimally want to fly a drone and maintain
a flight duration for maximum flight duration.

Drones are affected by vibrations, magnetic disturbances, and the weather can
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destroy them. Designing equipment that considers electromagnetic property is a novel
approach that saves money. Electronic design can accidentally become an antenna due to
its surface accumulating charge and will cause wave perturbations affecting the
equipment. System design will improve autonomous systems by taking into account
electromagnetic properties. Controlled oscillations of these wave properties by varying
atomic orbitals will, in the future, replace inert materials. Electromagnetic drives can help
replace materials by controlling the wave range varying over time, causing equipment
failures.

Dense materials block radiation, such as lead. However, even thick materials
oscillate due to atomic properties. Also, Electromagnetic flux reduction is associated with
drop electromagnetic momentum reduction and, therefore, resistance that will help
generate electromagnetic convergence, ideally reaching zero flux in the future. A zero
Electromagnetic flux would mean space equipment operating ideally with no anomalies

in respect to the electromagnetic waves (Kenneth A. LaBel, 2004).
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