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ABSTRACT

Social media has become an important means of user-centered information sharing
and communications in a gamut of domains, including news consumption, entertain-
ment, marketing, public relations, and many more. The low cost, easy access, and
rapid dissemination of information on social media draws a large audience but also
exacerbate the wide propagation of disinformation including fake news, i.e., news
with intentionally false information. Disinformation on social media is growing fast
in volume and can have detrimental societal effects. Despite the importance of this
problem, our understanding of disinformation in social media is still limited. Recent
advancements of computational approaches on detecting disinformation and fake news
have shown some early promising results. Novel challenges are still abundant due
to its complexity, diversity, dynamics, multi-modality, and costs of fact-checking or
annotation.

Social media data opens the door to interdisciplinary research and allows one to
collectively study large-scale human behaviors otherwise impossible. For example,
user engagements over information such as news articles, including posting about,
commenting on, or recommending the news on social media, contain abundant rich
information. Since social media data is big, incomplete, noisy, unstructured, with
abundant social relations, solely relying on user engagements can be sensitive to noisy
user feedback. To alleviate the problem of limited labeled data, it is important to
combine contents and this new (but weak) type of information as supervision signals,
i.e., weak social supervision, to advance fake news detection.

The goal of this dissertation is to understand disinformation by proposing and
exploiting weak social supervision for learning with little labeled data and effectively

detect disinformation via innovative research and novel computational methods. In



particular, I investigate learning with weak social supervision for understanding
disinformation with the following computational tasks: bringing the heterogeneous
social context as auxiliary information for effective fake news detection; discovering
explanations of fake news from social media for explainable fake news detection;
modeling multi-source of weak social supervision for early fake news detection; and
transferring knowledge across domains with adversarial machine learning for cross-
domain fake news detection. The findings of the dissertation significantly expand the
boundaries of disinformation research and establish a novel paradigm of learning with
weak social supervision that has important implications in broad applications in social

media.
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Chapter 1

INTRODUCTION

Social media has become an important means of large-scale information sharing and
communication in all occupations, including marketing, journalism, public relations,
and more (Zafarani et al., 2014). This change in consumption behaviors is due to
some novel features such as mobility, free, and interactiveness. However, the low
cost, easy access, and rapid dissemination of information of social media draw a large
audience and enable the wide propagation of disinformation and fake news, i.e., news
with intentionally false information.

The wide spread of disinformation and fake news can cause detrimental societal
effects. First, people may accept deliberate lies as truths; second, fake news can
change the way people respond to legitimate news; and third, the prevalence of fake
news has the potential to break the trustworthiness of online journalism, and may
lead to detrimental real-world consequences. For instance, in 2016, millions of people
read and “liked” fake news stories proclaiming that Pope Francis has endorsed Donald
Trump for U.S. president!. As a recent example, there are many reported cases for
COVID-19 related fake news, such as the virus being a hoax, or 5G is the cause of
the COVID-192. Therefore, it becomes increasingly important for policy makers to
regulate and discourage the creation of fake news, for online business to detect and

prevent fake news, and for citizens to protect themselves from fake news.

Thttps://www.cnbe.com/2016/12/30 /read-all-about-it-the-biggest-fake-news-stories-of-
2016.html

Zhttps://www.bbc.com/news/amp /stories-52731624



Despite the importance of the problem, our understanding of fake news is still
limited. For example, we want to know why people create fake news, who produces
and publishes them, how fake news spreads, what characteristics distinguish fake
news from legitimate ones, or why some people are more susceptible to fake news
than others (Mercier, 2017). Therefore, we propose to understand fake news with
disciplines such as journalism, psychology, social science, and characterize the unique
characteristics for its detection. Better understanding of fake news will allow us to
come up with algorithmic solutions for detecting fake news and managing it before
fake news is widely disseminated.

However, detecting disinformation and fake news poses unique challenges that
makes it non-trivial. First, the data challenge has been a major roadblock because
the content of fake news and disinformation is rather diverse in terms of topics, styles
and media platforms; and fake news attempts to distort truth with diverse linguistic
styles while simultaneously mocking true news. Thus, obtaining annotated fake news
data is non-scalable, and data-specific embedding methods are not sufficient for fake
news detection with little labeled data. Second, the evolving nature of fake news and
disinformation is another obstacle in this task—fake news is usually related to newly
emerging, time-critical events, which may not have been properly verified by existing
knowledge bases (KB) due to the lack of corroborating evidence or claims.

Recently, learning with weak supervision has been of great interest the research
community to mitigate the data scarcity problem for various tasks. Social media data
allows one to study large-scale human behaviors, that make it suitable for deriving
supervision signals. First, social media data is big. We have limited data for each
individual. However, the social property of social media data links individuals’ data

together, which provides a new type of big data supervision. Second, social media



data is linked. The availability of social relations determines that social media data
is inherently linked, meaning it is not independent and identically distributed. For
example, user engagements over information such as news articles, including posting
about, commenting on or recommending the news on social media, bear implicit
judgments of the users to the news and could serve as auxiliary information for
disinformation and fake news detection. In addition, social media data is noisy that
make it a type of weak supervision. Users in social media can be both passive content
consumers and active content producers, causing the quality of user-generated content
to vary. Social networks are also noisy with the existence of malicious users such as
spammers and bots.

This new (but weak) type of data mandates new computational analysis approaches
that combine social theories and statistical data mining techniques. Due to the nature
of social media engagements, we term these signals as weak social supervision.

Therefore, in this dissertation, I investigating the attempts of learning with
weak social supervision to understand and detect disinformation and fake news on
social media. In particular, I study the practical and challenging scenarios to detect
disinformation and fake news more effectively, with explainability, at an early stage,
and across domains. I propose novel frameworks to tackle these challenges and learn
representations not only from textual content but also the unique properties of related

social media engagements to detect fake news.

1.1 Research Challenges

To detect fake news on social media, we are faced with several challenges:

e For effective fake news detection, the social context during news dissemination



process on social media forms the inherent tri-relationship, the relationship
among publishers, news pieces, and end users, which has potential to improve
fake news detection. How can we mathematically model the tri-relationship to
extract feature representations of news pieces? And how do we take advantage
of tri-relationship modeling for fake news detection?

For explainable fake news detection, both news sentences and user comments
contain important cues to detect and explain fake news. First, news contents
may contain information that is verifiably false. Second, user comments have
rich information from the crowd on social media that are useful to detect fake
news. Moreover, news contents and user comments inherently are related and
can provide signals to explain why a given news article is fake or not. How
can we perform explainable fake news detection that can achieve explainability
and good detection performance simultaneously? And how can we model the
correlation between news contents and user comments jointly for explainable
fake news detection?

For early fake news detection, multiple weak signals from different sources of
social engagements contains complementary utilities in addition to news content
to detect fake news early. For example, user engagements over news articles
such as comments, bear implicit judgments of the users about the news and
could serve as weak sources of labels. How can we leverage a limited amount
of clean data along with weak signals from social engagements to train a fake
news detector? And how can we model the weight of weak labels from different
sources that regulate the learning process of the fake news classifier?

For cross-domain fake news detection, it is important to explore auxiliary

information to improve fake news prediction with limited labels for the newly



emerging target domain. Fake news publishers often have intent to spread
distorted and misleading information widely, requiring particular writing styles
that are domain-independent. In addition, rich user engagements within a
single domain have significant complementary information in addition to news
contents. How can we learn domain-adaptive news representations across news
domains? And how can we capture news contents, user comments, and user-news

interactions to detect fake news?

1.2 Contributions

The contributions of this dissertation are summarized as follows:

e Studying novel problems of understanding disinformation such as fake news on
social media;

e Providing principled approaches to learn with weak social supervision guided by
social theories for multi-faceted social media data;

e Proposing novel frameworks to detect fake news with challenging scenarios
including effective, explainable, early, and cross-domain fake news detection;
and

e Conducting experiments on real-world datasets to demonstrate the effectiveness

of the proposed frameworks.

1.3 Organization

The remainder of this dissertation is organized as follows. In Chapter 2, I review

related works in disinformation and fake news detection and learning with weak



social supervision. In Chapter 3, I investigate effective fake news detection. I first
give the problem statement and details of the proposed framework tri-relationship
embedding (TriFN), whose design is guided by sociological and journalism studies
on publisher bias and user credibility. I then conduct experiments to evaluate the
effectiveness of TriFN for fake news detection. In Chapter 4, I study explainable fake
news detection. I first detail the proposed framework dEFEND by demonstrating how
to use sentence-comment co-attention networks to discover explainable signals and
effective features. Then I show extensive experimental results on the effectiveness of
dEFEND. In Chapter 5, I study the early fake news detection. I first introduce how to
model multi-source of weak labels with a small set of clean labels using MWSS. T then
demonstrate the constructions of weak labels from user engagements in social media
guided by social theories. Finally, I conduct extensive experiments to demonstrate
the effectiveness of MWSS for fake news detection early. In Chapter 6, I propose
CrossFND for cross-domain fake news detection. I first introduce how to jointly
capture cross-domain knowledge transfer and with-in domain auxiliary information
from with CrossFND for news representation learning. I then conduct experiments to
evaluate CrossFND across different domains. I conclude the dissertation and point

out broader impacts and promising research directions in Chapter 7.



Chapter 2

FOUNDATIONS AND PRELIMINARIES

In this chapter, I will briefly introduce the background about researchers in

disinformation and fake news detection and learning with weak supervision.

2.1 Disinformation and Fake News Detection

Disinformation and misinformation have been an important issue and attracts in-
creasing attention in recent years (Kumar et al., 2016). The openness and anonymity
of social media makes it convenient for users to share and exchange information,
but also makes it vulnerable to nefarious activities. Though the spread of misinfor-
mation and disinformation has been studied in journalism, the openness of social
networking platforms, combined with the potential for automation, facilitates the
dis/misinformation to rapidly propagate to massive numbers of people, which brings
about unprecedented challenges. Specifically, disinformation is fake or inaccurate
information that is intentionally spread to mislead and/or deceive; misinformation
is false content shared by a person who does not realize it is false or misleading. In
addition, there are some other related types of information disorder (Wu et al., 2019;
Zhou and Zafarani, 2018): rumor is a story circulating from person to person, of
which the truth is unverified or doubtful. Rumors usually arise in the presence of
ambiguous or threatening events. When its statement is proved to be false, a rumor
is a type of misinformation; Urban Legend is a fictional story that contains themes

related to local popular culture. The statement and story of an urban legend are



usually false. An urban legend is usually describing unusual, humorous, or horrible
events; Spam is unsolicited messages sent to a large number of recipients, containing
irrelevant or inappropriate information, which is unwanted.

As a representative example of disinformation, we briefly introduce the related work
about fake news detection on social media. Fake news detection methods generally
focus on using news contents and social contexts (Shu et al., 2017; Zhou et al., 2019a).

News contents contain the clues to differentiate fake and real news. For news
content based approaches, features are extracted as linguistic-based and visual-based.
Linguistic-based features capture specific writing styles and sensational headlines that
commonly occur in fake news content (Potthast et al., 2017), such as lexical and
syntactic features. Visual-based features try to identify fake images (Gupta et al., 2013)
that are intentionally created or capturing specific characteristics for images in fake
news. News content based models include i) knowledge-based: using external sources
to fact-checking claims in news content (Magdy and Wanas, 2010; Wu et al., 2014), and
2) style-based: capturing the manipulators in writing style, such as deception (Feng
et al., 2012; Rubin and Lukoianova, 2015) and non-objectivity (Potthast et al., 2017).
For example, Potthast et al. (Potthast et al., 2017) extracted various style features
from news contents and predict fake news and media bias.

In addition to news content, social context related to news pieces contains rich
information to help detect fake news. For social context based approaches, the features
mainly include user-based, post-based and network-based. User-based features are
extracted from user profiles to measure their characteristics and credibilities (Castillo
et al., 2011; Kwon et al., 2013; Shu et al., 2018¢; Guacho et al., 2018). For example, Shu
et al. (Shu et al., 2018c) proposed to understand user profiles from various aspects to

differentiate fake news. Yang et al. (Yang et al., 2019) proposed an unsupervised fake



news detection algorithm by utilizing users’ opinions on social media and estimating
their credibilities.

Post-based features represent users’ social response in term of stance (Jin et al.,
2016), topics (Ma et al., 2015), or credibility (Castillo et al., 2011; Wu and Liu,
2018). Network-based features are extracted by constructing specific networks, such
as diffusion network (Kwon et al., 2013) etc. Social context models basically include
stance-based and propagation-based. Stance-based models utilize users’ opinions
towards the news to infer news veracity (Jin et al., 2016). Propagation-based models
assume that the credibility of news is highly related to the credibilities of relevant
social media posts, which several propagation methods can be applied (Jin et al.,
2016). Recently, deep learning models are applied to learn the temporal and linguistic
representation of news (Shu et al., 2019b; Wang et al., 2018; Karimi et al., 2018).
Recently, research also focuses on challenging problems of fake news detection, such
as fake news early detection by adversarial learning (Wang et al., 2018) and user
response generating (Qian et al., 2018).

Despite the success of aforementioned fake news detection algorithms, they mostly
rely on large amounts of labeled instances to train supervised models. Such large
labeled training data is often difficult to obtain for disinformation and fake news.
Therefore, I study novel algorithms to learn with weak social supervision for detecting

fake news effectively, with explanation, at an early stage, and across domains.

2.2 From Weak Supervision to Weak Social Supervision

Learning with weak supervision is an important and newly emerging research area,

and there are different ways of defining and approaching the problem. One definition



of weak supervision is leveraging higher-level and/or noisier input from subject matter
experts (SMEs). The supervision from SMEs are represented in the form of weak label
distributions, which mainly come from the following sources: 1) inezact supervision:
a higher-level and coarse-grained supervision; 2) inaccurate supervision: a low-quality
and noisy supervision; and 3) ezisting resources: using existing resources to provide
supervision. Another definition categorizes weak supervision into inexact supervision,
inaccurate supervision, and incomplete supervision (Zhou, 2018). The incomplete
supervision means that a subset of training data are given with labels, which essentially
includes active learning and semi-supervised learning techniques. Weak supervision
can be formed in deterministic (e.g., in the form of weak labels) and non-deterministic
(e.g., in the form of constraints) ways.

Incorporating Weak Labels: Most machine learning models rely on the scale of
labeled data to achieve good performance where the presence of label noise (Nettleton
et al., 2010) or adversarial noise (Reed et al., 2014) can cause a dramatic performance
drop. Therefore, learning with noisy labels has been of great interest to the research
community for various tasks (Shu et al., 2020b; Frénay and Verleysen, 2013; Meng et al.,
2019). Some of the existing works attempt to rectify the weak labels by incorporating
a loss correction mechanism (Sukhbaatar et al., 2014; Patrini et al., 2017). Sukhbaatar
et al. (Sukhbaatar et al., 2014) introduce a linear layer to adjust the loss and estimate
label corruption with access to the true labels (Sukhbaatar et al., 2014). Patrini et
al. (Patrini et al., 2017) utilize the loss correction mechanism to estimate a label
corruption matrix without making use of clean labels. Other works consider the
scenario where a small set of clean labels are available (Li et al., 2017; Zheng et al.,
2019; Hendrycks et al., 2018; Ren et al., 2018). For example, Veit et al. use human-

verified labels and train a label cleaning network in a multi-label classification setting;
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Zheng et al. propose a meta label correction approach using a meta model which
provides reliable labels for the main models to learn. Recent works also consider the
scenario where weak signals are available from multiple sources (Ratner et al., 2017,
Varma et al., 2019; Ratner et al., 2018a) to exploit the redundancy as well as the
consistency in the labeling information.

Injecting Constraints: Directly learning with weak labels may suffer from the noisy
label problem. Instead, representing weak supervision as constraints can avoid noisy
labels and encode domain knowledge into the learning process of prediction function.
The constraints can be injected over the output space and/or the input representation
space. For example, Stewart et al. (Stewart and Ermon, 2017) model prior physics
knowledge on the outputs to penalize “structures” that are not consistent with the
prior knowledge. For relation extraction tasks, label-free distant supervision can be
achieved via encoding entity representations under transition law from knowledge
bases (KB). This type of weak supervision, i.e., injecting constraints, is often based on
prior knowledge from domain experts, which are jointly optimized with the primary
learning objective of prediction tasks.

With the rise of social media, the web has become a vibrant and lively realm
where billions of individuals all around the globe interact, share, post and conduct
numerous daily activities. Social media enables us to be connected and interact
with anyone, anywhere and anytime, which allows us to observe human behaviors
in an unprecedented scale with a new lens. However, significantly different from
traditional data, social media data is big, incomplete, noisy, unstructured, with
abundant social relations. This new type of data contains rich social interactions that
can provide additional signals for obtaining weak supervision. Generally, there are three

major aspects of the social media engagements: users, contents, and relations (Shu
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et al., 2020a,c). First, users exhibit different characteristics that indicate different
patterns of behaviors. Second, users express their opinions and emotions through
posts/comments. Third, users form different types of relations on social media
through various communities. Therefore, social media data provides a new type of
weak supervision, i.e., weak social supervision, which has great potentials to advance a
wide range of applications including fake news detection. We build on top of previous
work in the area of learning from weak supervision, and propose a new paradigm

called weak social supervision.
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Chapter 3

EFFECTIVE FAKE NEWS DETECTION

In this chapter, we investigate effective fake news detection with social context.
The news ecosystem on social media provides abundant social context information,
which involves three basic entities, i.e., publishers, news pieces, and social media users.
Figure 1 gives an illustration of such ecosystem. In Figure 1, p;, po and p3 are news
publishers who publish news a,...,a4 and uq, ..., ug are users who have engaged in
sharing these news pieces. In addition, users tend to form social links with like-minded
people with similar interests. The tri-relationship, the relationship among publishers,
news pieces, and users, contains additional information to help detect fake news.

First, sociological studies on journalism have theorized the correlation between the
partisan bias of publisher and the veracity degree of news content (Gentzkow et al.,
2014). For example, in Figure 1, p; is a publisher with extreme left partisan bias and
P2 is a publisher with extreme right partisan bias. To support their own partisan
viewpoints, they have high degree to distort the facts and report fake news pieces,
such as a; and a3; while for a mainstream publisher p; that has least partisan bias,
he/she has a lower chance to manipulate original news events, and is more likely to
write a true news piece ay.

Second, mining user engagements towards news pieces on social media also help
fake news detection. However, on social media, different users have different credibility
levels. Those less credible users, such as malicious accounts or normal users who
are vulnerable to fake news, are more likely to spread fake news. For example, wuy

and uy4 are users with low credibility scores, and they tend to spread fake news more
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than other highly credible users. In addition, users tend to form relationships with
like-minded people (Quattrociocchi et al., 2016). For example, user us and ug are
friends on social media, so they tend to post those news that confirm their own views,
such as ay.

Moreover, the publisher-news relationships and user-news interactions both provide
new and different perspectives of social context, and thus contain complementary
information to advance fake news detection. In an attempt to model the tri-relationship,
we face the following challenges: (1) how to mathematically model the tri-relationship
to extract feature representations of news pieces; and (2) how to take advantage of
tri-relationship modeling for fake news detection. To solve these two challenges, I
proposed a novel framework Tri-relationship for Fake News detection (TriFN), which

will be introduced in detail next.

3.1 Problem Statement

Let A = {ay,as,...,a,} be the set of n news pieces, and U = {uy,us, ..., Uy, } be
the set of m users on social media posting these news pieces. We denote X € R™*? as
the bag-of-word feature matrix of news pieces, where ¢ is the dimension of vocabulary
size. We use A € {0,1}™ ™ to denote the user-user adjacency matrix, where A;; =1
indicates that user u; and u; are friends; otherwise A;; = 0. We denote the user-news
interaction matrix as W € {0, 1}"*", where W,; = 1 indicates that user u; has shared
the news piece a;; otherwise W;; = 0. It’s worth mentioning that we focus on those
user-news interactions in which users agree with the news. For example, we only
consider those users who share news pieces without comments, and these users share

the same alignment of viewpoints with the news items. We will introduce more details
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Figure 1: An illustration of tri-relationship among publishers, news pieces, and users,
during the news dissemination process.

in Section 3.2.3. We also denote P = {p1, po, ..., pi} as the set of [ news publishers. In
addition, we denote B € R™" as the publisher-news publishing matrix, and By; = 1
means news publisher p;, publishes the news article a;; otherwise By; = 0. We assume
that the partisan bias labels of some publishers are given and available (see more
details of how to collect partisan bias labels in Sec 3.2.4). We define o € {—1,0,1}!*!
as the partisan label vectors, where -1, 0, 1 represents left-, neutral-, and right-partisan
bias.

Similar to previous research (Shu et al., 2017; Jin et al., 2016), we treat fake news
detection problem as a binary classification problem. In other words, each news piece
can be true or fake, and we use y = {y1;y2;...;¥n} € R™*! to represent the labels,
and y; = 1 means news piece a; is fake news; y; = —1 means true news. With the

notations given above, the problem is formally defined as follows.
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Figure 2: The tri-relationship embedding framework, which consists of five components:
news contents embedding, user embedding, user-news interaction embedding, publisher-
news relation embedding, and news classification.

Problem Statement: Given news article feature matrix X, user adjacency
matrix A, user social engagement matrix W, publisher-news publishing matrix

B, publisher partisan label vector o, and partial labeled news vector yr, we aim

to predict remaining unlabeled news label vector y;.

3.2 The Proposed Framework TriFN

In this section, we present the details of the proposed framework TriFN for modeling
tri-relationship for fake news detection. It consists of five major components (Figure 2):
a news contents embedding component, a user embedding component, a user-news
interaction embedding component, a publisher-news relation embedding component,

and a semi-supervised classification component.
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In general, the news contents embedding component describes the mapping of
news from bag-of-word features to latent feature space; the user embedding component
illustrates the extraction of user latent features from user social relations; the user-
news interaction embedding component learn the feature representations of news
pieces guided by their partial labels and user credibilities; The publisher-news relation
embedding component regularize the feature representations of news pieces through
publisher partisan bias labels; The semi-supervised classification component learns a

classification function to predict unlabeled news items.

3.2.1 News Contents Embedding

We can use news contents to find clues to differentiate fake news and true news.
Recently, it has been shown that nonnegative matrix factorization (NMF) algorithms
are very practical and popular to learn document representations (Xu et al., 2003;
Shahnaz et al., 2006; Pauca et al., 2004). It can project the news-word matrix X to a
joint latent semantic factor space with low dimensionality, such that the news-word
relations are modeled as the inner product in the space. Specifically, giving the
news-word matrix X € R™* NMF methods try to find two nonnegative matrices
D e RZ‘FXd and V € R’rd, where d is the dimension of the latent space, by solving the

following optimization problem,

: _ T2 2 2
Juin [F X = DVH[E + A(ID]E + V) (3.1)

where D and V are the nonnegative matrices indicating low dimension representations
of news pieces and words. Note that we denote D = [Dy; Dy], where D, € R™¢

n—r)xd

is the news latent feature matrix for labeled news; while Dy € R( is the news
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latent feature matrix for unlabeled news. The term A(||D[|% + |[|[V||%) is introduced to

avoid over-fitting.

3.2.2 User Embedding

On social media, people tend to form relationships with like-minded people, rather
than those users who have opposing preferences and interests. Thus, connected
users are more likely to share similar latent interests in news pieces. To obtain a
standardized representation, we use nonnegative matrix factorization to learn the users’
latent representations. Specifically, giving user-user adjacency matrix A € {0, 1}™*™,

we learn nonnegative matrix U € RT” by solving the following optimization problem,

min [[Y © (A — UTU")|[% + A([U[J% + IT]F) (3:2)

U, T>0

where U is the user latent matrix, T € RiXd is the user-user correlation matrix, Y €
R™*™ controls the contribution of A, and ® denotes the Hadamard product operation.
Since only positive links are observed in A, following common strategies (Pan and
Scholz, 2009), we first set Y,;; = 1 if A;; = 1, and then perform negative sampling
and generate the same number of unobserved links and set weights as 0. The term

A(||UJIA + || TJ|%) is to avoid over-fitting.

3.2.3 User-News Interaction Embedding

We model the user-news interactions by considering the relationships between user
features and the labels of news items. We have shown that users with low credibilities
are more likely to spread fake news, while users with high credibilities are less likely to

spread fake news. To measure user credibility scores, we adopt the practical approach
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in (Abbasi and Liu, 2013). The basic idea in (Abbasi and Liu, 2013) is that less
credible users are more likely to coordinate with each other and form big clusters, while
more credible users are likely to from small clusters. Specifically, the credibility scores
are measured through the following major steps: 1) detect and cluster coordinate users
based on user similarities; 2) weight each cluster based on the cluster size. Note that
for our fake news detection task, we do not assume that credibility scores are directly
provided, but inferred from widely available data, such as user-generated contents. By
using the method in (Abbasi and Liu, 2013), we can assign each user u; a credibility
score ¢; € [0,1]. A larger c; indicates that user u; has a higher credibility, while a
lower c; indicates a lower credibility score. We use ¢ = {cy, ¢y, ..., ¢, } to denote the
credibility score vector for all users.

First, high-credibility users are more likely to share true news pieces, so we ensure
that the distance between latent features of high-credibility users and that of true

news is minimized,

: S 1+yz; 9
YN Wiei(l - U,-D,.
Uy 0 =1 j=1 il 2 U rill2 (33)
and (1 — —Hg'“) is to ensure we only include true news pieces (i.e., y;; = —1), and

c; is to adjust the contribution of user u; to the loss function. For example, if c; is
large (high-credibility) and W;; = 1, we put a bigger weight on forcing the distance
of feature U; and Dy; to be small; if ¢; is small (low-credibility) and W;; = 1, than
we put a smaller weight on forcing the distance of feature U; and Dy; to be small.
Second, low-credibility users are more likely to share fake news pieces, and we aim
to minimize the distance between latent features of low-credibility users and that of

fake news,
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. 1—|—y
min ZZW” c;) LJ)HU Dy, I (3.4)

U,DL>0
i=1 j=1

and the term (H%) is to ensure we only include fake news pieces (i.e., yz, = 1), and
(1 —¢;) is to adjust the contribution of user u; to the loss function. For example, if ¢;
is large (high-credibility) and W;; = 1, we put a smaller weight on forcing the distance
of feature U; and Dy; to be small; if ¢; is small (low-credibility) and W,; = 1, then
we put a bigger weight on forcing the distance of feature U; and Dy, to be small.
Finally, We combine Eqn 3.3 and Eqn 3.4 to consider the above two situations,

and obtain the following objective function,

1
win 303 Woel - 2810,y

U,Dp,>0

z 1 j=1
. True news (35)
+YL
> Wil —e) II[U; = Dyl
i=1 j=1
Fake:,news
For simplicity, Eqn 3.5 can be rewritten as,
. 2
By 22 GullU ~Dull 9
=1 j=
where Gij = Wij(ci(1 — Z25) 4 (1 — ¢;)(F¥2)). If we denote a new matrix

H = [U; D] € R™*)*4 we can also rewrite Eqn. 3.6 as a matrix form as follows,

m r+m

Jmin ZZGWHU Dy I3 & min > > Gyl [H: — Hyll;
b= =1 j=1 i=1 j=14m 37
m+r ( ’ )
& II% F,|[H; — Hj||5 < min tr(HTLH)
t,j=1

where L = S — F is the Laplacian matrix and S is a diagonal matrix with diagonal
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element S;; = Z;n:tr F,;. F € Rm+)x(m+1) i computed as follows,

;

0, i,j€[l,mlori,j€[m+1,m-+r]

Fij =4 Gigmy, i€l,m],j€[m+1,m+r] (3.8)

G(i—m)ja (&S [m+ 1,m—|—7”],j S [17m}

3.2.4 Publisher-News Relation Embedding

Fake news is often written to convey opinions or claims that support the partisan
bias of news publishers. Thus, a good news representation should be good at predicting
the partisan bias of its publisher. We obtain the list of publishers’ partisan scores
from a well-known media bias fact-checking websites MBFC 2. The partisan bias
labels are checked with a principled methodology that ensures the reliability and
objectivity of the partisan annotations. The labels are categorized into five categories:
“left”, “left-Center” “least-biased”‘right-Center” and “right”. To further ensure the
accuracy of the labels, we only consider those news publishers with the annotations
[“left” “least-biased”, “Right”|, and rewrite the corresponding labels as [-1,0,1|. Thus,
we can construct a partisan label vectors for news publishers as o. Note that we
may not obtain the partisan labels for all publishers, so we introduce e € {0,1}*! to
control the weight of o. If we have the partisan bias label of publisher py, then e, = 1;
otherwise, e;, = 0. The basic idea is to utilize publisher partisan labels vector o € R>!
and publisher-news matrix B € R™" to optimize the news feature representation

learning. Specifically, we optimization following objective function,

3https://mediabiasfactcheck.com/

21



min || e ® (BDq — o)|); + Allall; (3.9)

D>0,q
where we assume that the latent feature of news publisher can be represented by
the features of all the news it published, i.e., BD. B is the normalized user-news
publishing relation matrix, i.e., ]_3kj = %. q € R?™! is the weighting matrix that
maps news publishers’ latent features to corresponding partisan label vector o.

We have introduced how we can learn news latent features by modeling different
aspects of the tri-relationship. We further employ a semi-supervised linear classifier

term as follows,

min | Drp -yl + Allpl (3.10)

where p € R¥! is the weighting matrix that maps news latent features to fake
news labels. With all previous components, TriFN solves the following optimization
problem,
Lo X =DV ol © (A - UTUT)3
+ ptr(H'LH) + 7]le © (BDq — o)} (3.11)
+7Drp —yil3 + AR
where R = (|D||%+ |[VII% + [|U||%+ || T|I% + ||pl|3 + ||ql|3) is to avoid over-fitting. The
first term models the news latent features from news contents; the second term extracts
user latent features from their social relationships; and the third term incorporates
the user-news interactions; and the fourth term models publisher-news relationships.

The fifth term adds a semi-supervised fake news classifier. Therefore, this framework

provides a principled way to model tri-relationship for fake news prediction.
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Table 1: The statistics of the datasets

Platform Users Engagements Social Links Fake News True News Publishers
BuzzFeed (B) 15,257 25, 240 634,750 91 91 9
PolitiFact (P) 23,865 37,259 574,744 120 120 91

3.3 Evaluating TriFN

In this section, we conduct experiments to evaluate the effectiveness of TriFN for

fake news detection.

3.3.1 Experimental Settings

We utilize one of the comprehensive fake news detection benchmark dataset called
FakeNewsNet (Shu et al., 2017, 2018b). The dataset is collected from two platforms
with fact-checking: BuzzFeed and PolitiFact, both containing news content with labels
and social context information. News content includes the meta attributes of the
news (e.g., body text), and social context includes the related user social engagements
of news items (e.g., user posting/sharing news in Twitter). The detailed statistics
of the datasets are shown in Table 8. To evaluate the performance of fake news
detection algorithms, we use the following metrics, which are commonly used to
evaluate classifiers in related areas: Accuracy (Acc.), Precision (Prec.), Recall (Rec.),
and F1. We randomly choose 80% of news pieces for training and remaining 20% for
testing, and the process is performed for 10 times and the average performance is
reported.

We randomly choose 80% of news pieces for training and remaining 20% for

testing, and the process is performed for 10 times and the average performance is
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reported. We compare the proposed framework TriFN with several state-of-the-art fake
news detection methods. Existing methods mainly focus on extractingdiscriminative
features and feed them into a classification algorithm to differentiate fake news. Next,

we introduce several representative features as follows,

e RST (Rubin et al., 2015): RST stands for Rhetorical Structure Theory, which
builds a tree structure to represent rhetorical relations among the words in the
text. RST can extract style-based features of news by mapping the frequencies
of rhetorical relations to a vector space *;

e LIWC (Pennebaker et al., 2015): LIWC stands for Linguistic Inquiry and Word
Count, which is widely used to extract the lexicons falling into psycholinguistic
categories. It’s based on a large sets of words that represent psycholinguistic
processes, summary categories, and part-of-speech categories. It learns a feature
vector from a psychology and deception perspective ?;

e Castillo (Castillo et al., 2011): Castillo extract various kinds of features from
those users who have shared a news item on social media. The features are ex-
tracted from user profiles and friendship network. We also include the credibility
score of users as an additional social context feature;

e RST+Castillo: RST-+Castillo represents the concatenated features of RST
and Castillo, which include features extracted from both news content and social
context;

e LIWC-+Castillo: LIWC-+Castillo represents the concatenated features of

4The code is available at: https://github.com /jiyfeng/DPLP

5The readers can find more details about the software and feature description at:
http://liwe.wpengine.com/
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Table 2: Best performance comparison for fake news detection

[ [ [ RST [ LIWC [ Castillo | RST+Castillo [ LIWC+Castillo | TriFN |

Acc. 0.600 | 0.719 0.800 0.816 0.825 0.864
BuzzFeed Prec. | 0.662 | 0.722 0.822 0.879 0.821 0.849
Rec. 0.615 | 0.732 0.776 0.748 0.829 0.893
F1 0.633 | 0.709 0.797 0.805 0.822 0.870
Acc. 0.604 | 0.688 0.796 0.838 0.829 0.878
PolitiFact Prec. | 0.564 | 0.725 0.767 0.851 0.821 0.867
Rec. 0.705 | 0.617 0.889 0.824 0.879 0.893
F1 0.615 | 0.666 0.822 0.835 0.843 0.880

LIWC and Castillo, which consists of feature information from both news

content and social context.

Note that for a fair and comprehensive comparison, we choose the above feature
extraction methods from following aspects: 1) only extract features from news
contents, such as RST, LIWC; 2) only construct features from social context,
such as Castillo; and 3) consider both news content and social context, such as

RST+Castillo, LIWC+Castillo.

3.3.2 Evaluating Detection Performance

We evaluate the effectiveness of the proposed framework TriFN for fake news
classification. We determine model parameters with cross-validation strategy, and
we repeat the generating process of training/test set for three times and the av-
erage performance is reported. We first perform cross validation on parameters
A € {0.001,0.01,0.1,1,10}, and choose those parameters that achieves best perfor-
mance, i.e., A = 0.1. We also choose latent dimension d = 10 for easy parameter tuning,
and focus on the parameters that contribute the tri-relationship modeling components.
The parameters for TriFN are set as {a = le — 4,5 = le — 5,7 = 1,5 = 1} for
BuzzFeed and {ov = 1le — 5,8 = le — 4,7 = 10,7 = 1} for PolitiFact.
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Table 3: Average F1 of baselines for different learning algorithms on BuzzFeed. Best
scores are highlighted.

Method RST LIWC Castillo I é{a SsrtIi‘llo —1—1(‘312?:;310
LogReg 0.519  0.660 0.714 0.728 0.760
NBayes 0.511  0.370 0.600 0.716 0.680
DTree 0.566  0.581 0.736 0.681 0.772
RForest 0.538 | 0.709 0.767 0.805 0.733
XGBoost 0.480 0.672 0.797 0.795 0.782
AdaBoost [0.633 0.701 0.724 0.791 0.768
GradBoost 0.492  0.699 0.772 0.724 0.822

Table 4: Average F1 of baselines for different learning algorithms on PolitiFact. Best
scores are highlighted.

. RST LIWC
Method RST LIWC Castillo | Castillo 1 Castillo
LogReg 0.615 0.432 0.707 0.668 0.653
NBayes 0.537  0.486 0.442 0.746 0.687
DTree 0.514 0.661 0.771 0.792 0.772
RForest 0.463  0.586 0.767 0.835 0.836
XGBoost 0.552  0.648 0.822 0.783 0.823
AdaBoost  0.502 | 0.666 0.800 0.787 0.831
GradBoost  0.517  0.650 0.818 0.803 0.843

We test the baseline features on different learning algorithms, and choose the one
that achieves the best performance (see Table 9). The algorithms include Logistic
Regression (LogReg for short), Naive Bayes (NBayes), Decision Tree (DTree), Random
Forest (RForest), XGBoost, AdaBoost, and Gradient Boosting (GradBoost). We used
the open-sourced zgboost (Chen and Guestrin, 2016) package and scikit-learn (Pe-
dregosa et al., 2011) machine learning framework in Python to implement all these
algorithms. To ensure a fair comparison of features, we ran all the algorithms using
default parameter settings. We also show the performances for each learning algorithm

and report the average performance on both datasets. Due to the space limitation, we
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only show the results of F1 score (Table 3 and Table 4). We observe similar results
for other metrics in terms of average performance. Based on Table 9, Table 3, and

Table 4, we have following observations:

e For news content based methods RST and LIWC, we can see that LIWC > RST
for both best performance and average performance, indicating that LIWC can
better capture the linguistic features in news contents. The good results of
LIWC demonstrate that fake news pieces are very different from real news in
terms of choosing the words that reveal psychometrics characteristics.

e In addition, social context based features are more effective than news content
based features, i.e., Castillo > RST and Castillo > LIWC. It shows that
social context features have more discriminative power than those only on news
content for predicting fake news.

e Moreover, methods using both news contents and social context perform better
than those methods purely based on news contents, and those methods only
based on social engagements, i.e., LIWC + Castillo > LIWC or Castillo and
RST +Castillo > RST or Castillo. This indicates that features extracted from
news content and corresponding social context have complementary information,
and thus boost the detection performance.

e Generally, for methods based on both news content and social context (i.e.,
RST+Castillo, LIWC+Castillo, and TriFN), we can see that TriFN consistently
outperforms the other two baselines, i.e., TriFFN > LIWC + Castillo and
TriFN > RST + Castillo, in terms of all evaluation metrics on both datasets.
For example, TriFN achieves average relative improvement of 4.72%, 5.84%

on BuzzFeed and 5.91%, 4.39% on PolitiFact, comparing with LIWC+Castillo
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Figure 3: Impact analysis of users and publishers for fake news detection.

in terms of Accuracy and F'1 score. It supports the importance to model

tri-relationship of publisher-news and news-user to better predict fake news.

3.3.3 Assessing Relation Modeling

In previous section, we observe that TriFN framework improves the classifica-
tion results significantly. In addition to news contents, we also captures user-news
interactions and publisher-news relations. Now, we investigate the effects of these

components by defining three variants of TriFN:

e TriFN\P - We eliminate the effect of publisher partisan modeling part.
e TriFN\S - We eliminate the effects of user social engagements components.
e TriFN\PS - We eliminate the effects of both publisher partisan and user social

engagements.

The parameters in all the variants are determined with cross-validation and the

best performances are shown in Figure 7, we have following observations:
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e When we eliminate the effect of user social engagements component , the
performance of TriFN\S degrades in comparison with TriFN. For example,
the performance reduces 5.2% and 6.1% in terms of F1 and Accuracy metrics
on BuzzFeed, 7.6% and 10.6% on PolitiFact. The results suggest that social
engagements in TriFN is important.

e We have similar observations for TriFN\ P when eliminating the effect of publisher
partisan component. The results suggest the importance to consider publisher-
news relations through publisher partisan bias in TriFN.

e When we eliminate both components in TriFN\PS, the results are further
reduced compared to TriFN\S and TriFN\P. It also suggests that components

of user-news and publisher-news embedding are complementary to each other.

Through the component analysis of TriFN, we conclude that (i) both components
can contribute to the performance improvement of TriFN; (ii) it’s necessary to model
both news contents and social engagements because they contain complementary

information.

3.3.4 Parameter Analysis

The proposed TriFN has four important parameters. The first two are a and S,
which control the contributions from social relationship and user-news engagements. ~y
controls the contribution of publisher partisan and 7 controls the contribution of semi-
supervised classifier. We first fix {a = le—4, 5 = le—5} and {a = le—5,5 = le—4}
for BuzzFeed and PolitiFact, respectively. Then we vary 7 as {1, 10, 20,50, 100} and

v in {1, 10,20, 30, 100}. The performance variations are depicted in Figure 4. We can
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Figure 4: Model parameter analysis for TriFN on BuzzFeed and PolitiFact in terms of
F1.

see 1) when 7 increases from 0, eliminating the impact of semi-supervised classification
term, to 1, the performance increase dramatically in both datasets. These results
support the importance to combine semi-supervised classifier to feature learning; ii)
generally, the increase of  will increase the performance in a certain region, v € [1, 50]
and 71 € [1,50] for both datasets, which easy the process for parameter setting. Next,
we fix {7y = 1,7 =1} and {y = 10, = 1} for BuzzFeed and PolitiFact, respectively.
Then we vary o, 8 € [0,1le—5,1e—4,1e—3,0.001,0.01]. We can see that i) when v and
[ increase from 0, which eliminate the social engagements, to 1le — 5, the performance

increases relatively, which again support the importance of social engagements; ii)
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The performance tends to increase first and then decrease, and it’s relatively stable in

[le — 5,1e — 3].
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Chapter 4

EXPLAINABLE FAKE NEWS DETECTION

In this chapter, we study the explainable fake news detection. Despite the promising
results of existing fake news detection methods, however, the majority of these methods
focus on detecting fake news effectively with latent features but cannot explain “why”
a piece of news was detected as fake news. Being able to explain why news was
determined as fake is much desirable because: (1) the derived explanation can provide
new insights and knowledge originally hidden to practitioners; and (2) extracting
explainable features from noisy auxiliary information can further help improve fake

news detection performance. However, to our best knowledge, there has been no prior

attempt to computationally detect fake news with proper explanation.

In particular, we propose to derive explanation from the perspectives of news

contents and user comments (See Figure 5). First, news contents may contain

( DY :
Sarah Palin Calls To Boycott Mall Of America f_}ée, did Santa and Jesus hang out and |
Because “Santa Was Always White In The :pound down a few beers together?

Bible” : User 2 :
fSt. Nicholas was white? Really?? Lol

that comes to mind, many were highly offended. Three years after Fox’s Megyn
Kelly definitively explained to America that both Jesus Christ and Santa Claus were -
white men, Mall of America dismissed her advice and hired Larry Jefferson, aretired | | FY|, this is false.

User 3 Dean - 6 Dec 2016

i Userq o roems
need to run it into the ground, so that they never ever come up with such an EMG, Santa is in the Bible
offensive and sacrilegious idea again,” Palin added. “The Holy Book always said :
Santa Claus was white and any kind of deviation from that, regardless of its | User5
magnitude, is a sin. And we need to make an example out of Mall of America. If we - )
. _J ] wanted that one. | really did.

Figure 5: A piece of fake news on PolitiFact, and the user comments on social media.
Some explainable comments are directly related to the sentences in news contents.
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information that is verifiably false. For example, journalists manually check the
claims in news articles on fact-checking websites such as PolitiFact®, which is usually
labor-intensive and time-consuming. Researchers also attempt to use external sources
to fact-check the claims in news articles to decide and explain whether a news piece is
fake or not (Ciampaglia et al., 2015), which may not be able to check newly emerging
events (that has not been fact-checked). Second, user comments have rich information
from the crowd on social media, including opinions, stances, and sentiment, that are
useful to detect fake news. For example, researchers propose to use social features to
select important comments to predict fake news pieces (Guo et al., 2018a). Moreover,
news contents and user comments inherently are related each other and can provide
important cues to explain why a given news article is fake or not. For example, in
Figure 5, we can see users discuss different aspects of the news in comments such as
“St. Nicholas was white? Really?7?Lol,” which directly responds to the claims
in the news content “The Holy Book always said Santa Claus was white.”

In essence, we address the following challenges: (1) How to perform explainable
fake news detection that can improve detection performance and explainability si-
multaneously; (2) How to extract explainable comments without the ground truth
during training; and (3) How to model the correlation between news contents and user
comments jointly for explainable fake news detection? Next, I will introduce the details

of our novel framework named as dEFEND (Explainable FakE News Detection).

Shttps://www.politifact.com/
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4.1 Problem Statement

Let a be a news article, consisting of L sentences {s;}-,. Each sentence s; =
{w}, - ,wj,} contains M; words. Let C = {cy, ¢y, ...,cr} be a set of T' comments
related to the news a, where each comment ¢; = {w{, e ,wéj} contains (); words.
Similar to previous research (Shu et al., 2017; Jin et al., 2016), we treat fake news
detection problem as the binary classification problem, i.e., each news article can be
true (y = 1) or fake (y = 0). At the same time, we aim to learn a rank list RS from
all sentences in {s;}/2, , and a rank list RC' from all comments in {¢;}]_,, according
to the degree of explainability, where RSy (RC}) denotes the k;, most explainable
sentence (comment). The explainability of sentences in news contents represent the
degree of how check-worthy they are, while the explainability of comments denote the

degree of how much users believe if news is fake or real, closely related to the major

claims in news. Formally, we can represent the problem as follows.

Problem Statement: Given a news article a and a set of related comments
C, learn a fake news detection function f: (g, RS, RC) — f(A,C), such that it
maximizes prediction accuracy with explainable sentences and comments ranked

highest in RS and RC respectively.

4.2 The Proposed Framework dEFEND

Now, we present the details of the framework for explainability fake news detection,
named as dEFEND (neural Explainable FakE News Detection). It consists of four
major components (see Figure 6): (1) a news content encoder (including word encoder
and sentence encoder) component, (2) a user comment encoder component, (3) a

sentence-comment co-attention component, and (4) a fake news prediction component.
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Fake News
Prediction

Sentence-Comment
Co-attention

Sentence Encoder

IOPOOUF SJUSUIIO))

Word Encoder

Figure 6: The proposed framework dEFEND consists of four components: (1) a news
content (including word-level and sentence-level) encoder, (2) a user comment encoder,
(3) a sentence-comment co-attention component, and (4) a fake news prediction
component.

4.2.1 Capturing Hierarchical News Structure
As fake news pieces are intentionally created to spread inaccurate information
rather than to report objective claims, they often have opinionated and sensational

language styles, which have the potential to help detect fake news. In addition, a news

document contains linguistic cues with different levels such as word-level and sentence-
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level, which provide different degrees of importance for the explainability of why the
news is fake. For example, in a fake news claim “Pence: Michelle Obama is the
most vulgar first lady we’ve ever had”, the word “vulgar” contributes more
signals to decide whether the news claim is fake rather than other words in the
sentence.

Word Encoder We learn the sentence representation via a recurrent neural network
(RNN) based word encoder with Gated recurrent units (GRU). To further capture the
contextual information of annotations, we use bidirectional GRU (Bahdanau et al.,
2016) to model word sequences from both directions of words. The bidirectional GRU
contains the forward GRU ? which reads sentence s; from word w;; to w;);, and a

%
backward GRU f which reads sentence s; from word w;ys, to w;;:

hy = GRU(wa),t € {1,..., M}, hy = GRU(wg),t € {M,..., 1}  (4.1)

We then obtain an annotation of word w;; by concatenating the forward hidden state

— — — —
h;; and backward hidden state hy;, i.e., hy = [hy, hy

|, which contains the information
of the whole sentence centered around w;;. Note that not all words contribute equally
to the representation of the sentence meaning. Therefore, we introduce an attention
mechanism to learn the weights to measure the importance of each word, and the

. M
sentence vector v; € R?¥*! is computed as v; = > cighyy, where o, measures the

importance of t** word for the sentence s;, and o, is calculated as follows,

exp(0;;:0,)

2 exp(og0])

where 0;; is a hidden representation of h;; obtained by feeding the hidden state h;; to a

Ot = tanh(thit + bw), Qg

(4.2)

fully embedding layer, and o, is the weight parameter that represents the world-level

context vector.
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Sentence Encoder Similar to word encoder, we utilize RNNs with GRU units to
encode each sentence in news articles. Through the sentence encoder, we can capture
the context information in the sentence-level to learn the sentence representations h;
from the learned sentence vector v;. Specifically, we can use the bidirectional GRU to

encode the sentences as follows:

b, = GRU(v;),i € {1,...,L}, h, = GRU(v;),i € {L,...,1} (4.3)

We then obtain an annotation of sentence s; € R?¥*! by concatenating the forward

— —
hidden state h; and backward hidden state h;, i.e., s; = [h;, E], which captures the

context from neighbor sentences around sentence s;.
4.2.2 FEncoding User Comments

People express their emotions or opinions towards fake news through social media
posts such as comments, such as skeptical opinions, sensational reactions, etc. These
textual information has been shown to be related to the content of original news pieces.
Thus, comments may contain useful semantic information that has the potential to
help fake news detection. Next, we demonstrate how to encode the comments to learn
the latent representations. The comments extracted from social media are usually
short text, so we use RNNs to encode the word sequence in comments directly to
learn the latent representations of comments. Similar to the word encoder, we adopt
bidirectional GRU to model the word sequences in comments. Specifically, given a
comment ¢; with words wj:, t € {1,---,Q;}, we first map each word w;; into the word
vector wj;, € R? with an embedding matrix. Then, we can obtain the feed forward

— —
hidden states h;; and backward hidden states hj; as follows,

— = — S
hj; = GRU(wj,),t € {1,...,Q;}, hj; =GRU(wj),t€{Q;,...,1}  (44)
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We further obtain the annotation of word wj; by concatenating hj;; and hj, i.e.,
—

h;; = [hj;, hj;]. We also introduce the attention mechanism to learn the weights to

measure the importance of each word, and the comment vector ¢; € R?? is computed

tth

Qj :
as ¢; = y -1 Bihj, where 5;; measures the importance of #*" word for the comment

¢j, and (3, is calculated as follows,

B exp(ojtoz)
> exp(ofo])

where o;; is a hidden representation of h;; obtained by feeding the hidden state hj; to

Ojt = tanh(Wchjt + bc), Bjt (45)

a fully embedding layer, and u. is the weight parameter.

4.2.3 Sentence-Comment Co-attentions

We observe that not all sentences in news contents are fake, and in fact, many
sentences are true but only for supporting wrong claim sentences (Feng et al., 2012).
Thus, news sentences may not be equally important in determining and explaining
whether a piece of news is fake or not. Similarly, user comments may contain relevant
information about the important aspects that explain why a piece of news is fake,
while they may also be less informative and noisy.

Thus, we aim to select some news sentences and user comments that can explain
why a piece of news is fake. As they provide a good explanation, they should also
be helpful in detecting fake news. This suggests us to design attention mechanisms
to give high weights of representations of news sentences and comments that are
beneficial to fake news detection. Specifically, we use sentence-comment co-attention
because it can capture the semantic affinity of sentences and comments and further
help learn the attention weights of sentences and comments simultaneously.

We can construct the feature matrix of news sentences S = [sy;- -+ ,s;] € R2*L
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and the feature map of user comments C = {c,--- ,cr} € R¥**T the co-attention
attends to the sentences and comments simultaneously. Similar to (Lu et al., 2016),

we first compute the affinity matrix L € RT*% as follows,
L = tanh(CTW,S) (4.6)

where W; € R?¥24 ig a weight matrix to be learned through the networks. Following
the optimization strategy in (Lu et al., 2016), we can consider the affinity matrix as a

feature and learn to predict sentence and comment attention maps as follows,

H*® = tanh(W,S + (W.C)L), H® = tanh(W.C + (W,S)L") (4.7)

where W, W, € R¥*2? are the weight parameters. The attention weights of sentences

and comments are calculated as follows,
a® = softmax(w; H®), a° = softmax(w; H°) (4.8)

where a® € R>Y and a® € R'™7 are the attention probabilities of each sentence
s; and comment ¢/, respectively. Wy, wp. € R are the weight parameters. The
affinity matrix F transforms user comment attention space to news sentence attention
space, and vice versa for FT. Based on the above attention weights, the comment and
sentence attention vectors are calculated as the weighted sum of the comment features
and sentence features, i.e., § = Zle ajs; and ¢ = Zle ajc;, where s € R™24 and
¢ € R™2 are the learned features for news sentences and user comments through
co-attention.

We have introduced how we can encode news contents by modeling the hierarchical
structure from word level and sentence level, how we encode comments by word-level

attention networks, and the component to model co-attention to learn sentences

and comments representations. We further integrate these components together and

39



Table 5: The statistics of the datasets

Platform Users Comments True News Fake News
PolitiFact (P) 68,523 89,999 145 270
Gossipcop (G) 156,467 231,269 3,586 2,230

predict fake news with the following objective,
y = softmax([$, ¢|Wy + by) (4.9)

where y = [yo,¥1] is the predicted probability vector with y, and y; indicate the
predicted probability of label being 0 (real news) and 1 (fake news) respectively.
y € {0, 1} denotes the ground truth label of news. [8, ¢| means the concatenation of
learned features for news sentences and user comments. b,y € R'*? is the bias term.
Thus, for each news piece, the goal is to minimize the cross-entropy loss function as

follows,
L(0) = —ylog(y1) — (1 —y)log(1l — y1) (4.10)

where # denotes the parameters of the network.

4.3 Evaluating dEFEND

In this section, we evaluate the performance of dEFEND for fake news detection
and explainability discovery. Specifically, we aim to answer the following evaluation

questions:

e EQ1 Can dEFEND improve fake news classification performance by modeling

news contents and user comments simultaneously?
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e EQ2 How effective are news contents and user comments, respectively, in
improving the detection performance of dEFEND?
e EQ3 Can dEFEND capture the news sentences and user comments that can

explain why a piece of news is fake?

4.3.1 FExperimental Settings

We utilize the datasets collected from two platforms with fact-checking: GossipCop
and PolitiFact, both containing news content with labels and social context information.
News content includes the meta attributes of the news (e.g., body text), and social
context includes the related user social engagements of news items (e.g., user comments
in Twitter). Note that we keep news pieces with at least 3 comments. The statistics
of the datasets are shown in Table 5.

The representative state-of-the-art fake news detection algorithms are listed as

follows:

e RST (Rubin et al., 2015): RST stands for Rhetorical Structure Theory, which
builds a tree structure to represent rhetorical relations among the words in
the text. RST can extract news style features by mapping the frequencies of
rhetorical relations to a vector space”;

e LIWC (Pennebaker et al., 2015): LIWC stands for Linguistic Inquiry and Word
Count, which is widely used to extract the lexicons falling into psycho-linguistic

categories. It’s based on a large set of words that represent psycho-linguistic

"The code is available at https://github.com /jiyfeng/DPLP
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processes, summary categories, and part-of-speech categories. It learns a feature
vector from psychology and deception perspective®;

e LIWC (Pennebaker et al., 2015): LIWC stands for Linguistic Inquiry and Word
Count, which is widely used to extract the lexicons falling into psycho-linguistic
categories. It’s based on a large set of words that represent psycho-linguistic
processes, summary categories, and part-of-speech categories. It learns a feature
vector from psychology and deception perspective®;

e text-CNN (Kim, 2014): text-CNN utilizes convolutional neural networks to
model news contents, which can capture different granularity of text features
with multiple convolution filters;

e TCNN-URG (Qian et al., 2018): TCNN-URG consists of two major compo-
nents: a two-level convolutional neural network to learn representations from
news content, and a conditional variational auto-encoder to capture features
from user comments;

e HPA-BLSTM (Guo et al., 2018a): HPA-BLSTM is a neural network model
that learns news representation through a hierarchical attention network on
word-level, post-level, and sub-event level of user engagements on social media.
In addition, post features are extracted to learn the attention weights during
post-level;

e CSI (Ruchansky et al., 2017); CSI is a hybrid deep learning model that utilizes
information from text, response, and source. The news representation is mod-

eled via an LSTM neural network with the Doc2Vec (Le and Mikolov, 2014)

8The readers can find more details about the software and feature description at
http://liwc.wpengine.com/

9The readers can find more details about the software and feature description at
http://liwc.wpengine.com/
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Table 6: The performance comparison for fake news detection.

] [ RST | LIWC | CNN | HAN | TCNN-URG | HPA-BLSTM | CSI | dEFEND |

Acc. 0.607 | 0.769 | 0.653 | 0.837 0.712 0.846 0.827 0.904
P Prec. | 0.625 | 0.843 | 0.678 | 0.824 0.711 0.894 0.847 0.902
Rec. | 0.523 | 0.794 | 0.863 | 0.896 0.941 0.868 0.897 0.956
F1 0.569 | 0.818 | 0.760 | 0.860 0.810 0.881 0.871 0.928
Acc. 0.531 | 0.736 | 0.739 | 0.742 0.736 0.753 0.772 0.808
G Prec. | 0.534 | 0.756 | 0.707 | 0.655 0.715 0.684 0.732 0.729
Rec. | 0.492 | 0.461 | 0.477 | 0.689 0.521 0.662 0.638 0.782
F1 0.512 | 0.572 | 0.569 | 0.672 0.603 0.673 0.682 0.755

embedding on the news contents and user comments as input, and for a fair

comparison, the user features are ignored.

4.3.2 Evaluating Detection Performance

To answer EQ1, we first compare dEFEND with representative fake news detection
algorithms. We randomly choose 75% of news pieces for training and remaining 25%
for testing, and the process is performed for 5 times and the average performance is

reported in Table 6. From the table, we make the following observations:

e For news content based methods RST, LIWC and HAN, we can see that
HAN > LIWC > RST for both datasets. It indicates that 1) HAN can better
capture the syntactic and semantic cues through hierarchical attention neural
networks in news contents to differentiate fake and real news; 2) LIWC can
better capture the linguistic features in news contents. The good results of
LIWC demonstrate that fake news pieces are very different from real news in
terms of choosing the words that reveal psychometrics characteristics.

e In addition, methods using both news contents and user comments perform

better than those methods purely based on news contents, and those methods
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only based on user comments, i.e., _(EFEND > HAN or HPA— BLSTM and
CSI > HAN or HPA — BLSTM. This indicates that features extracted from
news content and corresponding user comments have complementary information,
and thus boost the detection performance.

e Moreover, the performance of user comment based methods are slightly better
than news content based methods. For example, we have HPA — BLSTM >
HAN in terms of Accuracy and F1 on both PolitiFact and Gossipcop data. It
shows that features extracted from user comments have more discriminative
power than those only on news content for predicting fake news.

e Generally, for methods based on both news content and user comments (i.e., dE-
FEND, CSI, and TCNN —U RG), we can see that dEFEND consistently outper-
forms C'ST and TCNN—-URG and, i.e., dEFEND > CSI > TCNN—-URG, in
terms of all evaluation metrics on both datasets. For example, dEFEND achieves
average relative improvement of 4.5%, 3.6% on PolitiFact and 4.7%, 10.7% on
Gossipcop, comparing with C'ST in terms of Accuracy and F'1 score. It supports
the importance of modeling co-attention of news sentences and user comments

for fake news detection.

4.3.3 Assessing Impacts of News Contents and User Comments

In addition to news contents, we also capture information from user comments and
integrate it with news contents with co-attention. In order to answer EQ2, we further

investigate the effects of these components by defining three variants of dEFEND:

e dEFEND\C: dEFEND\C is a variant of dEFEND without considering infor-

44



0.95 T T T T 0.8 T T T -
I 1
i .
0.9 | 0.75 B
0.7
0.85
0.65
0.8
06 — 13 ]
[JAccuracy
0.75 0.55
0.7 " 0.5 N
\s) G \s) G
dEFE‘; EFENo\Gg EFEND\d CrendX dEFE‘z EFEND\Gg EFEND\d CrendX
(a) PolitiFact (b) GossipCop

Figure 7: Impact analysis of news contents, comments, and sentence-comment co-
attention for fake news detection.

mation from user comments. It first encodes news contents with word-level
attentions on each sentence, and then the resultant sentence features are averaged
through an average pooling layer and feed into a softmax layer for classification.
dEFEND\N: dEFEND\N is a variant of dEFEND without considering in-
formation from news contents. It first utilizes the comment encoder to learn
comment features, and then the resultant comment features are averaged through
an average pooling layer and feed into a softmax layer for classification.

dEFEND\Co:dEFEND\Co is a variant of dEFEND, which eliminates the
sentence-comment co-attention. Instead, it performs self-attention on sentences
and comments separately and the resultant features are concatenated to a dense

layer and feed into a softmax layer for classification.

The parameters in all the variants are determined with cross-validation and the

best performances are reported in Figure 7. We make the following observations:

e When we eliminate the co-attention for news contents and user comments, the
performances are reduced. It suggests the importance of modeling the correlation

and captures the mutual influence between news contents and user comments.
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e When we eliminate the effect of news contents, the performance of dEFEND\N
degrades in comparison with dEFEND. For example, the performance reduces
4.2% and 6.6% in terms of F1 and Accuracy metrics on PolitiFact, 18.2% and
6.8% on GossipCop. The results suggest that news contents in dEFEND are
important.

e We have a similar observation for dEFEND\C when eliminating the effect of
user comments. The results suggest the importance to consider the feature of

user comments to guide fake news detection in dEFEND.

Through the component analysis of dEFEND, we conclude that (1) both components
of news contents and user comments can contribute to the fake news detection
performance improvement of dEFEND; (2) it is necessary to model both news contents

and user comments because they contain complementary information.

4.3.4 Explainability Evaluation

In this subsection, we evaluate the performance of explainability of dEFEND
framework from the perspective of news sentences and user comments. It is worth
mentioning that all of the baseline methods are designed for fake news detection, and
none of them are initially proposed to discover explainable news sentences or user
comments.

News Sentence Explainability: We aim to demonstrate the performance of the
explainability rank list of news sentences, i.e., RS. Specifically, we want to see if the
top-ranked explainable sentences determined by our method are more likely to be
related to the major claims in fake news that are worth to check—i.e., check-worthy.

Therefore, we utilize ClaimBuster (Hassan et al., 2017) to obtain a ground truth rank

46



list RS of all check-worthy sentences in a piece of news content. ClaimBuster proposes
a scoring model that utilizes various linguistics features trained using tens of thousands
of sentences from past general election debates that were labeled by human coders
and gives a “check-worthiness” score between 0 and 1. The higher the score, the more
likely the sentence contains check-worthy factual claims. The lower the score, the more
non-factual, subjective and opinionated the sentence is. We compare top-k rank list
of the explainable sentences in news contents by dEFEND (RS(™) and HAN (RS®),
with top-k rank list, RS, by ClaimBuster, using the evaluation metric, MAP@k (Mean
Average Precision), where k is set as 5 and 10. We also introduce another parameter
n which controls the window size that allows n neighboring sentences are considered
when comparing the sentences in RS™™ and RS with each of the top-k sentences in

RS. From Figure 8, we make the following observations:

e In general, we can see that _IEFEND > HAN > Random for the performance
of finding check-worthy sentences in news contents on both datasets. It indi-
cates that the sentence-comment co-attention component in dEFEND can help
selecting more check-worthy sentences.

e With the increase of n, we relax the condition to match check-worthy sentences
in the ground truth, and thus the MAP performance is increasing.

e When n = 1, the performance of dEFEND on MAP@5 and MAP@10 increases to
exceed 0.8 for PolitiFact, which indicates that dEFEND can detect check-worthy
sentences well within 1 neighboring sentence of the ground truth sentences in

RS.

User Comments Explainability: We deploy several tasks using Amazon Mechani-
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Figure 8: The performance of sentence explainability on MAP@5 and MAP@10 w.r.t.
the neighborhood threshold n.

cal Turk (AMT)' to evaluate the explainability rank list of the comments RC for fake
news. We perform the following settings to deploy AMT tasks for a total of 50 fake
news pieces. To evaluate the explainability of user comments, for each news article,

we have two lists of top-k comments, L(Y) = (Lgl), Lgl), o

. ,LS)) for using dEFEND
and L® = (LY, LgQ), e ,Lf)) for HPA-BLSTM. The top-k comments are selected

and ranked using the attention weights from the high to low. To evaluate the model

Ohttps:/ /www.mturk.com /
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Figure 9: The human-evaluation of explainable comment list of dEFEND and HPA-
BLSTM.

ability to select topmost explainable comments, we empirically set £k = 5. We deploy
two AMT tasks to evaluate the explainable ranking performance.

For Task 1, we perform list-wise comparison. We ask workers pick a collectively
better list between LM and L®. To remove the position bias, we randomly assign
the position, top and bottom, of L) and L® when presented to workers. We let
each worker pick the better list between L() and L(® for each news piece. We ensure
each news piece is evaluated by 3 workers, and finally obtained 150 results of workers’
choices. In a worker-level, we compute the number of workers that choose L(!) and
L®  and also compute the winning ratio (WR. for short) for them. In a news-level, we
perform majority voting for all 3 workers for each news and decide if workers choose

LM or L®). For each news, we also compute the worker-level choices by computing

the ratio between L") and L®. From Figure 9, we make the following observations:

e dEFEND can select better top-k explainable comments than HPA-BLSTM both
in worker-level and news-level. First, in worker-level, 98 out of 150 workers (with
WR=0.65) choose L) over L?). Second, in news-level, dEFEND has better
performance in 32 out of 50 news pieces (with WR=0.64) than HPA-BLSTM.
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Figure 10: The discrepancy histograms of mean NDCG and mean Precision@5 of the
results between two methods.

e We can see that there are more news pieces such that 3 workers vote unanimously
for LY (3 vs 0) than the opposite case (0 vs 3) for their explainability i.e.,
14>7. Similarly, there are more cases where 2 workers vote for dEFEND than

HPA-BLSTM, i.e., 18>11.

For Task 2, we perform item-wise evaluation. For each comment in L") and L®),
we ask workers to choose a score from {0, 1,2, 3,4}, where 0 means “not explainable
at all,” 1 means “not explainable,” 3 means “somewhat explainable,” 4 means “highly

b

explainable,” and 2 means “somewhere in between.” To avoid the bias caused by
different user criteria, we shuffle the order of comments in L") and L®, and ask workers
to assess how explainable each comment is with respect to the news. To estimate
rank-aware explainability of comments (i.e., having a higher ranked explainable
comment is more desirable than a lower ranked one), we use NDCG (Normalized
Cumulative Gain) (Jarvelin and Kekéldinen, 2002) and Precision@k as the evaluation

metrics. NDCG is widely used in information retrieval to measure document ranking

performance in search engines. It can measure how good a ranking is by comparing the
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proposed ranking with the ideal ranking list measured by user feedback. Precision@k
is the proportion of recommended items in a top-k set that are relevant. Similarly, we
ensure each news piece is evaluated by 3 workers and obtain a total of 750 results of
workers’ ratings for each method. The results are shown in Figure 10, where news
articles are sorted by the discrepancy in the metrics between the two methods in
descending order (e.g., NDCG(dEFEND)- NDCG(HPA-BLSTM)). We show only the
results of Precision@b5 as those of Precision@10 are similar. We have the following

observations:

e Among 50 fake news articles, dEFEND obtains higher NDCG scores than
HPA-BLSRM for 38 cases in terms of the item-wise evaluation. Overall mean
NDCG scores over 50 cases for dAEFEND and HPA-BLSRM are 0.71 and 0.55,
respectively.

e Similar results can be found on Precision@5. dEFEND is superior to HPA-
BLSTM on 35 fake news articles and tied on 7 articles. Overall mean Precision@5
scores over 50 cases for dEFEND and HPA-BLSRM are 0.67 and 0.51, respec-

tively.

Case Study: We compare dEFEND with HPA-BLSTM and demonstrate the ex-
plainable comments that we correctly ranked high but missed by HPA-BLSTM as
in Figure 11. We can see that: (1) dEFEND can rank more explainable comments
higher than non-explainable comments. For example, comment “. . .president does

7

not have the power to give citizenship...” is ranked at the top, which can
explain exactly why the sentence “granted U.S. citizenship to 2500 Iranians
including family members of government officials” in the news content is

fake; (2) we can give higher weights to explainable comments than those interfering
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Fake News } Comments

| Iranian Official Drops Bombshell:

i >O c E If you had done your research, you
. Obama Sefl'etly Gave Citizenship to + | would know that the president does not
2500 Iranians as Part of Nuke Deal :

| 148 Comments

have the power to give citizenship. This
would have to done as an act of
congress... (0.0160)

1A senior Iranian cleric and member of parliament
+ has just dropped a bombshell. .
‘He is claiming that the Obama administration, as
! part of negotiating during the Iran Deal, granted U.

rcitizenship to 2500 Iranians including family:
E members of government officials. :

Isn't graft and payoffs normally a
offense even for a ex-president?
(0.0086)

Wow! What's frightening is where will
it end? We could be seeing some

o serious issues here. (0.0051)

i There have been so many things hidden from the

, public about the Iran Deal if this'was oneé fiore thing '

! given up in bribe, it wouldn't be hard to believe. '

Walkaway from their (0.0080)

Figure 11: The explainable comments captured by dEFEND.

and unrelated comments, which can help select more related comments to help detect

7

fake news. For example, unrelated comment “Walkaway from their...” has an
attention weight 0.0080, which is less than an explainable comment “Isn’t graft
and payoffs normally a offense” with an attention weight 0.0086, so the latter

comment is selected to be a more important feature for fake news prediction.
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Chapter 5

EARLY FAKE NEWS DETECTION

In this chapter, we study early fake news detection. Research has shown that
fake news spreads farther, faster, deeper, and more widely than true news (Vosoughi
et al., 2018). Widespread fake news can erode the public trust in government and
professional journalism and lead to adverse real-life events. Thus, a timely detection
of fake news on social media is critical to cultivate a healthy news ecosystem.

It presents unique challenges and opportunities for early detection of fake news.
First, fake news is diverse in terms of topics, content, publishing methods and
media platforms, and sophisticated linguistic styles geared to emulate true news.
Consequently, training machine learning models on such sophisticated content requires
large-scale annotated fake news data that is egregiously difficult to obtain. Second, it
is important to detect fake news early. Most of the research on fake news detection
rely on signals that require a long time to aggregate, making them unsuitable for
early detection. Third, the evolving nature of fake news makes it essential to analyze
it with signals from multiple sources to better understand the context. A system
solely relying on social networks and user engagements can be easily influenced by
biased user feedback, whereas relying only on the content misses the rich auxiliary

information from the available sources.

Prior works on detecting fake news (Qian et al., 2018; Wang et al., 2018) rely on
large amounts of labeled instances to train supervised models. Such large labeled
training data is difficult to obtain in the early phase of fake news detection. To

overcome this challenge, learning with weak supervision presents a viable solution.

93



JAPANESE WHALING &

CREWM]EVAMBY I just do not believe it. Something smells
KILLER WHALES, 16 DEAD | " !omeontheston
€2 TI0 T eeeione
g user2
A Japanese whaling crew has fallen kinda agree! Wasn't sure about
Frs . posting..That many dying and no news
victim to a dramatic full on assault bv about it on other sites? We'll see!

a school of killer whales, killing no €0 132 2 e
less than 16 crew members and
injuring 12, has reported the

Japanese Government this morning. The Daily Whale reports.. The killer whales
were only carrying out scientific research..

Oh hang on .. #ironic
7 &1 133 W2 eeelore

Figure 12: An illustration of a piece of fake news and related user comments, which
can be used for extracting weak social supervision for early detection. Users have
different credibility, perceived bias, and express diverse sentiment to the news.

user3

Consider the example in Figure 14. Although it is difficult to determine the veracity
considering the news content in isolation, the surrounding context from other users’
posts and comments provide clues, in the form of opinions, stances, and sentiment,
useful to detect fake news. For example, in Figure 14, the phrase “kinda agree..”
indicates a positive sentiment to the news, whereas the phrase “I just do not

bM

believe it...” expresses a negative sentiment. Prior work has shown conflicting
sentiments among propagators to indicate a higher probability of fake news (Jin et al.,
2016; Shu et al., 2017). Also, users have different credibility degrees in social media
and less-credible ones are more likely to share fake news (Shu et al., 2019¢). Although
we do not have this information a priori, we can consider agreement between users
as a weak proxy for their credibility. All of the aforementioned signals from different
sources of social engagements can be leveraged as weak supervision signals to train
machine learning models.

We leverage weak social supervision to detect fake news from limited annotated

data. We provide a principled solution, dubbed MWSS to learn from Multiple-sources
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of Weak Social Supervision (MWSS) from multi-faceted social media data. Our
framework is powered by meta learning with a Label Weighting Network (LWN)
to capture the relative contribution of different weak social supervision signals for
training; In particular, our model leverages a small amount of manually-annotated
clean data and a large amount of weakly annotated data by proxy signals from multiple
sources for joint training in a meta-learning framework. Since not all weak instances
are equally informative, the model learns to estimate their respective contributions
for the end task. The framework is uniquely suitable for early fake news detection,
because it (1) leverages rich weak social supervision to boost model learning in a
meta-learning fashion; and (2) only requires the news content during the prediction
stage without relying on the social context as features for early prediction. Next, I

will introduce the details of our novel framework named as MWSS.
5.1 Problem Statement

Let D = {z;,y;}7_, denote a set of n news articles with manually annotated clean
labels, with X = {z;}"; denoting the news pieces and Y = {y;}?.; C {0,1}" the
corresponding clean labels of whether the news is fake or not. In addition, there
is a large set of unlabeled examples. Usually the size of the clean labeled set n
is smaller than the unlabeled set due to labeling costs. For the widely available
unlabeled samples, we can generate weak labels by using different labeling functions
based on social engagements. For a specific labeling function ¢g® : x® — P&,

where X'¥) = {l'gk)}jvzl denotes the set of N unlabeled messages to which the labeling

N

function ¢*) is applied and Y*) = {gj§k) j=1 as the resulting set of weak labels. This
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weakly labeled data is denoted by D®*) = {xg-k), gj§k) ;vzl and often n < N. We formally

define our problem as:

Problem Statement: Given a limited amount of manually annotated news
data D and K sets of weakly labeled data {D®}X | derived from K different
weak labeling functions based on weak social signals, learn a fake news classifier

f: X = Y which generalizes well onto unseen news pieces.

5.2 The Proposed Framework MWSS

User engagements over news articles, including posting about, commenting on or
recommending the news, bear implicit judgments of the users about the news and
could serve as weak sources of labels for fake news detection. For instance, prior
research has shown that contrasting sentiment of users on a piece of news article, and
similarly varying levels of credibility or bias, can be indicators of the underlying news
being fake. However, these signals are noisy and need to be appropriately weighted for
training supervised models. Due to the noisy nature of such social media engagements,
we term these signals as weak social supervision.

To give a brief overview for the modeling, we define heuristic labeling functions
(refer to Section 5.2.2) on user engagements to harvest such signals in order to weakly
label a large amount of data. The weakly labeled data is combined with limited
amount of manually annotated examples to build a fake news detection system that
is better than training on either subset of the data. We emphasize that multiple weak
labels can be generated for a single news article based on different labeling functions
and we aim to jointly utilize both the clean examples as well as multiple sources of
weak social supervision in this paper.

In this section, we focus on developing algorithms for the joint optimization of
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Figure 13: The proposed framework MWSS for learning with multiple weak supervision
from social media data. (a) Classifier: Jointly modeling clean labels and weak labels
from multiple sources; (b) LWN: Learning the label weight based on the concatenation
of instance representation and weak label embedding vector. (c¢) During inference,
MWSS uses the learned encoding module and classification MLP to predict labels for
(unseen) instances in the test data.

manually annotated clean and multi-source weakly labeled instances in a unified

framework.

5.2.1 Meta Label Weighting with Weak Social Supervision

Learning from multiple sources has shown promising performance in various
domains such as truth discovery (Ge et al., 2013), object detection (Ouyang et al.,
2014), etc. In this work, we have K + 1 distinct sources of supervision: clean labels
coming from manual annotation and multiple sources of weak labels obtained from K
heuristic labeling functions based on users’ social engagements.

Our objective is to build an effective framework that leverages weak social su-
pervision signals from multiple sources in addition to limited amount of clean data.

However, signals from different weak sources are intrinsically noisy, biased in different
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ways, and thus of varying degree of qualities. Simply treating all sources of weak
supervision as equally important and merging them to construct a single large set of
weakly supervised instances tend to result in sub-optimal performance—which we have
used as a baseline in our experiments. However, it is challenging to determine the
contribution of different sources of weak social supervision. To facilitate a principled
solution of weighting weak instances, we leverage meta-learning. In this, we propose
to treat label weighting as a meta-procedure, i.e., building a label weighting network
(LWN) which takes an instance (e.g., news piece) and its weak label (obtained from
social supervision) as input, and outputs a scalar value as the importance weight for
the pair. The weight determines the contribution of the weak instance in training
the desired fake news classifier in our context. The LWN can be learned by back-
propagating the loss of the trained classifier on a separate clean set of instances. To
allow information sharing among different weak sources, for the fake news classifier,
we use a shared feature extractor to learn a common representation and use separate
functions (specifically, MLPs) to map the features to different weak label sources.

Specifically, let hy, (x) be an encoder that generates the content representation of an
instance x with parameters 6. Note that this encoder is shared by instances from both
the clean and multiple weakly labeled sources. Let fp. (h(x)) and { fo, (h(x)) }r=1.. x be
the K + 1 labeling functions that map the contextual representation of the instances
to their labels on the clean and the K sets of weakly supervised data, respectively. In
contrast to the shared parameters of the encoder 6, the parameters 6. and {0y }r—1,__x
are different for the clean and weak sources (learned by separate source-specific MLPs)
to capture different mappings from the contextual representations to the labels from
each source.

For training, we want to jointly optimize the loss functions defined over the (i) clean
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while not converged do
1. Update LWN parameters o by descending VL4 (0 — nVoLyrain(c, 6))
2. Update classifier parameters 6 by descending Vg Lqin (v, 0)

end

W N =

Algorithm 1: Training process of MWSS

data and (ii) instances from the weak sources weighted by their respective utilities.
The weight of the weak label g for an instance x (encoded as h(z)) is determined by a
separate Label Weighting Network (LWN) formulated as w,(h(z), ) with parameters
a. Thus, for a given w,(h(z),7), the objective for training the predictive model with

multiple sources of supervision jointly is:
K
0 91110111 0 E(%y)EDg(y? f9c<h9E (JJ))) + Z E(m,g)eb<k)wa(h9E (‘T)a g>£(g7 f¢9k (hGE (‘T»)
EVUc,V1,...,UL k=1
(5.1)
where ¢ denotes the loss function to minimize the prediction error of the model. The
first component in the above equation optimizes the loss over the clean data, whereas

the second component optimizes for the weighted loss (given by w,(.)) of the weak

instances from K sources. Figure 13 shows the formulation for both the classifier and

LWN.

The final objective is to optimize LWN w, (h(x), 7) such that when using such a
weighting scheme to train the main classifier as specified by Eq. (5.1), the trained
classifier can perform well on a separate set of clean examples. Formally, the following

bi-level optimization problem describe the above intuition as:
min L,(0%(a)) s.t. 0" = argmin Lyygin(a, 6) (5.2)

where Ly, 18 the objective in Eq. (5.1), 6 denotes the concatenation of all classifier

parameters (0, 6,01, ..., 0k ), and L, is loss of applying a trained model on a separate
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Figure 14: The illustration of the MWSS in two phases: (a) we compute the validation
loss based on the validation dataset and retain the computation graph for LWN
backward propagation; (b) the classifier updates its parameters through backward
propagation on clean and weakly labeled data.

set of clean data. Note that 0*(«) denotes the dependency of 8* on « after we train
the classifier on a given LWN.

Analytically solving for the inner problem is typically infeasible. In this paper, we
adopt the following one-step SGD update to approximate the optimal solution. As

such the gradient for the meta-parameters o can be estimated as:

Vaﬁval(e - nveﬁtrm’n(ay 9)) = _nvz,eﬁtrain(aa Q)VO’EU(II(QI) (53)
~— QEE [Vaﬁtmin(@7 9+) - Vaﬁtmm(a> 9_)} (54)

where 6% = 0 4 eV Lo (0), 0 = 0 — 1V Liain(, 0), € is a small constant for finite
difference and 7 is learning rate for SGD.

Since we leverage Multiple Weak Social Supervision, we term our method as MWSS.
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We adopt Adam with mini-batch training to learn the parameters. Algorithm 4 and

Figure 14 outline the training procedure for MWSS.

5.2.2  Constructing Weak Labels from Social Engagements

In this section, we describe how to generate weak labels from users’ social engage-
ments that can be incorporated as weak sources in our model.

Dataset Description:We utilize one of the most comprehensive fake news de-
tection benchmark datasets called FakeNewsNet (Shu et al., 2018b). The dataset is
collected from two fact-checking websites: GossipCop!! and PolitiFact!? containing
news contents with labels annotated by professional journalists and experts, along
with social context information. News content includes meta attributes of the news
(e.g., body text), whereas social context includes related users’ social engagements
on the news items (e.g., user comments in Twitter). Note that the number of news
pieces in PolitiFact data is relatively small, and we enhance the dataset to obtain
more weak labels. Specially, we use a news corpus spanning the time frame 01 January
2010 through 10 June 2019, from 13 news sources including mainstream British news
outlets, such as BBC and Sky News, and English language versions of Russian news
outlets such as RT and Sputnik, which are mostly related to political topics. To obtain
the corresponding social engagements, we use a similar strategy as FakeNewsNet (Shu
et al., 2018b) to get tweets/comments, user profiles and user history tweets through

the Twitter API and web crawling tools. For GossipCop data, we mask part of the

Uhttps:/ /www.gossipcop.com/

2https: //www.politifact.com/
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annotated data and treat them as unlabeled data for generating weak labels from the
social engagements.

Generating Weak Labels: Now, we introduce the labeling functions for gener-
ating weak labels from social media via statistical measures guided by computational
social theories.

First, research shows user opinions towards fake news have more diverse sentiment
polarity and less likely to be neutral (Cui and Lee, 2019). So we measure the sentiment
scores (using a widely used tool VADER (Hutto and Gilbert, 2014)) for all the users
sharing a piece of news, and then measure the variance of the sentiment scores by
computing the standard deviation. We define the following weak labeling function:

Sentiment-based: If a news piece has a standard deviation of user sentiment

scores greater than a threshold 11, then the news is weakly labeled as fake

news.

Second, social studies have theorized the correlation between the bias of news
publishers and the veracity of news pieces (Gentzkow et al., 2015). Accordingly, we
assume that news shared by users who are more biased are more likely be fake, and vice
versa. Specifically, we adopt the method in (Kulshrestha et al., 2017) to measure user
bias (scores) by exploiting users’ interests over her historical tweets. The hypothesis is
that users who are more left-leaning or right-leaning share similar interests with each
other. Following the method in (Kulshrestha et al., 2017), we generate representative
sets of people with known public bias, and then calculate bias scores based on how
closely a query users’ interests match with those representative users. We define the
following weak labeling function:

Bias-based: If the mean value of users’ absolute bias scores — sharing a piece

of news — is greater than a threshold 15, then the news piece is weakly-labeled

as fake news.
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Third, studies have shown that less credible users, such as malicious accounts or
normal users who are vulnerable to fake news, are more likely to spread fake news (Shu
et al., 2017). To measure user credibility, we adopt the practical approach in (Abbasi
and Liu, 2013). The hypothesis is that less credible users are more likely to coordinate
with each other and form big clusters, whereas more credible users are likely to form
small clusters. We use the hierarchical clustering!® to cluster users based on their
meta-information on social media and take the reciprocal of the cluster size as the

credibility score. Accordingly, we define the following weak labeling function:

Credibility-based: If a news piece has an average credibility score less than

a threshold T3, then the news is weakly-labeled as fake news.

To determine the proper thresholds for 7, 7, and 73, we vary the threshold values
from [0, 1] through binary search, and compare the resultant weak labels with the
true labels from the training set of annotated clean data — later used to train our
meta-learning model — on GossipCop, and choose the value that achieves the the
best accuracy on the training set. We set the thresholds as m, = 0.15, 5, = 0.5, and
73 = 0.125. Due to the sparsity for Politifact labels, for simplicity, we use the same

threshold values as derived from the GossipCop data.

Quality of Weak Labeling Functions We apply the aforementioned labeling
functions and obtain the weakly labeled positive instances. We treat the news pieces
discarded by the weak labeling functions as negative instances. The statistics are
shown in Table 8. To assess the quality of these weakly-labeled instances, we compare
the weak labels with the true labels on the annotated clean data in GossipCop — later

used to train our meta-learning model. Table 7 shows the confusion matrix in Gossip

Bhttps://bit.ly/2WGK6zE

63


https://docs.scipy.org/doc/scipy/reference/generated/scipy.cluster.hierarchy.linkage.html

Table 7: Evaluation of weak labeling functions.

Weak Rule  Predictions True Negative True Positive

Sentiment Negative 37% 63%
Positive 16% 84%

Bias Negative 67% 33%
Positive 16% 84%

- Negative 67% 33%
Credibility b Giive 30% 70%

Table 8: The statistics of the datasets. Clean refers to manually annotated instances,
whereas the weak ones are obtained by using the weak labeling functions

Dataset GossipCop  Politifact
# Clean positive 1,546 303

# Clean negative 1,546 303

# Sentiment-weak positive 1,894 3,067
# Sentiment-weak negative 4,568 1,037
# Bias-weak positive 2,587 2,484
# Bias-weak negative 3,875 1,620
# Credibility-weak positive 2,765 2,963
# Credibility-weak negative 3,697 1,141

Cop dataset with tuned thresholds as discussed before. The accuracy of the weak
labeling functions corresponding to Sentiment, Bias, and Credibility are 0.59, 0.74,
0.74, respectively. The F1l-scores of these three weak labeling functions are 0.65, 0.64,
0.75. We observe that the accuracy of the labeling functions are significantly better
than random (0.5) for binary classification indicating that the weak labeling functions

are of acceptable quality.
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5.3 Evaluating MWSS

In this section, we conduct experiments to evaluate the effectiveness of MWSS for
carly fake news detection. We aim to answer the following evaluation questions: (1)
EQ1: Can MWSS improve fake news classification performance by leveraging weak
social supervision; (2) EQ2: How effective are the different sources of supervision for
improving prediction performance; and (3) EQ3: How robust is MWSS on leveraging

multiple sources?

5.3.1 Experimental Settings

Evaluation measures. We use F1 score and accuracy as the evaluation metrics. We
randomly choose 15% of the clean instances for validation and 10% for testing. We fix
the number of weak training samples and select the amount of clean training data

based on the clean data ratio defined as:

_ #clean labeled samples
clean ratio =

#clean labeled samples + #weak labeled samples’

This allows us to investigate the contribution of clean vs. weakly labeled data in later
experiments. All the clean datasets are balanced with positive and negative instances.
We report results on the test set with the model parameters picked with the best
validation accuracy. All runs are repeated for 3 times and the average is reported.

Base Encoders. We use the convolutional neural networks (CNN) (Kim, 2014) and
RoBERTa-base, a robustly optimized BERT pre-training model (Liu et al., 2019) as
the encoders for learning content representations. We truncate or pad the news text to
256 tokens, and for the CNN encoder we use pre-trained WordPiece embeddings from

BERT to initialize the embedding layer. For each of the K + 1 classification heads,
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we employ a two-layer MLP with 300 and 768 hidden units for both the CNN and
RoBERTa encoders. The LWN contains a weak label embedding layer with dimension
of 256, and a three-layer MLP with (768, 768, 1) hidden units for each with a sigmoid
as the final output function to produce a scalar weight between 0 and 1. We use
binary cross-entropy as the loss function ¢ for MWSS™.
Baselines and learning configurations. We consider the following settings:

(1) training only with limited amount of manually annotated clean data. Models

include the following state-of-the-art early fake news detection methods:

e TCNN-URG (Qian et al., 2018): This method exploits users’ historical comments
on news articles to learn to generate synthetic user comments. It uses a two-level
CNN for prediction when user comments are not available for early detection.

e EANN (Wang et al., 2018): This method utilizes an adversarial learning frame-
work with an event-invariant discriminator and fake news detector. For a fair

comparison, we only use the text CNN encoder.

(2) training only with weakly labeled data; and (3) training with both the clean

and weakly labeled data as follows:

e Clean+Weak: In this setting, we simply merge both the clean and weak sets
(essentially treating the weak labels to be as reliable as the clean ones) and use
them together for training different encoders.

e 2R (Ren et al., 2018): L2R is the state-of-the-art algorithm for learning to
re-weight (L2R) examples for training models through a meta learning process.

e Snorkel (Ratner et al., 2018b): It combines multiple labeling functions given their

dependency structure by solving a matrix completion-style problem. We use

14 A1l the data and code are available at: this clickable link
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the label generated by Snokel as the weak label and feed it to the classification
models.
e MWSS: The proposed model for jointly learning with clean data and multi-

sources of weak supervision for early fake news detection.

Most of the above baseline models are geared for single sources. In order to extend them
to multiple sources, we evaluated several aggregation approaches, and found that taking
the majority label as the final label achieved the best performance result. We also
evaluate an advanced multiple weak label aggregation method — Snorkel (Ratner et al.,
2019) as the multi-source baseline. Note that our MWSS model, by design, aggregates
information from multiple sources and does not require a separate aggregation function

like the majority voting.

5.3.2 Effectiveness of Weak Supervision and Joint Learning

To answer EQ1, we compare the proposed framework MWSS with the repre-
sentative methods for fake news classification. We determine the model hyper-
parameters with cross-validation. For example, we set parameters learning rate €
{1073,5x 107*,107*,5 x 1075} and choose the one that achieves the best performance

on the held-out validation set. From Table 9, we make the following observations:

e Training only on clean data achieves better performance than training only on
the weakly labeled data consistently across all the datasets (clean > weak).

e Among methods that only use clean data with CNN encoders, we observe
TCNN-URG and EANN to achieve relatively better performance than CNN-
clean consistently. This is because TCNN-URG utilizes user comments during

training to capture additional information, while EANN considers the event
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Table 9: Performance comparison for early fake news classification. Clean and Weak
depict model performance leveraging only those subsets of the data; Clean+ Weak is
the union of both the sets.

GossipCop PolitiFact
Methods F1  Accuracy F1  Accuracy
TCNN-URG (Clean) 0.76 0.74 0.77 0.78
EANN (Clean) 0.77  0.74 0.78  0.81
CNN (Clean) 0.74 073 0.72 072
CNN (Weak) 0.73 0.65 0.33 0.60
CNN (Clean+Weak) 0.76 0.74 0.73 0.72
CNN-Snorkel (Clean+Weak) 0.76 0.75 0.78 0.73
CNN-L2R (Clean+Weak) 0.77 0.74 0.79 0.78
CNN-MWSS (Clean+ Weak) 0.79  0.77 0.82 0.82
RoBERTa (Clean) 0.77 0.76 0.78 0.77
RoBERTa (Weak) 0.74 0.74 0.33 0.60
RoBERTa (Clean+Weak) 0.80 0.79 0.73 0.73
RoBERTa-Snorkel (Clean+Weak) 0.76 0.74 0.78 0.77
RoBERTa-L2R (Clean+Weak) 0.78 0.75 0.81 0.82
RoBERTa-MWSS (Clean+Weak) 0.80  0.80 0.82  0.82

information in news contents (TCNN-URG>CNN-clean, and EANN>CNN-
clean).

e On incorporating weakly labeled data in addition to the annotated clean data,
the classification performance improves compared to that using only the clean
labels (or only the weak labels) on both datasets (demonstrated by clean+weak,
L2R, Snorkel > clean > weak).

e On comparing two different encoder modules, we find that RoBERTa achieves
much better performance in GossipCop compared to CNN, and has a similar
performance in PolitiFact. The smaller size of the PolitiFact data results in
variable performance for RoOBERTa.

e For methods that leverage both the weak and clean data, L2R and Snorkel

68



. S 0.8 | +/+\
0.78 | + / T IZ'>~§:EI
0.76 / :éo—/—{ ’ '\v/:/ '
0.74 1 0//. — + Ei:E-URG

e 0-6

F1
<)
N
N

*
\\

F1

& —e— CNN-Clean
. x —4— CNN-Weak
0.5 4 CNN-Clean+Weak
0.70 o —— CNN-Snorkel
—-
——

/. CNN-L2R
0.68 / 04 CNN-MWSS
o
0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.10 0.02 0.03 0.04 005 0.06 0.07 0.08 0.09 0.10
Clean Ratio Clean Ratio
(a) GossipCop (b) PolitiFact

Figure 15: F1 score with varying clean data ratio from 0.02 to 0.1 with CNN-MWSS.
The trend is the similar with RoOBERTa encoder (best visualized in color).

perform quite well. This is because L2R assigns weight to instances based on
their contribution with a held-out validation set, whereas Snorkel leverages
correlations across multi-source weak labeling functions to recover the label.

e In general, our model MWSS achieves the best performance. We observe
that MWSS > L2R and Snorkel on both the datasets. This demonstrates the
importance of treating weak labels differently from the clean labels with a
joint encoder for learning shared representation, separate MLPs for learning
source-specific mapping functions, and learning to re-weight instances via LWN.
To understand the contribution of the above model components, we perform an

ablation study in the following section.

5.3.3 Impact of the Ratio of Clean to Weakly Labeled Data on Classification

Performance

To answer EQ2, we explore how the performance of MWSS changes with the

clean ratio. We set the clean ratio to vary in {0.02,0.04,0.06,0.08,0.1}. To have
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Table 10: F1/Accuracy on training MWSS on different weak sources with clean data.

Dataset  Sentiment Bias Credibility ~ All Sources
GossipCop  0.75/0.69 0.78/0.75 0.77/0.73  0.79/0.77
PolitiFact  0.75/0.75 0.77/0.77 0.75/0.73  0.78/0.75

a consistent setting, we fix the number of weakly labeled instances and change the
number of clean labeled instances accordingly. In practise, we have abundant weak
labels from the heuristic weak labeling functions. The objective here is to figure
out how much clean labels to add in order to boost the overall model performance.

Figure 15 shows the results. We make the following observations:

e With increasing values of clean ratio, the performance increases for all methods
(except Weak which uses a fixed amount of weakly labeled data). This shows
that increasing amount of reliable clean labels helps the models, as expected..

e For different clean ratio configurations, MWSS achieves the best performance
compared to other baselines, i.e., MWSS > L2R and Snorkel. This shows that
MWSS can more effectively utilize the clean and weak labels via its multi-source
learning and re-weighting framework.

e We observe that the methods using Clean+Weak labels where we treat the weak
labels to be as reliable as clean ones may not necessarily perform better than
using only clean labels. This shows that simply merging the clean and weak
sources of supervision without accounting for their reliability may not improve

the prediction performance.
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Table 11: F1/Accuracy result of ablation study on modeling source-specific MLPs
with different clean ratio (C-Ratio). “SH" denotes a single shared MLP and “MH"
denotes multiple source-specific ones.

Model C-Ratio L2R LWN

0.02 0.72/0.68 0.73/0.72
0.10 0.77/0.74 0.77/0.73

0.02 0.73/0.71 0.75/0.71
0.10 0.78/0.76  0.79/0.77

SH

MH

5.3.4 Parameter Analysis

Impact of source-specific mapping functions:

In this experiment, we want to study the impact of modeling separate MLPs for
source-specific mapping functions (modeled by fy, in Equation 5.1) in LWN and L2R
as opposed to replacing them with a single shared MLP (i.e. fp, = fy Vk) across
multiple sources. From Table 11, we observe that MWSS and L2R both work better
with multiple source-specific MLPs as opposed to a single shared MLP by better
capturing source-specific mapping functions from instances to corresponding weak
labels. We also observe that MWSS performs better than L2R for the respective MLP
configurations — demonstrating the effectiveness of our re-weighting module.
Impact of different weak sources: To study the impact of multi-source supervision,
we train MWSS separately with individual weak sources of data along with clean
annotated instances with a clean ratio of 0.1. From Table 10, we observe that training
MWSS with multiple weak sources achieves better performance compared to that
of a single weak source — indicating complementary information from different weak

sources help the model. To test whether MWSS can capture the quality of each source,

71



o
I

‘g —— Credibility
8 0.3 Sentiment
o —— Bias
Npg2 —— Clean
©
=
0.1
=

0.0

0.54 0.62 0.70 0.78 0.86 0.95
Label Weight

Figure 16: Label weight density distribution among weak and clean instances in
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Sentiment-based, Bias-based, and Clean are 0.86, 0.85, 0.86 and 0.87 respectively.

we visualize the label weight distribution for each weak source and clean dataset in

Figure 16.

From the weight distribution, we also observe the weight of the sentiment-source
(referred as Sentiment) to than that of other sources. In addition, although the LWN
is not directly trained on clean samples, it still assigns the largest weight to the clean
source. These demonstrate that our model not only learns the importance of different

instances but also learns the importance of the corresponding source.
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Chapter 6

CROSS-DOMAIN FAKE NEWS DETECTION

In this chapter, we study cross-domain fake news detection. The content of fake
news is shown to be rather diverse in terms of topics, styles and media platforms (Shu
et al., 2017). For a real-world fake news detection system, it is often unrealistic to
obtain abundant labeled data for every domain (e.g., Entertainments and Politics
are two different domains) due to the expensive labeling cost. As such, fake news
detection is commonly performed in the single-domain setting, and supervised (Wang
et al., 2018) or unsupervised methods (Hosseinimotlagh and Papalexakis, 2018; Yang
et al., 2019) are proposed to handle limited or even unlabeled domains. However, the
performance is largely limited due to overfitting on small labeled samples or without
any supervision information. In addition, models learned on one domain, known as
the source domain, may be biased to event-specific features. Hence, it is natural
and necessary to explore auxiliary information to improve fake news prediction with
limited labels for other domains, called target domains.

One way to tackle this problem is to utilize domain adaptation techniques to
explore the auxiliary information to transfer the knowledge from the source domain
to the target domain. Domain adaptation has shown success for addressing domain
discrepancies in many tasks including text and image classification (Tzeng et al., 2017),
sentiment analysis (Blitzer et al., 2007), and recommendations (Fernandez-Tobias
et al., 2012). In addition, studies have shown that fake news publishers often have
intent to spread distorted and misleading information and influence large communities

of consumers, requiring particular writing styles necessary to appeal to and persuade
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a wide scope of consumers that is not seen in true news (Shu et al., 2017; Afroz et al.,
2012). Therefore, it has great potential to capture the domain-independent features to
predict fake news across domains. Based on domain adaptation, we propose to learn
transferable knowledge from one news domain to another that can be more robust
and general for fake news detection across domains.

In addition to transferring knowledge across domains, we can also exploit auxiliary
information within a single domain from rich social context information. Social context
refers to the social environment where news disseminates, which naturally provides
additional information to supplement and enhance news content-based detection
methods. Users can express their opinions and sentiments by posting/commenting on
the news pieces. For example, comments like “This didn’t happen because president
does not have the power to give citizenship.”, help us determine whether a news piece
on “Obama secretly gave citizenship to 2,500 people” is fake or not. Thus, we can
jointly exploit the complementary information of news contents and user comments
for fake news detection. Moreover, the users can participate in propagating the
news by tweeting about it or re-tweet the news. This process leads to user-news
interactions. Leveraging the user-news interaction helps us to further improve the
fake news detection systems as users have consistent behaviors in sharing fake or real
news.

Cross-domain knowledge transfer and within-domain joint learning offer com-
plementary information, providing new perspectives to help improve the prediction
performances for fake news in a newly emerging domain. Therefore, we would like
to study the novel and challenging problem of cross-domain fake news detection. In
essence, we solve the following challenges: (1) how to perform cross-domain fake news

detection effectively; (2) how to learn domain adaptive representations across domains;
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and (3) how to capture news contents, user comments, and user-news interactions
to detect fake news. Our solutions to above challenges result in a novel framework
named as CrossEND (Cross-domain Fake News Detection). Next, I will introduce the

details for the proposed framework CrossFND.

6.1 Problem Statement

Let Dy = {(x1, 1), (x3, 43), ..., (X}, Y )} and Dy = {(x1,41), (X3, %2), -, (s> ¥s) }
denote a set of NV news pieces and their labels and M news pieces and labels from
source and target domain, respectively. Fach news may have a set of comments
c; € C and user-news interactions u; € U which provide extra information about
the news. The user-news interaction u; is a binary vector indicating the users who
have tweeted or re-tweeted about the news x;. Each news x; consists of a sequence
of words {wy, ws, ..., wx}. The goal of the domain adaptive fake news classifier is to
learn a cross domain representation for news x; such that it can classify fake news

from different domains. In this paper, we study the following problem:

Problem Statement: Given two sets of news pieces D, and D;, corresponding
user comments C, and C;, and users interactions U, and U; from the source and

target domains respectively, learn a classifier F' that can classify fake news in the

target domain accurately.

6.2 The Proposed Framework CrossFND

In this section, we discuss the domain adaptive fake news classifier. The input of
our model is the source set D, and a portion 7 of target set D;. As it is shown in

Figure 17, our model CrossFND consists of several components: (1) news information
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Figure 17: The architecture of the proposed model CrossFND.

encoders, (2) a fake news classifier, and, (3) a domain classifier. First, we go through
the domain adaptive representation learning in CrossFND, then, we discuss news

content, comments, and user-news interactions fusion.

6.2.1 Domain-Adaptive Representation Learning

We first introduce the proposed domain-adaptive representation learning. The
problem of classifying fake news requires to learn representations of the word sequence
in the news content. RNNs are particularly good at modeling sequential data. In
practice, both Long Short Term Memory (LSTM) and Gated Recurrent Unit (GRU)
are capable of modeling sequential data. For our study, we specifically use bi-directional

GRU. One of the most important characteristics of bidirectional neural networks,
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is that they are able to understand context more efficiently when compared to the
traditional unidirectional networks (Kiperwasser and Goldberg, 2016).

To create domain adaptive representations, each news x = {wy, ws, ..., wk} is
passed to an embedding layer to create a representation for each word wjg. The
embedding layer stores a tensor of dimension |V| x d, in which V is the vocabulary
set and d is the dimension of embedded words. Initially, these tensors will be assigned
according to GloVe word embeddings (Pennington et al., 2014). This layer maps
discrete words into compact vectors. Each vector in the sequence corresponds to
a word from the news content. To further capture the contextual information of
annotations, we use bidirectional GRU to model word sequences from both directions
of words. The bidirectional GRU contains the forward GRU ? which reads news x
from word w; to w, and a backward GRU 7 which reads news x from word wg to

wy:
h, = GRU(w.),i € {1,...,K}
— o (6.1)
h; = GRU(w;),i € {K,...,1}

We then obtain an annotation of word w; by concatenating the forward hidden state

H: and backward hidden state iq_i, ie., h;, = [h_)l, E], which contains the information

of the whole sentence centered around w;.

However, one notable drawback of encoders, is that they cannot easily handle
long sentences. Since, the news sentences are usually long, it may be difficult for the
neural network to manage long sentences, and hence it quickly gets intractable (Chung
et al., 2014).To address this problem, we use fixed length sentences and introduce an
attention mechanism. After the encoder generates the final output and hidden states,

they are fed to the attention layer.

Attention layer helps the classifier to generate a more comprehensive context vector.
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To this end, we use location-based attention based on (Luong et al., 2015) which
calculates an attention value a; for each output h; showing the importance of that
value. Having the attention vector a, the resultant context vector can be calculated
as h' = )" a;h;.

After extracting the context vectors of news contents, we train a classifier to classify
fake news. The problem by using only a classifier to training and testing it on a dataset
is that it can overfit on the given dataset and only extracts the discriminative features
among the data which are from the source domain. It is obvious that in different
domains, different features are important to achieve good classification performance.
In our experiment, we will show that if we simply train a fake news classifier in one
domain, it is not guaranteed that it would work in another domain as well. In this
paper, our goal is to build a cross-domain classifier. Hence, we introduce another
component, domain classifier, to help our model to find differences between the source
and target domains.

The domain classifier is responsible for detecting the domain of a news content.
Thus, we use a portion of target dataset to train the classifier. By adding the domain
classifier component to our model, it would push the encoder to learn representations
which are domain independent. The domain classifier would correctly classify whether
an instance is from the source or target domain if it has domain related features.
During the optimization part of our method (Section 6.2.3), we try to train our model

to fool this classifier, resulting in a domain independent textual representation.

78



6.2.2 News Content, Comments, and User-News Interactions Fusion

In most of social media, each news content has different comments. Comments can
help us to decide whether a news is fake or real (Shu et al., 2018b). Comments like
“This 1s so not true” gives us a hint that the news may be fake. To leverage the use of
comments, we add the comments encoder. This component creates a context vector
for each comment using a similar method to news content encoder. We calculate the
average of the context of comments to use in our model.

While considering news content and its comments may give us an idea on how fake
it might be, it is more practical to check the users who have shared the news as well.
To incorporate users metadata in our model, we consider using user-news interactions.
User-news interactions u for news z is a binary vector where u; = 1 indicates that
the user 7 has tweeted or re-tweeted about news x. To encode this information into
our model, we consider using a feed forward network. This network gets the u as
input and after passing it through the hidden and linear layers, it gives us an encoded
vector containing information about users interactions with news x. As in Figure 17,
after encoding the comments and user-news interactions, we concatenate the vectors

before passing them to the classifier components.s
6.2.3 An Optimization Algorithm
Now we introduce each component and the corresponding training process: (1) a
news content, comments, and user-news interactions encoder; (2) a fake news classifier;

and (3) a domain classifier.

Representation Encoding: This part extracts the representations of news content,
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comments, and user-news interactions. Each news content x; is passed through an
embedding layer which replaces each word w with a vector. Then, each word vector
is passed through a bi-directional GRU to calculate final hidden state (h—>N, EV) and
outputs {(hy, hy), (b, ho), ., (v, )}

After this step, each forward and backward hidden state are concatenated as h, =
(HZ, E) and are passed through an attention layer to calculate the context vector. The
same procedure goes for the comments. Moreover, the user-news interactions’ binary

vector is passed through a feed forward neural network to compute its embedding:
u' = tanh(W{Mu + bM)W 4+ b (6.2)

where (W, b) are learnable weights.

Finally, the three representation vectors of news content, comments, and user-news
interactions are combined to create the final context vector h’. Note that for news
content without comments, we concatenate a zero vector to the context vector of news
content.

Fake news classifier: This component is trained based on whether an input context
vector is fake news or not. An input vector is passed through a three layer neural

network classifier to calculate the output as follows:

o = tanh(W'h' + bM) (6.3)
pE = sigmoid(Wg)o + bg)) (6.4)

where Wg) (Wg)), b%) (bg)) and pr are network weights, bias and output probability
for news x respectively.
Domain classifier: This component is trained based on whether an input context

is from the source or target domain. This classifier is a three layer neural network
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similar to fake news classifier, but with different weights and bias matrix (Wp, bp).
This classifier outputs probability pp.
To combine these components, we use the following loss function to calculate the

loss value for the fake news classifier ' and the domain classifier D:

1 M

M

=1

L= (yilog(pi) + (1 — y;) log(1 — p;)) (6.5)

Finally, we train the model to optimize the following loss function:
mﬁin max aL(F) — BL(D) (6.6)

We want our model to learn domain independent features. To this end, we try to
maximize the domain loss L(D) for the model to learn domain independent features.
This will force the model to create a representation for news contents in a way that
does not show the domain specific features, hence tries to fool the domain classifier.
On the other hand, we want our model to classify fake news with good performance.
So we minimize the fake news classifier’s loss function L(F'). To control the balance
between loss values, we consider two parameters a and 3 showing the contribution of

fake news and domain classifier.
6.3 Evaluating CrosskFND

In this section, we conduct experiments to evaluate the effectiveness of our algorithm
and answer the following questions: Q1: How well our method can detect fake news
on its source domain?, Q2: While trained on a source domain A, how well our method
can detect fake news on a target domain B?, and, Q3: How effective are news contents

and user comments in improving the detection performance of CrossFND?
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Platform G P

# True News 3,086 2,645
# Fake News 2,230 2,770
# News 5,819 5,415
# News with Comments 5,819 415
# Users 43,918 60,053
# Unique Users 100,520

Table 12: The statistics of the datasets

To answer the first question (Q1), we train CrossFND on the training set and
report the results for the testing set in the source domain. For the second question
(Q2), we train CrossFND on a source domain A and use target domain B to test.
Finally, we study the impact of news content, comments and user-news interactions

for classifying fake news to answer the last question (Q3).

6.3.1 Experimental Settings

Datasets: We utilize the benchmark data repository FakeNewsNet (Shu et al.,
2018b). The FakeNewsNet includes data from two well-known fact-checking platforms
GossipCop (G for short) and Politifact (P for short). GossipCop consists of news about
the gossip industry, while Politifact includes political news. This dataset has two
labels { Fake, Real}. Due to the inadequate data from Politifact, we enrich this dataset
with another Politifact dataset from (Rashkin et al., 2017). The new dataset consists
of 16,000 news pieces from which we uniformly select 5,000 news to concatenate with

the FakeNewsNet’s Politifact dataset. Table 12 shows the final statistics of dataset.

Implementation Details: In this part we go through the parameters and imple-

mentation details of our model. Before we give each news content to the model, we
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Figure 18: Impact analysis of news contents, comments, and user-news interactions
for fake news detection.

select the first 512 words from each news content as our input data. The same method
goes for the comments. The intuition behind this is that each news is very long and
training the model on a long text is not efficient.

Each news content and comments will be passed through a bi-directional GRU to
capture the initial context. The bi-directional GRU has 1 hidden layer with size of
128. As for the comments encoder, we use a smaller hidden size of 64.

Finally, we pass each initial context and the bi-directional GRU outputs through
the attention layer to get the final context vector. Note that if a news content does
not have comments or user-news interactions, the context for these parts would be
a zero vector. The final context vector is then passed to both news content and
domain classifier. The news content classifier is a three layer neural network in
which the hidden layer size is 512 and the output size is 1. Moreover, we use a
hidden layer consisting of 512 neurons and an output layer with 128 neurons to create
user-news interactions’ embedding. Note that the embedding layer is initialized with
GloVe (Pennington et al., 2014) weights.

Experimental Design: We use different baselines for comparison:
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TCNN-URG (Qian et al., 2018) Similar to the TCNN model (Kim, 2014), this
model incorporates convolutional neural network to model news contents, and
can capture different granularity of text features. This model uses an additional
component to use user responses for classification.

CSI (Ruchansky et al., 2017); CSI is a hybrid deep learning model that utilizes
information from text, response, and source. The news representation is mod-
eled via an LSTM neural network with the Doc2Vec (Le and Mikolov, 2014)
embedding on the news contents and user comments as input, and for a fair
comparison, the user features are ignored.

dEFEND (Shu et al., 2019a) dEFEND develops a sentence-comment co-
attention network to exploit both news contents and user comments to capture
explainable sentences and user comments for fake news detection.
BERT-BiLSTM (Vlad et al., 2019) This model uses a large network including
BERT (Vaswani et al., 2017a), a bidirectional LSTM layer, and a capsule layer

to classify text using transfer learning technique.

Note that for fair comparison, we consider state-of-the-art baselines that: (1) only

use news contents including BERT-BiLSTM, (2) use both news contents and user

comments including TCNN-URG and dEFEND, and (3) considers users interactions

including the CSI method. In addition, the proposed CrossFND and BERT-BiLLSTM

can handle cross-domain predictions.

6.3.2 Performance on Cross-domain Fake News Detection

To evaluate our method and answer questions (Q1) and (Q2), we train our model

on a source domain A, then we report the AUC and F1 for both source domain A
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CrossFND CSI TCNN-URG dEFEND BERT-BiLSTM

G—P 0.932(0.921) 0.832 (0.811) 0.792 (0.770) 0.893 (0.857) 0.947 (0.918)
P — G 0.853(0.837) 0.785 (0.756) 0.741 (0.526) 0.793 (0.768) 0.868 (0.824)

Table 13: Source domain results. The values show AUC (F1) on the testing set from
source domain.

CrossFND CSI TCNN-URG dEFEND BERT-BiLSTM

G — P 0.887 (0.871) 0.581 (0.547) 0.450 (0.448) 0.712 (0.634) 0.748 (0.711)
P G 0.835(0.795) 0.612 (0.598) 0.545 (0.471) 0.583 (0.452) 0.634 (0.598)

Table 14: Target domain results. The values show AUC (F1) on the target domain.

and target domain B. Note that in these experiments we use 10-fold validation on
source data. In our further experiments we study the impact of comments, user-news
interactions, and parameters. For the sake of fairness, we use combination of source
domain, and 30% of target domain data to train baseline models as well. The reason
we chose 30% is that according to Figure 19c¢, the performance difference after using
more than 30% of target domain data is not significant.

Source Domain (Q1). Table 13 shows the performance of CrossFND on the
source domain. A — B means we use A as the source domain and B as the target
domain. According to this table, after training, the model can detect fake news
from source domain very well. Comparing to other methods, CrossEFND has around
25% improvement over TCNN-URG. While BERT-BiLSTM achieves a comparable
performance, it takes much time and resource for training. Finally, CrossFND also
manages to achieve a better performance than dEFEND.

Target Domain (Q2). Table 14 shows the performance of CrossFND on the
target domain. This experiment is the same as above, but we report the results on

the target domain. As illustrated, our model can detect fake news from target domain
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Source Domain Target Domain

G—P 0921 (0.864)  0.710 (0.654)
P— G 0743 (0.724)  0.531 (0.432)

Table 15: Results of CrossFND without using domain adaptation. The numbers
indicate AUC (F1 score).

with a high AUC and F1 score while other methods overfit on the source domain and
cannot detect fake news from target domain very well.

Combining these two results, we can ensure that our model successfully works
on both the source and target domains. In the following experiments we study the
impact of each component in our proposed method. Furthermore, other methods
CSI, TCNN-URG, and dEFEND can achieve an acceptable performance on the source
domain, but they fail to detect fake news from another domain. This may be a result
of overfitting on the source domain.

News Content, Comments and User-News Interactions Fusion (Q3). To

show the impact of different components, we define different variants of CrossFND:

e CrossFND\CU we remove both comments and user-news interactions encoder.
e CrossEFND\D: we remove the domain classifier.

e CrossEFND\CD: we remove both comments encoder and domain classifier.

Table 15 shows the results on CrossEND\D without using the domain classifier as
an adversary. The results indicate that the two domains are different from each other
and training on one domain would not guarantee a good performance on the other
one.

By using the user-news interactions and partial comments we have an performance

improvement in both domains. In addition, we also try to detect fake news without
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using domain adaptation but including the comments and user-news interactions. The
results illustrate that the best case is to use the domain adaptation component and
the extra information to achieve the best performance.

Figure 18 shows the results on different variants of our model, which can confirm
using both domain adaptation and comments will improve the results. Furthermore,
during investigating the comments, we can see that most of them do not have any
information about the news content. Some comments are: the title is misleading, and
Its fake He doesn’t have a daughter. Although most of the comments do not have
information about the news content specifically, they carry enough information for

classifying fake news in different domains.

6.3.3 Parameter Analysis

Our proposed method has two parameters a and [ for changing the effect of L(F)
and L(D), respectively. We illustrate the effect of these parameters by changing it as
o, €40.0,0.2,0.4,0.6,0.8,1.0,5.0}. Furthermore, we also illustrate how much portion
of target data we need to get an acceptable performance on both domains. We use a
portion 7 of target domain data in range of v € {0.0,0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8}.

In Figure 19a, we can see the F1 score for different values of a. The o parameters
controls the amount of contribution for fake news classifier’s loss function. In this
experiment we use a constant value of § = 0.8 while changing the o value. From this
result, we can consider using a = 1.0 is a good choice for fake news classifier’s loss
contribution.

To analyze the impact of 3, we use value of @ = 1.0 and different values of § to

see how [ impacts the performance of CrossFND. Figure 19b shows the F1 score
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Figure 19: Impact of different parameters on CrossFND’s performance on target
domain. Blue line shows the result of trained model on gossipcop while the red one
shows the F1 for model trained on politifact.

on the target domain for different values of 5. By using f = 0.0, the model does
not use domain component for fake news detection, hence its performance on the
target domain would be low. By increasing 3, CrossFND uses a higher loss value from
domain classifier, hence pushes the encoder to learn a domain independent textual
representation. From the results, as there is no huge performance difference after
£ = 0.5, we consider this value for other experiments.

Finally, we study the impact of target domain data portion v for training our
model. In this test, we train our model on one domain and report the results for the
other domain. The results are shown in Figure 19c. In this figure, blue line shows the

testing results for using Politifact data as the target domain, and the red line shows
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the results for using Gossipcop as the target domain. While using more target domain
data leads to better performance, it is not a good practice to use all of the target
domain data. The reason is that training a model on both domains need abundant
data and takes time. Furthermore, in some cases there is not enough data from a
specific domain, hence, it is important that a domain adaptive model works on partial
data from the target domain. In our case, from Figure 19¢, we can infer that using
30% of target domain data is enough for getting an acceptable performance. From
the parameter analysis results, we can conclude that our model is stable for different
values of a and 3. Using similar values would not result in huge performance decrease

or increase.
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Chapter 7

CONCLUSION AND FUTURE WORK

In this chapter, we summarize our research results and their broader impacts, and

discuss promising research directions.

7.1 Summary

In this dissertation, I investigate weak social supervision learning for understanding
disinformation. I provide principled approaches of exploiting social theories to design
algorithms to tackle these challenges of disinformation and fake news detection in
challenging scenarios. In particular, I study four innovative research tasks - (1) effective
fake news detection; (2) explainable fake news detection; (3) early fake news detection;
and (4) cross-domain fake news detection. I propose novel frameworks to tackle these
challenges not only from textual content but also the unique properties of related
social media engagements to detect fake news.

For effective fake news detection, we propose a novel framework TriFN to model
tri-relationship among publishers, news pieces, and consumers, for fake news detection.
TriFN can extract effective features from news publisher and user engagements
separately, as well as capture the interrelationship simultaneously. We make several
important findings of disinformation spreading from large-scale social media data: (1)
publishers with a high degree of bias are more likely to publish disinformation; (2)
consumers with low credibilities are more likely to spread disinformation, while users

with high credibility scores are less likely to spread disinformation. These findings

90



serve as the groundwork of a semi-supervised framework TriFN for effective fake news
detection.

For explainable fake news detection, we formally define the problem and propose
a principled approach called dEFEND to learn feature representations for fake news
detection and explainable sentences/comments discovery. We observe that the user
comments that are related to the content of original news pieces are helpful to detect
fake news and explain prediction results. The successful experiences of conducting
explainable fake news detection suggest that: (1) disinformation can be mixed with
truth and false, and some information is more check-worthy; and (2) consumers’
feedback to disinformation can be informative and helpful to explain disinformation.
Experiments on real-world datasets demonstrate the effectiveness of the proposed
framework.

For early fake news detection, we investigate the early detection of fake news
with multi-source weak social supervision. We proposed principled ways to construct
multi-source weak labels from user engagements with weak labeling rules. We find
that: (1) weak labels derived from social supervision have complementary information
to the content to detect disinformation; (2) different sources of weak supervision can
have different impacts on the disinformation detection performance. Experiments
on real-world datasets demonstrate the effectiveness of our framework MWSS for
detecting disinformation at an early stage.

For cross-domain fake news detection, we proposed a principled approach CrossFND
to predict fake news in newly emerging domains when limited data is available.
CrossFND utilizes domain adaptation techniques to explore the auxiliary information
to transfer the knowledge from the source domain to the target domain. We find that:

(1) domain-independent feature representations are helpful to identify disinformation
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besides textual signals; and (2) user profiles and their comments that are related to the
content provide auxiliary signals to detect disinformation. Experiments on real-world
datasets demonstrate that CrossFND can outperform baselines for detecting fake news
in both the source domain and target domain.

Overall, this dissertation investigates learning with weak social supervision for
understanding disinformation with the following computational tasks: effective fake
news detection, explainable fake news detection, early fake news detection, and cross-
domain fake news detection. These four novel algorithms facilitate the exploration on
other types of disinformation. The methodologies and techniques presented in this
dissertation fall into a novel paradigm, i.e., learning with weak social supervision, that

has important implications in broadening applications in social media.

7.2 Future Work

Learning with weak social supervision for understanding disinformation is still in
its early stages of development and an active area of exploration. Below we present

some promising research directions:

e Beyond Disinformation Detection: Attribution, Characterization,
and Mitigation Detecting disinformation is an essential step to build compu-
tational tools to identify disinformation on a large-scale. However, to better
combat disinformation and reduce its detrimental effects, we need to look beyond

disinformation detection.

— For attribution, the goal is to verify the purported source or provider and
the associated attribution evidence. Attribution search in social media

is a new problem because social media lacks a centralized authority or
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mechanism that can store and certify provenance of a piece of social media
data. From a network diffusion perspective, to identify the provenance
is to find a set of key nodes such that the information propagation is
maximized (Shu et al., 2018a). Identifying provenance paths can indirectly
find the originated provenances. The provenance paths of information
are usually unknown, and for disinformation and misinformation in social
media it is still an open problem. The provenance paths delineate how
information propagates from the sources to other nodes along the way,
including those responsible for retransmitting information through inter-
mediaries. One can utilize the characteristics of social media to trace back
to the source (Gundecha et al., 2013). Based on the Degree Propensity
and Closeness Propensity hypotheses (Barbier et al., 2013), the nodes with
higher degree centralities that are closer to the nodes are more likely to
be transmitters. Hence, it is estimated that the top transmitters from
the given set of potential provenance nodes are obtained through graph
optimization. We plan to develop new algorithms which can incorporate
information other than the network structure such as the node attributes
and temporal information to better discover provenances.

With the success of deep learning especially deep generative models,
machine-generated text can be a new type of fake news that is fluent,
readable, and catchy, which brings about new attribution sources. For
example, benefiting from the adversarial training, a series of language
generation models are proposed such as SeqGAN (Yu et al., 2017), Mali-
GAN (Che et al., 2017), LeakGAN (Guo et al., 2018b), MaskGAN (Fedus

et al., 2018), etc. and unsupervised models based on Transformer (Vaswani
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et al., 2017b) using multi-task learning are proposed for language generation
such as GPT-2 (Radford et al., 2019) and Grover (Zellers et al., 2019). One
important problem is to consider machine-generated synthetic text and
propose solutions to differentiate which models are used to generate these
text. One can perform classification on different text generation algorithms’
data and explore the decision boundaries. The collections of data can be
acquired from representative language generation models such as VAE,
SeqGAN, TextGAN, MaliGAN, GPT-2, Grover, etc.

For characterization, the goal is to understand whether the information
is malicious, has harmless intents, or has other insightful traits. When
people create and distribute disinformation they typically have a specific
purpose in mind, or intent. For example, there can be many possible
intents behind the deception including: (1) persuade people to support
individuals, groups, ideas, or future actions; (2) persuade people to oppose
individuals, groups, ideas or future actions; (3) produce emotional reactions
(fear, anger or joy) toward some individual, group, idea or future action
in the hope of promoting support or opposition; (4) educate (e. g., about
vaccination threat); (5) prevent an embarrassing or criminal act from
being believed; (6) exaggerate the seriousness of something said or done
(e.g., use of personal email by government officials); (7) create confusion
over past incidents and activities (e. g., did the U.S. really land on the
moon or just in a desert on earth?); or (8) demonstrate the importance of
detecting disinformation to social platforms (e. g., Elizabeth Warren and
Mark Zuckerberg dispute). End to end models augmented with feature

embeddings such as causal relations between claims and evidence can be
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used (Hidey and McKeown, 2016) to detect the intents such as Persuasive
influence detection (Hidey and McKeown, 2018). Once we have identified
the intent behind a deceptive news article, we can further understand
how successful this intent will be: what is the likelihood that this intent
will be successful in achieving its intended purpose. We can consider
measures of virality grounded in social theories to aid characterization.
Social psychology points to social influence (how widely the news article
has been spread) and self-influence (what preexisting knowledge a user
has) as viable proxies for drivers of disinformation dissemination (Zhou
et al., 2019b). Greater influence from the society and oneself skews a user’s
perception and behavior to trust a news article and to unintentionally
engage in its dissemination. Computational social network analysis (Shu
et al., 2018a) can be used to study how social influence affects behaviors
and /or beliefs of individuals exposed to disinformation and fake news.

For maitigation, the goal is to proactively block target users or start a
mitigating campaign at an early stage. To achieve this, key spreaders
of fake news need to be discovered such as provenances and persuaders .
In addition, estimating the potential population affected by a fake news
is useful for decision-makers to mitigate otherwise influential fake news.
Moreover, choosing specific users to block the cascade of fake news, and even
to start mitigation campaigns to immunize users are required to minimize
the influence of fake news. First, identifying key users on social media is
important to mitigate the effect of fake news. For example, the provenances
of fake news indicates the sources or originators. Provenances can help

answer questions such as whether the piece of news has been modified during
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its propagation, and how an “owner” of the piece of information is connected
to the transmission of the statement. In addition, it’s necessary to identify
influential persuaders to limit the spread scope of fake news by blocking
the information flow from them to their followers on social media. Second,
the fake news diffusion process has different stages in terms of people’s
attention and reactions over time, resulting in a unique life cycle different
from that of in-depth news (Castillo et al., 2014). The impact of fake news
on social media can be estimated as the number of users that are potentially
affected by the news piece, an amount we want to assess and then minimize.
We can adapt the network scale-up based method (Bernard et al., 1990)
for estimating the size of uncountable populations to estimate the size of
the population affected by fake news on the provenance paths discussed
previously. Third, network intervention is to develop strategies to control
the widespread dissemination of fake news before it goes viral. Network
intervention mainly consists of two perspectives: influence Minimization
and Mitigation Campaign. On the one hand, limiting the spread of fake
news can be seen as analogous to inoculation in the face of an epidemic.
Models of epidemics generally assume that a global parameter describes the
probability that a user is infected by a neighbor. This assumption is violated
in real-world situations of information exchange where users have varying
degrees of willingness to accept information from their neighbors. Thus,
the Independent Cascade Model (ICM) (Saito et al., 2008) is proposed to
alleviate this problem by assuming each edge has its specific activation
probability. On the other hand, limiting the impact of fake news is not

only to minimize the spread of fake news but also maximize the spread of
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true news. The campaign to mitigate fake news and to maximize true news
forms during the information diffusion process. The network activities of
fake news and real news can be represented as Multivariate Hawks Processes
(MHP) with self and mutual excitations, where the control incentives more

spontaneous mitigation events (Farajtabar et al., 2017).

e Neural Disinformation Generation and Detection Fake news has been
an important problem on social media and is amplified by the powerful deep
learning models due to their power of generating neural fake news (Zellers et al.,
2019). In terms of neural fake news generation, recent progress allows malicious
users to generate fake news based on limited information. Models like Generative
Adversarial Network (GAN) (Guo et al., 2018b) can generate long readable text
from noise and GPT-2 (Radford et al., 2019) can write news stories and fiction
books with simple context. Existing fake news generation approaches may not
be able to produce style-enhanced and fact-enriched text, which preserves the
emotional /catchy styles and relevant topics related to news claims. Detecting
these neural fake news pieces firstly requires us to understand the characteristic
of these news pieces and detection difficulty. Dirk Hovy et al. propose an
adversarial setting in detecting the generated reviews (Hovy, 2016). (Zellers
et al., 2019) and (Solaiman et al., 2019) propose neural generation detectors
that fine-tune classifiers on generator’s previous checkpoint. It is important
and interesting to explore: i) how to generate realistic fake news with neural
generative models to better understand neural-generated fake news? ii) can we
differentiate human-generated and machine-generated fake/real news?

e Techniques for Learning Weak Social Supervision We expect along the

direction of learning with weak social supervision, more research will emerge in
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the near future. First, leveraging weak social supervision for computation social
science research is promising. Since computational social science research usually
relies on relatively limited offline survey data, weak social supervision can serve
as a powerful online resource to understand and study social computing problems.
Second, existing approaches utilize single or combine multiple sources of weak
social supervision, while to what extent and aspect the weak social supervision
helps is fairly important to explore. Third, the capacity of ground-truth labels
and weak social supervision and the relative importance between the sources are
essentials to develop learning methodology in practical scenarios. Moreover, the
weak supervision rules may have complementary information since they capture
social signals from different perspectives. An interesting future direction is to
explore multi sources of weak social supervision in a principled way to model
the mutual benefits through data programming.

Al for Good Al for Good holds a lot of potentials as well as challenges for
solving societal problems beyond combating the disinformation. Al, or machine
intelligence, is when machines are programmed with some (but not all) aspects
of human intelligence, including learning, problem solving and prioritization.
While social goods mean services that benefit the large number of people. The
intersection of Al and social goods is Al for social goods that aims to close the
gap between human and machine to power services that benefit a large number
of people. To empower Al for good, I discuss three research directions relevant
to the theme for this dissertation: (1) building explanation-enabled Al systems;

(2) Al with limited data; and (3) illuminating Al with interdisciplinary research.

— Building Explanation-enabled AI Systems The unparalleled comput-

ing power combined with big data has shown unprecedented success in many
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applications containing image, graphs, text and speech. However, most
of the current methodologies are data-driven and conducted in a passive
fashion, and thus are inadequate to apprehend knowledge from human in-
tents and demands. Thus, it is important to go beyond the state-of-the-art
machine learning methods, adapting the learning strategies and acquiring
knowledge from human feedback. We hope the research can fundamentally
change the decision-making process with valuable explanations in various
domains (e.g., social media, e-commerce, education, and security) and
improve the utilities of existing data-driven Al algorithms. To establish the
fundamental principles for building the explanation-enabled Al systems,
it is important to explore : (1) how to transform the meaningful human
cognition into knowledge? (2) how to incorporate noisy, incomplete, and
complicated human feedback for better representation learning? (3) how to
interpret prediction results with knowledge reasoning and causal discovery.
AT with limited data The majority of this dissertation aims to tackle
the variety property of big data. However, real-world applications such as
social media consistently and continuously generates massive content at an
unprecedented rate. On the other hand, social media data often has limited
labels. Therefore, it suggests the necessity to provide solutions to the big
data when facing the problem of limited labels. In practice, we may have
access to small amount of annotated training examples and large amount of
weakly labeled examples constructed from weak social supervision. I have
introduced how to jointly learn with strong and weak social supervision
to detect fake news at an early stage, which is based on my previous work

on learning with weak supervision for email intent detection. With these

99



preliminary and on-going work, It is to investigate principled approaches
for inventing effective Al systems with limited data and to cooperate with
industry to leverage the value from big data to directly help people and
society.

Illumanating AI with Interdisciplinary Research Real-world data
such as social media data is big and complex. It opens the door to
interdisciplinary research and allows researchers to collectively study large-
scale human behavior otherwise impossible. Powered by knowledge, data
is the new oil for AI. However, data-driven approaches may face challenges.
In many real-world applications, labeled data is often limited due to the
expensive annotation cost or privacy of data access. Social media data
provides unique characteristics that are suitable to derive user patterns
guided by interdisciplinary disciplines such as social theories, cognitive
theories, neural science, etc. Learning from interdisciplinary disciplines
brings a new paradigm to advance AI. This dissertation benefits from
various sociology and journalism studies to guide the learning with social
supervision. An another example, brain network analysis plays a vital
role in understanding some biologically fundamental mechanisms of the
human brain. My previous work collaborating with a biologist is to study
the connections of brain areas with diseases using Al algorithms (Zhang
et al., 2018). There are many potentials to close the gap of Al with
interdisciplinary research in real-world applications such as education,

health care, agriculture, medicine, energy, etc.
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In this chapter, we present the detail optimization process for the proposed
framework TriFN. The objective for TriFN is as follows.

- . T2 . T2
bodmin X =DV} +allY© (A - UTUT)

+ ftr(H'LH) + 7|le © (BDq - o)|13 (A.1)
+0|Drp —yol3 + AR

If we update the variables jointly, the objective function in Eq. A.1 is not convex.
Thus, we propose to use alternating least squares to update the variables separately.
For simplicity, we user £ to denote the objective function in Eq. A.1. Next, we
introduce the updating rules for each variable in details.

Update D. Let ¥p be the Lagrange multiplier for constraint D > 0, the Lagrange
function related to D is,

min[|X — DV} + tr(H'LH) + 7]le © (BDq — o)||3

, , . (A.2)
+0DLp = yills + AID]7 — tr(¥pD7)

and D = [Dy;Dy| and H = [U;D;]. We rewrite L = [Lj1, Lig; Lo, Log], where
L, € Rmxmﬂ L, € Rmxr’Lm € Rrxm) and Lgy € RTXT; and X = [XL,XU]. The

partial derivative of £ w.r.t. D as follows,

1 _ _

53—5 = (DV' = X)V + AD +yB"E"(EBDq — Eo)q”
+[ALU + LoDy +n(Drp — y1)p': 0] — ¥p

where E € R is a diagonal matrix with {e;,}!_, on the diagonal and zeros everywhere

else. By setting the derivative to zero and using Karush-KuhnTucker complementary
condition (Boyd and Vandenberghe, 2004), i.e., ¥ (i, j)D;; = 0,we get,

(A.3)

Dij = Dijy | = (A.4)

D = XV +~(B'E"Eoq”)" +v(B'E"EBDqq’) "
+ [U(DLPPT)_ + U(YLPT)+ + B(L21U)™ + B(LeDy)™; O]
D =DV’'V + AD + 7(B"E"EBDqq”)" + 7(B"E"Eoq”) "
+ [B(LayU)* + B(LoeDyp)* +(Drpp”) " + n(yrp”) ;0]
where for any matrix X, (X)* and (X)~ denote the positive and negative parts of X,

respectively. Specifically, we have (X)* = w and (X)~ = %, ABS(X)

is the matrix with the absolute value of elements in X.

(A.5)

112



Update U, V and T. The partial derivative of the Lagrange objective function
w.r.t. U and updating rule are as follows,

1
5% =a(Y © (UTU" — A))UT” + (Y © (UTU" — A))"UT

+ AU — ¥y + (LU + LisDy)

(A.6)

(A7)

U=0a(Y®AUT? + (Y ® A)TUT + B(L,U)™ + B(L1,Dy)~
U= oY @ UTUDHUT? 4 o(Y 0 UTUT)TUT + AU (A.8)
+ B(L11U)" + B(L1oDy) ™"

The partial derivatives of the Lagrange objective w.r.t V and updating rule are,

10L
-— =(DV"'-X)'D — A9
STV (DV )'D+ AV — Uy, (A.9)
XTD|(4,j
Vij < Vi [ J6.) — (A.10)
[VDTD + AV] (4,7)
The partial derivative of the Lagrange objective w.r.t T and the updating rule are,

s T\/ [aUT(Y ® A)U] (i, 5) _
! 7\ [aUT(Y ® UTUT)U + AT (4, j)

Update p and q. Optimization w.r.t p and q are essentially least square problems.

By setting % =0 and % = 0, the closed from solutions of p and q are as follows,

(A.12)

p= DD+ AI) 'nDlyr (A.13)
q = (Y"D'BTEBD + \I) " 'yD’B”Eo '
Where I is an identity matrix, and E € R™*! with e,k = 1,...,[ on the diagonal and
zeros everywhere else.

We present the details to optimize TriFN in Algorithm 10. We first randomly ini-
tialize U, V, T, D, p,q in line 1, and construct the Laplacian matrix L in line 2. Then
we repeatedly update related parameters through Line 4 to Line 8 until convergence.
Finally, we predict the labels of unlabeled news yy in line 10. The convergence of
Algorithm 10 is guaranteed because the objective function is nonnegative and in each
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Input : X, A B,W.Y,0,yr,a,3,7,A\,n
Output: yy

1 Randomly initialize U, V, T, D, p, q;
2 Precompute Laplacian matrix L;

3 repeat

4 Update D with Eqn A.4;

5 Update U with Eqn A.8;

6 Update V with Eqn A.10;

7 Update T with Eqn A.12;

8 Update p,q with Eqn A.13;

9 until convergence;

10 Calculate yy = Sign(Dyp);

Algorithm 2: The optimization process of TriFN framework

iteration it will monotonically decrease the objective value, and finally it will converge
to an optimal point (Lee and Seung, 2001).

The main computation cost comes from the fine-tuning variables for Algorithm 10.
In each iteration, the time complexity for computing D is O(nd +nld? +rd +rm+n?).
Similarly, the computation cost for V is approximately O(tnd), for U is O(m*d®+md),
for T is about O(m*d® + m2d?). To update p and q, the costs are approximately
O(d® + d* + dr) and O(d?In + d® + dl). The overall time complexity is the sum of the
costs of initialization and fine-tuning.
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In this section, we provide more details of the experimental setting and configuration
to enable the reproducibility of dEFEND.

B.0.1 dEFEND for Fake News Detection

We compared the proposed framework dEFEND, with 7 baseline methods, including

RST,

LIWC, text-CNN, HAN, TCNN-URG, HPA-BLSTM, and CSI. All codes that

we have implemented are available under the folder “Fake new detection” through the
following link: https://tinyurl.com/ybl6gqrm. Other codes were obtained as follows:

RST: we used the publicly available implementation for paper (Ji and Eisenstein,
2014): https://github.com/jiyfeng/DPLP

e LIWC: we used the publicly available tool at: http://liwc.wpengine.com/
e text-CNN: we used the publicly available implementation at: https://github.

com/dennybritz/cnn-text-classification-tf

HAN: we used the publicly available implentation at: https://github.com/
richliao/textClassifier

TCNN-URG: we implemented this algorithm based on the description in the
paper (Qian et al., 2018), and shared the code, named as tcnn.py, in the above
link

HPA-BLSTM: we used the implementation provided by the authors of (Guo
et al., 2018a)

CSI: we used the implementation available at: https://github.com/sungyongs/
CSI-Code

dEFEND: we implemented our algorithm in Python—defend.py for main algorithm
and go_defend.py for data processing—and shared them in the above link.

For the dataset, we also used a publicly available dataset, FakeNewsNet (Shu et al.,
2018b), available at: https://github.com/KaiDMML/FakeNewsNet. For parameter
settings for dAEFEND, we introduce the details of major parameter setting as shown
in Table 16. The descriptions of the major parameters are as follows:

MAX SENTENCE LENGTH: the threshold to control the maximum length
of news sentences

MAX SENTENCE COUNT: the threshold to control the maximum count of
sentences

MAX COMMENT LENGTH: the threshold to control the maximum length
of user comments

MAX COMMENT COUNT: the threshold to control the maximum count of
user comments

Vocabulary Size: the threshold to control the maximum size of vocabulary
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Table 16: The details of the parameters of dEFEND

‘ Parameter ‘ PolitiFact ‘ GossipCop ‘
| MAX_SENTENCE_LENGTH | 120 | 120 |
| MAX_SENTENCE_COUNT | 50 | 50 |
| MAX_COMMENT_COUNT | 150 | 150 |
| MAX_COMMENT _LENGTH | 120 | 120 |
| Word Embedding | Glove’ | Glove's |
| Embedding Dimension | 100 | 100 |
| d | 100 | 100 |
|k 80 | 8 |
| Batch Size 30 | 20 |
‘ Maximum Epochs ‘ 20 ‘ 20 ‘
| Vocabulary Size | 20,000 | 20,000 |
‘ Learning Rate ‘ 0.01 ‘ 0.001 ‘
‘ RMSprop parameter (p) ‘ 0.9 ‘ 0.9 ‘
‘ RMSprop parameter (e) ‘ le-8 ‘ le-8 ‘
‘ RMSprop parameter (decay) ‘ 0 ‘ 0 ‘

Embedding Dimension: the dimension of embedding layer

Word Embedding: the word emending package used for initialize the word
vectors

d: the size of hidden states for BLSTM

k: the size of attention maps as in Eqn. 4.7

B.1 Explainability on News and Comments

We elaborate further details on how we evaluated the explainability of sentences
and comments in experiments.
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B.1.1 News Sentences

We obtained the ground truth of check-worthy sentences from the online tool,
ClaimBuster, with its default setting. ClaimBuster is available at: https://idir-
server2.uta.edu/claimbuster/.

B.1.2 User Comments

We introduce the details of the two tasks we deployed at Amazon Mechanical
Turk.

e Task 1. We presented each fake article with two lists of top-k comments
identified by dEFEND and HPA-LSTM, and let workers choose the list that
can “collectively” explain better why this is fake news. In order to remove the
position bias, we shuffied the order of the two lists randomly, between top and
bottom. Each Human Intelligence Task (HIT) contains five fake articles, and
was assigned to three distinct workers. The HIT screen-shot for Task 1 is shown
in Figure 20.

To ensure the quality of crowdsourcing task, we set two requirements for AMT
workers: (1) the approved percentage of assignments of a worker should be
greater than 95%; and (2) the location of a worker should be in US.

e Task 2. We tested the explainability of user comments detected by dEFEND
and HPA-LSTM, respectively. We presented each fake news article with a list of
“mixed" comments identified by two methods, and let workers to assign a score
of 0-4 to each comment, where 0 means “not explainable at all,” 1 means “not
much explainable,” 3 means “explainable a bit,” 4 means “highly explainable,”
and 2 means “somewhere in between.” Note that in order to remove the position
bias, we shuffled the order of the comments randomly. Further, to ensure the
quality of the task, we applied the same two requirements as in Task 1. Each
HIT had one fake article, and was assigned to 3 distinct workers. The HIT
screen-shot of Task 2 is shown in Figure 21.
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Choosing more

Fake news is the news that is intentionally created to spread false information. More about fake news on Wikipedia page.

In this task, you need to read the article body text and several user comments on Twitter related to the news and choose the comments that can explain why the news is fake or not.
We provide the first 500 words of the article to give you the sufficient sense of the major topic of the article, and avoid to read the entire long news report.

Note that we provide bonus reward to workers if they provide high-quality answers competing with other workers in this task.

Article ID: politfact15108

Article Title: BREAKING Trump Removes Muslim Federal Judge For Trying To Implement Sharia Law In America

Article Content: About TrendolizerTrendolizer the intemet for . The website you are looking at has no human editors at alllinks to trending stories are automatically posted from a selection of the data Trendolizer picked up.
If you are interested in using the Trendolizer engine, dashboard or AP for your own projects, more information is available at get trendolizer.com . Trendolizer is owned by Lead Stories LLCPrivacy policyThis site uses cookies to track user behaviour on this site, without linking
to personally identifiable data. Advertisers may also use cookies, but the scope and nature of this use is beyond our control

Between the following two lists of user comments to this news, choose the one list that can "collectively” explain better why this is fake news:

Comment 1: he doesnt

Comment 2: bye asshole

Comment 3: still not tired of winning but dang potus deserves a day off
Comment 4: sorry but didnt happen

Comment 5: yep

Comment 1: nice one don

Comment 2: i was watching cspan today and many of the presidents are going but surely
Comment 3: it has me on clean planted many of these ppl in many spots of govemnment and courts
Comment 4: great

Comment 5: every state should ban muslims no muslims no shitria

Figure 20: Task 1: Choosing collectively more explainable user comments for fake
news articles.

Rate the inability (0-4) of C for Fake News Articles 1

Fake news is the news that is intentionally created to spread false information. More about fake news on Wikipedia page.

In this task, you need to read the article body text and several user comments on Twitter related to the news and choose a score of 0-4 for each comment to show how much it can explain why the news is fake or not.
‘We provide the first 500 words of the artice to give you the sufficient sense of the major topic of the article, and avoid to read the entire long news report.

This is a joint research project

Note that we provide bonus reward to workers if they provide high-quality answers competing with other workers in this task.

Aticle ID: politifact15147

Atticle Title: International Arrest Warrant Issued for George Soros

Article Content: George Sorosthe Billonaire who has admitted i the financial markets in Asia, the UK, Greece, and Russia has finally gone too far.You see Mr. Soros has become persona non grata across the globe for his role in
destabilizing countrys economys and financial markets. He does so for the sole intent of lining his own pockets at the expense of others.George Soros now lives in the United States and has been involved in many of the antiTrump protests around the country. He has paid
salaries and housing for many of the leaders of Black Lives Matters group, in addition to paying young people to protest Donald Trump in multiple big cities across the U.S.He has done this before i different countries throughout Europe and Asia. Basically, he causes
massive financial chaos in a country, cashes in on it, and moves to the next one.Russia was once a victim of his demented financial upheaval. Back in the 90s he wrote  letter that besmirched the Russian currency and said it was overvalued. Investors immediately panicked
and dumped the Russian currency. The results of which pushed Russia into a financial depression which ultimately benefitted the billonaire in his deep, greedy pockets.Ever since then Russia has held a grudge against Soros. Although it took years, Russias president
Viadimir Putin officially issued an interational arrest warrant for George Soros for his role in collapsing Russias currency and the resulting financial meltdown.Now, as an American ciizen, it is a bit tricky to remove him, but when Trump takes office, it may completely change.
Well have to see. To leam more, check out the provided video below.

We are studying if a particular comment may explain why an article is fake or now. For each comment below, choose a score of 04, where 0 means "not explainable at all", 1 means "not explainable”, 3 means "explainable", 4 means "highly explainable",
and 2 means "somewhere in between":

its all about the roots of his is beyond deep globalist

0

Figure 21: Task 2: Rating the explainability (0-4) of user comments for fake news
articles.
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C.1 Data Repository

The first and most important step to detect fake news is to collect a benchmark
dataset. Despite several existing computational solutions on the detection of fake
news, the lack of comprehensive and community-driven fake news datasets has become
one of major roadblocks. In this appendix, we introduce a multi-dimensional data
repository FakeNewsNet'”, which contains two datasets with news content, social
context, and spatiotemporal information (Shu et al., 2018b). For related datasets on
fake news, rumors, etc. The readers can refer to several other survey papers such
as (Sharma et al., 2019; Zhang and Ghorbani, 2019).

The constructed FakeNewsNet repository has the potential to boost the study
of various open research problems related to fake news study. First, the rich set
of features in the datasets provides an opportunity to experiment with different
approaches for fake new detection, understand the diffusion of fake news in social
network and intervene in it. Second, the temporal information enables the study of
early fake news detection by generating synthetic user engagements from historical
temporal user engagement patterns in the dataset (Qian et al., 2018). Third, we can
investigate the fake news diffusion process by identifying provenances, persuaders,
and developing better fake news intervention strategies (Shu et al., 2018a). Our data
repository can serve as a starting point for many exploratory studies for fake news,
and provide a better, shared insight into disinformation tactics. This data repository
is continuously updated with new sources and features. For a better comparison of the
differences, we list existing popular fake news detection datasets below and compare
them with the FakeNewsNet repository in Table 17.

o BuzzFeedNews': This dataset comprises a complete sample of news published
in Facebook from 9 news agencies over a week close to the 2016 U.S. election
from September 19 to 23 and September 26 and 27. Every post and the linked
article were fact-checked claim-by-claim by 5 BuzzFeed journalists. It contains
1,627 articles —826 mainstream, 356 left-wing, and 545 right-wing articles.

e LIAR": This dataset (Wang, 2017) is collected from fact-checking website
PolitiFact. It has 12.8 K human labeled short statements collected from PolitiFact
and the statements are labeled into six categories ranging from completely false
to completely true as pants on fire, false, barely-true, half-true, mostly true, and
true.

1"https://github.com /KaiDMML /FakeNewsNet
Bhttps: //github.com/BuzzFeedNews/2016-10-facebook-fact-check /tree/master /data

Yhttps://www.cs.ucsb.edu/ william /software.html
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BS Detector®: This dataset is collected from a browser extension called BS
detector developed for checking news veracity. It searches all links on a given
web page for references to unreliable sources by checking against a manually
compiled list of domains. The labels are the outputs of the BS detector, rather
than human annotators.

CREDBANK?': This is a large-scale crowd-sourced dataset (Mitra and Gilbert,
2015) of around 60 million tweets that cover 96 days starting from Oct. 2015.
The tweets are related to over 1,000 news events. Each event is assessed for
credibilities by 30 annotators from Amazon Mechanical Turk.

BuzzFace*: This dataset (Santia and Williams, 2018) is collected by extending
the BuzzFeed dataset with comments related to news articles on Facebook. The
dataset contains 2263 news articles and 1.6 million comments discussing news
content.

FacebookHoaz?3: This dataset (Tacchini et al., 2017) comprises information
related to posts from the facebook pages related to scientific news (non- hoax)
and conspiracy pages (hoax) collected using Facebook Graph API. The dataset
contains 15,500 posts from 32 pages (14 conspiracy and 18 scientific) with more
than 2,300,000 likes.

NELA-GT-2018%*': This dataset collects articles between 02/2018-11/2018 from
194 news and media outlets including mainstream, hyper-partisan, and conspiracy
sources, resulting in 713k articles. The ground truth labels are integrated from
8 independent assessments.

From Table 17, we observe that no existing public dataset can provide all possible
features of news content, social context, and spatiotemporal information. Existing
datasets have some limitations that we try to address in our data repository. For
example, BuzzFeedNews only contains headlines and text for each news piece and
covers news articles from very few news agencies. LIAR dataset contains mostly short
statements instead of entire news articles with the meta attributes. BS Detector data
is collected and annotated by using a developed news veracity checking tool, rather
than using human expert annotators. CREDBANK dataset was originally collected
for evaluating tweet credibilities and the tweets in the dataset are not related to

20https://github.com /bs-detector /bs-detector

2http://compsocial.github.io/ CREDBANK-data/

2Zhttps://github.com/gsantia/BuzzFace

Zhttps://github.com /gabll/some-like-it-hoax

24https: / /dataverse.harvard.edu/dataset.xhtml?persistentId=doi:10.7910/DVN/ULHLCB
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Table 17: The comparison with representative fake news detection datasets

Datasets News Content Social Context Spatiotemporal
Linguistic | Visual | User | Post | Response | Network | Spatial | Temporal

BuzzFeedNews v

LIAR v

BS Detector v

CREDBANK v v v v v
BuzzFace v v v v
FacebookHoax v v v v

NELA-GT-2018 v

FakeNewsNet v v v v v v v v

the fake news articles and hence cannot be effectively used for fake news detection.
BuzzFace dataset has basic news contents and social context information but it does
not capture the temporal information. The FacebookHoax dataset consists very few
instances about the conspiracy theories and scientific news.

To address the disadvantages of existing fake news detection datasets, the proposed
FakeNewsNet repository collects multi-dimension information from news content, social
context, and spatiotemporal information from different types of news domains such as
political and entertainment sources.

C.1.0.0.1 Data Integration

In this part, we introduce the dataset integration process for the FakeNewsNet
repository. We demonstrate in Figure 22 how we can collect news contents with reliable
ground truth labels, and how we obtain additional social context and spatialtemporal
information.

News Content To collect reliable ground truth labels for fake news, we utilize
fact-checking websites to obtain news contents for fake news and true news such as
PolitiFact® and GossipCop?S.

In PolitiFact, journalists and domain experts review the political news and provide

Zhttps: / /www.politifact.com/

26https:/ /www.gossipcop.com /
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Figure 22: The flowchart of data integration process for FakeNewsNet. It mainly
describes the collection of news content, social context and spatiotemporal information.

fact-checking evaluation results to claim news articles as fake®” or real?®. We utilize
these claims as ground truths for fake and real news pieces. In PolitiFact’s fact-
checking evaluation result, the source URLs of the web page that published the news
articles are provided, which can be used to fetch the news contents related to the
news articles. In some cases, the web pages of source news articles are removed and
are no longer available. To tackle this problem, we i) check if the removed page was
archived and automatically retrieve content at the Wayback Machine?®; and ii) make
use of Google web search in automated fashion to identify news article that is most
related to the actual news.

GossipCop is a website for fact-checking entertainment stories aggregated from
various media outlets. GossipCop provides rating scores on the scale of 0 to 10
to classify a news story as the degree from fake to real. In order to collect true
entertainment news pieces, we crawl the news articles from E! Online®’, which is
a well-known trusted media website for publishing entertainment news pieces. We
consider all the articles from E! Online as real news sources. We collect all the news
stories from GossipCop with rating scores less than 5 as the fake news stories. Since

2Tavailable at https://www.politifact.com/subjects/fake-news/
Zavailable at https://www.politifact.com /truth-o-meter /rulings/true/
Zhttps://archive.org/web/

30https://www.eonline.com/
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GossipCop does not explicitly provide the URL of the source news article, so we
search the news headline in Google or the Wayback Machine archive to obtain the
news source information.

Social Context: The user engagements related to the fake and real news pieces
from fact-checking websites are collected using search API provided by social media
platforms such as the Twitter’'s Advanced Search API?'. The search queries for
collecting user engagements are formed from the headlines of news articles, with
special characters removed from the search query to filter out the noise. After we
obtain the social media posts that directly spread news pieces, we further fetch the
user response towards these posts such as replies, likes, and reposts. In addition,
when we obtain all the users engaging in news dissemination process, we collect all
the metadata for user profiles, user posts, and the social network information.

Spatiotemporal Information: The spatiotemporal information includes spatial and
temporal information. For spatial information, we obtain the locations explicitly
provided in user profiles. The temporal information indicates that we record the
timestamps of user engagements, which can be used to study how fake news pieces
propagate on social media, and how the topics of fake news are changing over time.
Since fact-checking websites periodically update newly coming news articles, so we
dynamically collect these newly added news pieces and update the FakeNewsNet
repository as well. In addition, we keep collecting the user engagements for all the
news pieces periodically in the FakeNewsNet repository such as the recent social
media posts, and second order user behaviors such as replies, likes, and retweets.
For example, we run the news content crawler and update Tweet collector per day.
The spatiotemporal information provides useful and comprehensive information for
studying fake news problem from a temporal perspective.

C.2 Tools

In this appendix, we introduce some representative online tools for tracking and
detecting fake news on social media.

3lhttps://twitter.com/search-advanced?lang=en
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C.2.0.0.1 Hoaxy

Hoaxy3? aims to build a uniform and extensible platform to collect and track
misinformation and fact-checking (Shao et al., 2016), with visualization techniques to
understand the misinformation propagation on social media.

Data Scraping The major components included a tracker for the Twitter API, and

a set of crawlers for both fake news and fact checking websites and databases (see
Figure 23).

Social Networks News Sites
(7€ lin 0] SRR
- — v NoAaxX es.c
W R
\l’l\l/ ( r:mlm‘l
URL Tracker | RSSParser [
(stream api) Scrapy Spider ’“
Monitors
\lurﬂl
DATABASE

Fetch

. =) Y
Analysis Dashboard e I“'I MRS

Figure 23: The framework of Hoaxy:.

The system collects data from two main sources: news websites and social media.
From the first group we can obtain data about the origin and evolution of both fake
news stories and their fact checking. From the second group we collect instances of
these news stories (i.e., URLs) that are being shared online. To collect data from such
disparate sources, different technologies are used: Web scraping, Web syndication,
and, where available, APIs of social networking platforms. To collect data on news
stories they use RSS, which allows a unified protocol instead of manually adapting
our scraper to the multitude of Web authoring systems used on the Web. RSS feeds
contain information about updates made to news stories. The data is collected from
news sites using the following two steps: when a new website is added to our list of
monitored sources, a ‘deep’ crawl of its link structure is performed using a custom

32https://hoaxy.iuni.iu.edu/
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Python spider written with the Scrapy framework; at this stage, the URL of the RSS
feed is identified if it is available. Once all existing stories have been acquired, a ‘light’
crawl is performed every two hour by checking its RSS feed only. To perform the
‘deep’ crawl, we use a depth first strategy. The ‘light’ crawl is instead performed using
a breadth-first approach.

Analysis Dashboard Hoaxy provides various visualization interfaces to demonstrate
the news spreading process. As shown in Figure 24, we demonstrate the major
functionalities on the analysis dashboard. On the top, users can search any news
articles by providing specific keywords. On the left side, it demonstrates the the
temporal trendiness of the user engagements for the news articles. On the right side, it
illustrates the propagation network on Twitter, which clearly convey the information
on who spreads the news tweets from whom. In addition, they also evaluate the bot
score for all users with BotMeter (Davis et al., 2016).
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Figure 24: The main dashboard of Hoaxy website.

C.2.0.0.2 FakeNewsTracker

FakeNewsTracker®® is a system for fake news data collection, detection, and
visualization on social media (Shu et al., 2019b). It mainly consists of the following

33http:/ /blogtrackers.fulton.asu.edu:3000/
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Figure 25: The framework of FakeNewsTracker.

components (see Figure 25): 1) fake news collection; 2) fake news detection; and 3)
fake news visualization.

Collecting Fake News Data Fake news is widely spread across various online
platforms. We use some of the fact-checking websites like PolitiFact as a source for
collecting fake news information. On these fact-checking sites, fake news information
is provided by the trusted authors and relevant claims are made by the authors on
why the mentioned news is not true. The detailed collection procedure is described in
Figure 22.

Detecting Fake News A deep learning model is proposed to learn neural textual
features from news content, and temporal representations from social context simulta-
neously to predict fake news. An auto-encoder (Kingma and Welling, 2013) is used to
learn the feature representation of news articles, bu reconstructing the news content,
and LSTM is utilized to learn the temporal features of user engagements. Finally, the
learned feature representations of news and social engagements are fused to predict
fake news.

Visualization Fake News in Twitter We have developed a fake news visualization as
shown in Figure 26 for the developing insights on the collected data through various
interfaces. We demonstrate the temporal trends of the number of tweets spreading
fake and real news in a specific time period, as in Figure 26a.

In addition, we can explore the social network structure among users in the
propagation network (see Figure 26b for an example), and further compare the
differences between the users who interact with the fake news and the true news.

For identifying the differences in the news content of the true news and the fake
news we have used word cloud representation of the words for the textual data. We
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Figure 26: Demonstration of FakeNewsTracker system.

search for fake news within a time frame and identify the relevant data. In addition,
we provide the comparison of feature significance and model performance as part of
this dashboard. Moreover, we could see how fake news is spread around certain areas
using the geo-locations of tweets.
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C.2.0.0.3 dEFEND

dEFEND?* is a fake news detection system that are also able to provide explainable
user comments on Twitter. dEFEND (see Figure 27) mainly consists of two major
components: a web-based user interface and a backend which integrates our fake news
detection model.

The web-based interface provides users with explainable fact-checking of news. A
user can input either the tweet URL or the title of the news. A screenshot was shown
in Figure 28. On typical fact-checking websites, a user just sees the check-worthy score
of news (like Gossip Cop®) or each sentence (like ClaimBuster®). In our approach,
the user can not only see the detection result (in the right of Figure 28a), but also can
find all the arguments that support the detection result, including crucial sentences in
the article (in the middle of Figure 28b) and explainable comments from social media
platforms (in the right of Figure 28b). At last, the user can also review the results
and find related news/claims.

The system also provides exploratory search functions including news propagation
network, trending news, top claims and related news. The news propagation network
(in the left of Figure 28b) is to help readers understand the dynamics of real and fake
news sharing, as fake news are normally dominated by very active users, while real
news/fact checking is a more grass-roots activity (Shao et al., 2016). Trending news,
top claims and related news (in the lower left of Figure 28a) can give some query
suggestions to users.

The backend consists of multiple components: (1) a database to store the pre-
trained results as well as a crawler to extract unseen news and its comments, (2) the
dEFEND algorithm module based on explainable deep learning fake news detection,
which gives the detection result and explanations simultaneously and (3) an exploratory
component that shows the propagation network of the news, trending and related
news.

Exploratory Search The system also provides users with browsing functions. Con-
sider a user who doesn’t know what to check specifically. By browsing the trending
news, top claims and news related to the previous search right below the input box,
the user can get some ideas about what he could do. News can be the coverage of an
event, such as “Seattle Police Begin Gun Confiscations: No Laws Broken, No Warrant,

34http: / /fooweb-env.qnmbmwmx;j3.us-east-2.elasticbeanstalk.com /
35https:/ /www.gossipcop.com /

36https://idir-server2.uta.edu/claimbuster /
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Figure 28: Demonstration of dEFEND system.

No Charges” and claim is the coverage around what a celebrity said, such as “Actor
Brad Pitt: "Trump Is Not My President, We Have No Future With This...””. Users can
search these titles by clicking on them. The news related to the user’s previous search
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is recommended. For example, news “Obama’s Health Care Speech to Congress” is
related to the query “It’s Better For Our Budget If Cancer Patients Die More Quickly”.

Explainable Fact-checking Consider a user who wants to check whether Tom Price
has said “It’s Better For Our Budget If Cancer Patients Die More Quickly”. The user
first enters the tweet URL or the title of a news in the input box in Figure 28a. The
system would return the check-worthy score, the propagation network, sentences with
explainable scores, and comments with explainable scores to the user in Figure 28b.
The user can zoom in the network to check the details of the diffusion path. Each
sentence is shown in the table along with its score. The higher the score, the more
likely the sentence contains check-worthy factual claims. The lower the score, the
more non-factual and subjective the sentence is. The user can sort the sentences
either by the order of appearance or by the score. Comments’ explainable scores are
similar to sentences’. The top-5 comments are shown in the descending order of their
explainable score.

C.2.0.0.4 NewsVerify

NewsVerify®” is a real-time news verification system which can detect the credibility
of an event by providing some keywords about it (Zhou et al., 2015).

NewsVerify mainly contains three stages: 1) crawling data; 2) building an ensemble
model; and 3) visualizing the results. Given the keywords and time range of a news
event, the related microblogs can be collected through the search engine of Sina Weibo.
Based on these messages, the key users and microblogs can be extracted for further
analysis. The key users are used for information source certification while the key
microblogs are used for propagation and content certification. All the data above
are crawled through distributed data acquisition system which will be illustrated
below. After three individual models have been developed, the scores from the above
mentioned models are combined via weighted combination. Finally, an event level
credibility score is provided, and each single model will also have a credibility score
that measure the credibility of corresponding aspect. To improve the user experience
of our application, the results are visualized from various perspectives, which provide
useful information of events for further investigation.

Data Acquisition Three kinds of information are collected: microblogs, propagation
and microbloggers. Like most distributed system, NewsVerify also has master node
and child nodes. The master node is responsible for task distribution and results
integration while child node process the specific task and store the collected data in

3Thttps: / /www.newsverify.com/
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Figure 29: The framework of NewsVerify system.

the appointed temporary storage space. The child node will inform the master node
after all tasks finished. Then, master node will merge all slices of data from temporary
storage space and stored the combined data in permanent storage space. After above
operations, the temporary storage will be deleted. The distributed system is based on
ZooKeeper®®, a centralized service for maintaining configuration information, naming,
providing distributed synchronization, and providing group services. As the attributes
of frequent data interaction,stored,read, we adopt efficient key-val database Redis to
handle the real-time data acquisition task. Redis, works with an in-memory dataset,
can achieve outstanding performance.

Model Ensemble Different individual models are built to verify the truthfulness of
news pieces from the perspective of news content, news propagation, and information
source (See Figure 29). The content-based model is based on hierarchical propagation
networks (Jin et al., 2014). The credibility network has three layers: message layer,
sub-event layer and event layer. Following that, the semantic and structure features
are exploited to adjust the weights of links in the network. Given a news event and its
related microblogs, sub-events are generated by clustering algorithm. Sub-event layer
is constructed to capture implicit semantic information within an event. Four types of
network links are made to reflect the relation between network nodes. The intra-level
links(Message to Message, Sub-event to Sub-event) reflect the relations among entities
of a same type while the inter level links(Message to Sub-event,Sub-event to Event)
reflect the impact from level to level. After the network constructed, all entities
are initialize with credibility values using classification results. We formulate this
propagation as a graph optimization problem and provides a global optimal solution
to it. The propagation-based model propose to compute a propagation influence score
over time to capture the temporal trends. The information source based model utilize

38http: / /zookeeper.apache.org/
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Figure 31: Demonstration of Detail News Analysis of NewsVerify system.

Interface Visualization Figure 30 illustrate the interface of NewsVerify system.
It allows users to report fake news, and search specific news to verify by providing
keywords to the system. It also automatically show the degree of veracity for Weibo
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the sentiment and activeness degree as features to help predict fake news. From
the aforementioned models, individual score is obtained. Then a weighted logistic
regression model can be used to ensemble the result and produce an overall score for
the news piece.




data of different categories. For each Weibo in the time-line, NewsVerify shows the
credibility score to justify how likely the Weibo is related to fake news. In addition, it
allows interested users to click “View detailed analysis” to learn more about the news.
As shown in Figure 31, it mainly demonstrates: (1) the introduction of the news event
including the time, source, related news, etc; (2) the changes of trends and topics over
time related to the news events; (3) the profiles and aggregated statistics of users who
are engaged in the news spreading process such as the key communicator, sex ratio,
certification ratio; and (4) the images or videos related to the news events.

C.3 Relevant Activities

Fake news has been attracting interests from experts and practitioners of multiple
disciplines. Relevant activities are organized to advance the detection and mitigation
of fake news. Specifically, we introduce these efforts in three general categories:
Educational Programs, Computational Competitions, and Research Workshops and
Tutorials.

C.3.0.0.1 Educational Programs

These programs aim to help design and train interested people about how to
identify fake news. The educational programs include handbooks (Murphy, 2019;
Ireton and Posetti, 2018), interactive games. For example, in (Ireton and Posetti,
2018), the researchers from UNESCO?® build a series of curricula and handbooks for
journalism education and training. Similarly, a cookbook is built to help identify
fake news from the perspectives of transparency, engagement, education, and tools.
Interactive online programs are designed that encode some heuristic features of fake
news detection to help learn common tricks of identifying fake news via game playing.
"Bad News"4! is an online game that allows users to act as a fake news creator to
build a fake "credibility" step by step.

39The United Nations Educational, Scientific and Cultural Organization
4Ohttps: / /newscollab.org/best-practices/

4 https://getbadnews.com/
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C.3.0.0.2 Computational Competitions

To encourage researchers or students to build computational algorithms to address
fake news problems, several competitions are organized online or in conjunction
with some conferences. For example, the fake news challenge*? aims to detect the
stance of pairs of headline and body text, which attracts many researchers to create
effective solutions to improve the performance (Shang et al., 2018; Riedel et al., 2017).
As another example, Bytedance organized a fake news classification challenge in
conjunction with the ACM WSDM conference*®, aiming to identify if a given news
pieces is related to another piece of fake news. Moreover, the SBP competition on
disinformation is regularly held to encourage researchers to combat fake news*:.

C.3.0.0.3 Research Workshops and Tutorials

To bring researchers and practitioners together to brainstorm novel ways of dealing
with fake news, different research workshops and tutorials are held from various
perspectives. One of the earliest and influential workshop (Mele et al., 2017) aims
to define the foundations, actions, and research directions on combating fake news.
The social cyber-security working group®® has brought together experts to deal with
various cyber security threats on social media including disinformation and fake
news. Recently, the National Academy of Sciences Colloquia hosted a panel on the
communication and science of misinformation and fake news®. Several tutorials are
offered in conjunction with top-tier conferences such as ACM KDD 2019%", ACM

“2http: / /www.fakenewschallenge.org/

Bhttps: / /www.kaggle.com /c/fake-news-pair-classification-challenge /
44http://sbp-brims.org/2019/challenge/challenge2 Disinformation.html
4Shttps: //sites.google.com /view /social-cybersec/

46http: / /www.cvent.com /events/advancing-the-science-and-practice-of-science-communication-
misinformation-about-science-in-the-publ/event-summary-c4d9df4d8baf4567ab82042e4f4efb78.aspx

AThttps:/ /www.fake-news-tutorial.com/
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WSDM 2019 (Zhou et al., 2019b), AAAT 20188, IEEE ICDM 2017%°. For example, the
tutorials of KDD 2019 and WSDM 2019 focus on the fundamental theories, detection
strategies, and open issues, the AAAI 2018 tutorial discusses fake news from artificial
intelligence and database perspectives, and the ICDM 2017 tutorial presents the
detection and spreading patterns of misinformation on social media.

48https://john.cs.olemiss.edu/ nhassan/file/aaai2018tutorial.html

http://www.public.asu.edu/ liangwul /ICDM17MisinformationTutorial.html
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